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Login
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1.2

1.2
IT IT
1.2.1
PuTTY
PC PUuTTY
1.2.2 Telnet
Windows Telnet

Telnet Windows Vista

PC Command Prompt
telnet <IP_address>

1 Command Prompt: Telnet
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PuTTY Telnet

PC PuTTY
PuTTY Configuration 2=l
Cateqgory:
El S_ession | Basic options for your PuT T seszion |
P L.ogglng r~ Specify the destination you want to connect to
[=1- Teminal
Host Hame [or IP address) Fort
- Keyboard
Bl [192166.1.5 [23
- Features Connection type:
=) windaw " Raw  Telnet ¢ Rlogn © SSH ¢ Serial
- Appearance b i
- Behaviour Load, save or delete a stored session
. Translation Saved Sessions
- Selection
- Colours -
Drefault Settings Load
[=1- Connection LI
- Data Save
- Prowy _I
- Telnet Delete |
- Rlogin
- 55H
- Seiial Cloze window on exit:
 dlways  © Newver Only on clean exit
About | Help | Open I Lancel
2 PuTTY

Host Name (or IP address)

IP

0 255 10 4

Connection type

Open

Enter

QGH59056.01 - 06/2021
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1.2

private
Enter

Copyright (c) 2011 - 2021 Schneider
Electric All rights reserved
MCSESME Release 08.7.00
(Build date 2021 - 06- 22 09:28)
System Name  :MCSESM 646038d5e836

Management IP :192.168.1.5
Subnet Mask :255.255.255.0 Base

MAC :64:60:38:01:02:03
USB IP :91.0.0.100
USB Mask :255.255.255.0

System Time :2021 - 06- 24 12:39:43

NOTE:Enter '?' for Command Help.Command help displays all
options that are valid for the particular mode.
For the syntax of a particular command form,
please consult the documentation.

MCSESME>

3

20
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1.2

SSH

1.2.3 SSH Secure Shell
PuTTY
OpenSSH
PC PUuTTY
% PuUTTY Configuration 2 x|
Category:
El S_ession | B azic options for pour PuT T session |
T Llogglng — Specify the destination you want to connect ta
= Terminal
- Keybaard Host Mame [or IP address] Part
Bl (192188.15) |22
- Features Connection type:
- Windaw " Raw  Telnet © Hlogin( {¢ 55H ) " Serial
- Bppearance B .
- Behaviour Load, save or delete a stored session———————
. Translation Saved Sessions
- Selection
D:'I':'.u[s Diefault Settings Leg) |
= Cohhection
- Data Save |
- Prosy
- Telnet Delets |
- Rlogin
- 55H
- aeial Cloge window on exit:
 pAlways  © Never % Only on clean exit
Ahout Help lml Cancel |
4 PuTTY

Host Name (or IP address)

P 0

connection type

SSH

QGH59056.01 - 06/2021
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1.2

22

Open

SSH

PuTTY Security Alert i x|

A

WARNING - POTENTIAL SECURITY BREACH!

The server's host key does not match the one PUTTY has
cached in the reqistry, This means that either the

server administrator has changed the host key, or you
have actually connected to another computer pretending
to be the server.

The new rsa key fingerprint is:

1024 4e:62:99:32:56:07:26: 1c:c5:39:55:24:65:a9:f9:6e
If you were expecting this change and trust the new key,
hit Yes ko update PUTTY's cache and continue connecting.
If you want to carry on connecting but without updating
the cache, hit Mo.

If you want ko abandon the connection completely, hit
Cancel, Hitting Cancel is the OMNLY guaranteed safe
choice.

Yes Mo Cancel Help I

show ssh

Access > Server SSH

admin

Enter

private

Enter

PUuTTY

Yes

Device Security > Management

QGH59056.01 - 06/2021



1.2

fogin as: admin
admin@192.168.1.560s
password:
Copyright (c) 2011 - 2021 Schneider
Electric All rights reserved
MCSESME Release 08.7.00
(Build date 2021 - 06- 22 09:28)
System Name  :MCSESM646038d5e836

Management IP :192.168.1.5
Subnet Mask :255.255.255.0 Base

MAC :64:60:38:01:02:03
USB IP :91.0.0.100
USB Mask :255.255.255.0

System Time 2021 - 06- 24 12:39:43

NOTE:Enter '?' for Command Help.Command help displays all
options that are valid for the particular mode.
For the syntax of a particular command form,
please consult the documentation.

MCSESME>
6
1.2.4
VT100 PC
VT100

9600 bit/s

8 bit

1 bit

off

QGH59056.01 - 06/2021
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1.2

VT100 PC

PuTTyY

Enter

PuTTY Configuration E x|
Category
- Session [ Basic options for pour PUT T session |
Logaing - Specify the destination you want to connect to
& Temindl ’
 Kegbroard Seiil ine Speed
el COMS 9600
- Featues Comnection type:
2 Window £ Raw ( Tehel (" Riogin ©~ S5H (% Serial
. Appearance -
" Behaviow Load. save or delete a stored session
* Translation Saved Sessions
- Selection

© - Colous Load
E Connection 5p _I
- Data Save

* - Prow
*Tehet Delete

- Rlogin

SSH

*Seral

Close window on ext
£ Always  ( Mever (= Onlyon clean exit

Bbout Cancel
TPUTTY

CLI

admin
Enter

private
Enter

24

COM
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1.2

Copyright (c) 2011 - 2021 Schneider

Electric All rights reserved

MCSESME Release 08.7.00

(Build date 2021 - 06- 22 09:28)

System Name  :MCSESM 646038d5e836

Management IP :192.168.1.5
Subnet Mask :255.255.255.0 Base

MAC :64:60:38:01:02:03
USB IP :91.0.0.100
USB Mask :255.255.255.0

System Time :2021 - 06- 24 12:39:43

NOTE:Enter '?' for Command Help.Command help displays all
options that are valid for the particular mode.
For the syntax of a particular command form,
please consult the documentation.

MCSESME>

8

125

administrator/operator/guest/auditor

User Exec mode
Privileged Exec mode

QGH59056.01 - 06/2021
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1.2

‘ ROOT

l ;

‘ login ‘ ‘ logout

l :

User Exec mode

‘ User Exec Mode

‘ Privileged Exec
Mode

Privileged Exec Mode

l ‘ |

vlan serviceshell
database start

1 ‘ 1

VLAN

interface
<slot/port>

Interface Range Mode

U User Exec mode

User Exec mode
Command prompt:(MCSESME) >
U Privileged Exec mode

User Exec mode

Privileged Exec mode
Privileged Exec mode

Exec mode User Exec mode
Command prompt:(MCSESME) #

U VLAN mode
VLAN mode VLAN

Command prompt:(MCSESME) (VLAN)#

U Service Shell
Service Shell

Command prompt: /mnt/fastpath #

26

Privileged
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1.2

U Global Config mode
Global Config mode

Command prompt:(MCSESME) (config)#
U Interface Range mode
Interface Range mode

ON/OFF

Command prompt:(MCSESME) ((interface) ally#
Global Config mode Interface Range mode

(MCSESME) (conf ig)#interface all
(MCSESME) ((Interface)all)#

1
Command prompt:(MCSESME) (interface <slot/port>)#
Global Config mode Interface Range mode

(MCSESME) (config)#interface 2/1
(MCSESME) (interface 2/1)#
1
Command prompt:(MCSESME) (interface <interface range> )#
Global Config mode Interface Range mode

(MCSESME) (config)#interface 1/2 -1/4
(MCSESME) ((Interface)1/2 - 1/4)#

Command prompt:(MCSESME) (interface <interface list>)#
Global Config mode Interface Range mode

(MCSESME) (config)#interface 1/2,1/4,1/5
(MCSESME) ((Interface)1/2,1/4,1/5)#

Command prompt:(MCSESME) (interface <co mplex range>)#

Global Config mode Interface Range mode
(MCSESME) (config)#interface 1/2 -1/4,1/6  -1/9
(MCSESME) ((Interface)1/2 -1/4,1/6 - 1/9)

User Exec mode
logout (MCSESME)
>logout
Are you sure (Y/N) ?y

Privileged Exec User Exec mode Privileged Exec mode User
mode enable Exec mode

(MCSESME) >enable exit :

(MCSESME) # (MCSESME) #exit

(MCSESME) >

QGH59056.01 - 06/2021



1.2

28

2
VLAN mode Privileged Exec mode VLAN mode Privileged Exec
vlan database mode exit Ctrl+ 2
(MCSESME) #vlan database
(MCSESME) (Vlan)# (MCSESME) (Vlan)#exit
(MCSESME) #
Global Config  Privileged Exec mode Global Config mode Privileged
mode configure Exec mode Privileged Exec mode
(MCSESME) #configure exit
(MCSESME) (config)# (MCSESME) (config)#exit
User Exec mode (MCSESME) #
enable Privileged Exec mode
Privileged Exec mode Privileged Exec mode
Configure exit :
(MCSESME) >enable (MCSESME) #exit
(MCSESME) #configure (MCSESME) >

(MCSESME) (config)#

Interface Range Global Config mode

Interface Range mode

mode interface Global Config mode
{all|<slot/port>|<interface range> exit Privileged Exec mode
|[<interface list>|<complex ange>} Ctrl + Z
(MCSESME) (config)#interface ) )
<slot/  port> (MCSESME) (interface slot/port)#exit
(MCSESME) (interface slot/port)#
(?)
(MCSESME)>
cli Set the CLI preferences.
enable Turn on privileged commands.
help Display help for various special keys.
history Show a list of previously run commands.
logout Exit this session.
ping Send ICMP echo packets to a specified IP address.
show Display device options and settings.
telnet Establish a telnet connection to a remote host.
(MCSESME)>

10 User Exec mode
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1.2

1.2.6
Enter
show system info
Enter
(MCSESME)>show system ino
Error:Invalid command ‘ino'
1.2.7

QGH59056.01 - 06/2021

User Exec mode
(MCSESME)>

info f

Enter

29



1.2

30

3:

Courier

<command>

(<>)

[command]

)

<parameter>

(<>)

[parameter]

@)

[Choicel | Choice2]

Option 1 Option 2

{list}

()

{Choicel | Choice2}

()

[param1 {Choicel |
Choice2}]

<a.b.c.d>

a.b.c.d 1P

<cr>

Enter

QGH59056.01 - 06/2021



1.2

4
IP address IPv4 0 255
10 4
4 10 IP
0.0.0.0
MAC address MAC 0 FF 16
6
00:F6:29:B2:81:40
string 32
character string "
number 0..999999
date YYYY- MMDD
time HH:MM:SS
IP MAC
P 1P
MAC MAC
5
IP nnn.nnn.nnn.nnn nnn:0 255 (10 ) 192.168.11.110
MAC mm:mm:mm:mm:mm:mm  mm:00 ff (16 y  A7:C9:89:DD:A9:B3

*(MCSESM E)#cli prompt Device name
Error:Invalid command 'name’

*(MCSESM E)#cli prompt 'Device name'

QGH59056.01 - 06/2021
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1.2

*(Device name)#

1.2.8

1 clear arp-table-switch
ARP
cleararp -table - switch
Enter
2 radius server timeout

RADIUS

(MCSESME) (config)#radius server timeout
<1..30> Timeout in seconds (default: 5). radius server timeout

1..30

3 radius server auth modify <1..8>

RADIUS 1
(MCSESME) (config)#radius server auth modify 1

[name] RADIUS authentication server name.
[port] RADIUS authentication server port.

(default: 1812).
[msgauth] Enable or disable the message authenticator

attribute for this server.
[primary] Configure the primary RADIUS server.
[status] Enable or disable a RADIUS authentication server entry.
[secret] Configure the shared secret for the RADIUS authentication server.
[encrypted] Configure the encrypted shared secret.

<cr> Press Enter t o0 execute the command.

radius server auth modify

<1..8> RADIUS 1..8 integer

[name] , [port] , [msgauth] , [primary] , [status]
[secret] , [encrypted]
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1.2

1.2.9

U (MCSESME) >
User Exec mode
U (MCSESME) #
Privileged Exec mode
U (MCSESME) (config)#
Global Config mode
U (MCSESME) (Vlan)#
VLAN Database mode
U (MCSESME) ((Interface)all)#
Interface Range mode /
U (MCSESME) ((Interface)2/1)#
Interface Range mode /
U (MCSESME) ((Interface)1/2
Interface Range mode /

- 1Ay

U (MCSESME) ((Interfac e)1/2,1/4,1/5)#

Interface Range mode /
U (MCSESME) ((Interface)1/1
Interface Range mode /

*(MCSESM E)>
u #

*#(MCSESME)>
u !

I((MCSESM E)>

-12,1/4 - 1/6)#

! user

admin

%d

%t
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1.2.10

34

%i IP

%i MAC

%p

I(MCSESM E)>enable

I(MCSESM E)#cli prompt %i

1192.168.1.5#cli prompt (MCSESM - E)%d

*(MCSESM- E)2021 - 06- 24#cli prompt (MCSESM - E)%d%t
*(MCSESM- E)2021 - 06- 24 12:39:43#cli prompt %m

*AA:BB:CC:DD:EE:FF#

<CTRL> + <H>, 1
<Backspace>

<CTRL> + <A>

<CTRL> + <E>

<CTRL> + <F> 1

<CTRL> + <B> 1

<CTRL> + <D>

<CTRL> + <U>, <X>

<CTRL> + <K>

<CTRL> + <W> 1

<CTRL> + <P>

<CTRL> + <R>

<CTRL> + <N>

<CTRL> + <Z> root
<CTRL> + <G> tcpdump
<Tab>, <SPACE>

Exit

<?>
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HELP

(MCSESME) #help

HELP:
Special keys:

Ctrl - H, BkSp delete previous character

Ctrl - A .... go to beginning of line

Ctrl -E ....goto end of line

Ctrl - F .... go forward one character

Ctrl - B .... go backward one character

Ctrl - D .... delete current character

Ctrl - U, X .. delete to beginning of line

Ctrl -K.... delete to end of line
Ctrl - W .... delete previous word

Ctrl - P .... go to previous line in history buffer

Ctrl - R .... rewrites or pastes the line

Ctrl - N .... go to next line in history buffer
Ctrl - Z .... return to root command prompt
Ctrl - G .... aborts running tcpdump session
Tab, <SPACE> command - line completion

Exit .... go to next lower command prompt

? ... list choices (MCSESM -E)#
(MCSESME) #

11 Help
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1211

36

i
Tab
Tab
a Tab
u Tab
Tab
(MCSESME) (Config)#lo
(MCSESME) (Config)#log
logging logout
lo Tab
Tab
(logging logout )
help
>show ?
show.
I*#(MCSESM- E)(Config)#show?
show Display device options and settings.

(MCSESME)
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1.2

1.2.12

enable Privileged Exec mode

save [profile]
Enter

Aradius server auth addhn

RADIUS
U Global Config mode
0 Administrator
u radius server auth add <1..8>ip <a.b.c.d>[name <string>] [port<1..65535>]
[name] :RADIUS
[port] :RADIUS 1813
<1..8> RADIUS 1.8
<a.b.c.d> RADIUS P
<string> 32
<1..65535> 1 65535 1..65535
a Global Config mode
0 Administrator

29

radius server auth add 1 ip 192.168.30.40

radius server auth add 2 ip 192.168.40.50 name radiusserver2

radius server auth add 3 ip 192.168.50.60 port 1813

radius server auth add 4 ip 192.168.60.70 name radiusserver4 port 1814

[ ot B et et e
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1.2

1.2.13 Service Shell
Service Shell
Service Shell
Service Shell
CPU
NVM
Service Shell
User Exec mode (MCSESME) >
enable Enter
e Tab
serviceshell start Enter
ser Tab
s Tab
IMCSESME >enable
I*MCSESM E #serviceshell start
WARNING!The service shell offers advanced diagnostics and functions.
Proceed only when instructed by a service technician.
You can return to the previous mode using the 'exit' command.
BusyBox v1.31.0 (2021 -06-2412:39:43U TC) built - in shell (ash)
Enter 'help’ for a list of built - in commands.
I/mnt/fastpath #
Service Shell
Service Shell
Service Shell
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Service Shell
Service Shell
help Enter
/mnt/fastpath # help

Built - in commands:
.. [[[ alias bg break cd chdir command continue echo eval exec
exit export false fg getopts hash help history jobs kill let local
pwd read readonly return set shift source test times trap true
type ulimit umask unalias unset wait

/mnt/fastpath #
Service Shell
exit Enter
Service Shell
Service Shell
Service Shell
Service Shell
Service Shell
User Exec mode (MCSESME) >
enable Enter
e Tab

QGH59056.01 - 06/2021



1.2

40

serviceshell deactivate Enter
ser Tab
dea Tab
Y

IMCSESME >enable

I*MCSESM E #serviceshell deactivate

Notice:If you continue, then the Service Shell is permanently deactivated.

This step is irreversible!
For details, refer to the Configuration Manual.
Are you sure (Y/N) ?
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13

1.3
13.1
i
i
i
i
i
132
i
i VT100
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PuTTY

PC
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1.3

42

PC COM
PC
VT100
9600 bit/s
8 bit
1 bit
off
ON ON
System Monitor 1 1
1 3
System Monitor 1
(Selected OS: ... -8.7 (2021 -06-2209:28))
1 Manage operating system
2 Update operating system
3 Start selected operating system
4 Manage configurations
5 Show boot code information
g End (reset and reboot)
sysMon1>

12 System Monitor 1

System Monitor 1

ESC
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2.11P
2 IP
IP
IP
i
U Ethernet Switch Configurator
PC
i
i BOOTP
BOOTP
BOOTP BOOTP MAC
DHCP mode
U DHCP
DHCP
DHCP BOOTP MAC
i
IP
1P
2.1 IP
2.1.1 IPv4
IP
IP 4 4 10
1992 RFC1340 IP
8 IP
A 1 Byte 3 Bytes 0.0.0.0 127.255.255.255
B 2 Bytes 2 Bytes 128.0.0.0 191.255.255.255
C 3 Bytes 1 Byte 192.0.0.0 223.255.255.255
D 224.0.0.0 239.255.255.255
E 240.0.0.0 255.255.255.255

QGH59056.01 - 06/2021

43



211P

P
IANA Internet Assigned Numbers Authority
P ISP
ISP IP
0 APNIC (Asia Pacific Network Information Center)
0 ARIN (American Registry for Internet Numbers)

U LACNIC (Regional Latin-American and Caribbean IP Address Registry)

U RIPE NCC (Réseaux IP Européens)

‘ 0 | Net ID - 7 bits | Host ID - 24 bits ‘ Class A

‘ | HOH Net ID - 14 bits | Host ID - 16 bits ‘ Class B

‘ | ” | H 0 ” Net ID - 21 bits |HostID-8bits‘ Class C

‘||‘|“||‘o“ D - 28 bits ‘masso

nonn ETTR

13 IP
IP 0 Class A 128
IP 1 2 0 Class B

128 191
IP 2 1 Class C
191
host ID
IP
IP
net id
A C
host id 1
0
10
255.255.192.0
2
11111111.111211111.11000000.00000000
I
Class B
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10
129.218.65.17

\—128 <129 191> Class B

2

10000001.11011010.01000001.00010001
L 1

10

129.218.129.17

\—128 <129 191> Class B

2
10000001.11011010.10000001.00010001
- 2
Romeo
\_—:
Lorenzo m
- B \f EH
LAN 1
p LAN 2
\_777_/—/_‘_—_-7_7
C\f_ O
14
Romeo Juliet
Romeo Juliet IP Lorenzo
Romeo Juliet IP
IP
Romeo Lorenzo MAC MAC
ISO/OSI
3 2
2 1 Romeo
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2.1 1P
Lorenzo Juliet
ARP Juliet MAC

MAC MAC

Juliet Romeo IP
ISO/OSI
Juliet Romeo Romeo IP
IP
Romeo MAC Lorenzo
Juliet MIB Lorenzo Romeo NetGatewaylPAddr
IP Lorenzo
MAC
Romeo Juliet Lorenzo
Romeo
254 Class C 65534
Class B Class B
Class D Class E
1993 RFC1519 CIDR
CIDR

CIDR IP

2

IP
IP
10 10 L 2
192.168.112.1 255.255.255.128 11000000 10101000 01110000 00000001
192.168.112.127 11000000 10101000 01110000 01111111
F—— 25 —_—
CIDR 192.168.112.0/25
T
Class C
Class B
46
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21 1P
2.1.2 IPv6
IP
IPv6 Internet Protocol version 6 IPv4 Internet Protocol version 4
IPv4
IPv6 IPv6 RFC 8200
IPv6 IPv4
i
i
i
i
i
IPv4 IPv6
IP
IPv4 IPv6
IPv6
U IPv6 8
IPv6 4
Auto IPv6 2
DHCPvV6 IPv6 1
1
U IPv6 IPv6
U IPv6 IP
IPv6 SNTP SYSLOG DNS LDAP
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211P

IPv6 128 16 4 8
hextet 16
IPv6
RFC 4291 IPv6 XIXIXIXIXIXIXEX
X 16 4 Ipv6

2

15 IPv6
IPv6 0 0 IPv6
2
U 1 0 0
0 0
u 2 0
0 2
: 1
1
2 2
9 IPv6
0 CCO03: 0: 0: 0:

1:AB30:400:FF02
CCO03::1:AB30:400:FF02

0 2008: B7: 0:DEFO0:DDDD:
0:E604:
1

2008:B7::DEF0:DDDD:0:E604:1
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211P

Ipv4 IPv6
IPv6
IPv6 CIDR
IPv4
<ipv6 - address>/<prefix - length>
0..128 LAN IPv6
/64 64
64 IPv4 ID
64 64 ID
2009:0CB8:0000:0004::10/64
2009:0CB8:0000:0004 0000:0000:0000:0010
IPv6 RFC 4291
IPv6
10 IPv6
2 IPv6
00...0 (128 bits) 111128
00...1 (128 bits) 111/128
11111111 FFO00::/8
1111111010 FE80::/10
0 IPv6 Unspecified address
IPv4 0.0.0.0
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21 1P

50

0:0:0:0:0:0:0:1
IPv6
IPv6 IPv4
IPv6
IPv6 IPv6
4
U 8 FF
U 4 0
i
11
10 bits 54 bits 64 bits
1111111010 0 ID
IPv4 3
001 2000::/3
3
U
u ID
U ID
ID 16
ID
ID ID
1 IPv6
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211P
IPv6
|< 48 Biits >|< 16 Bitil< 64 B its
ID ID
L 64 Bits >|

16 IPv6
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IP

2.2 P
2.2 IP
2.2.1 IPv4

P

52

U BOOTP/DHCP
U Ethernet Switch Configurator

i
C_w )
Y

PC RJ11
Y
\
Privileged
Exec Mode
Y
Le |
Y
C )
17 IP

DHCP

PC
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IP

2.2 IP
IP
u P
IP 0.0.0.0
i
0.0.0.0
u IP
TFTP
IP
IP 0.0.0.0

copy config running - config nvm

enable Privileged Exec Mode

network protocol none DHCP

network parms ~ 10.0.1.23 255.255.255.0 IP 10.0.1.23

255.255.255.0
copy config running - config nvm nvm
IP
22.2 IPv6

IPv6
IPv4

SSH
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IPv6
IPv6
u IPv6
IPv6 IPv6
il
Ipv4 IPv6
IPv6
i EUI option
EUI option IPv6 ID
MAC
ff fe 64 ID
64 IPv6
U IPv6
IPv6
IPv6
IPv6
enable Privileged Exec Mode
network ipv6 operation IPv6
IPv6
network ipv6 address add 2001::1 IPV6 2001::1 64
64 eui -64 .
eui - 64
copy config running - config nvm nvm
IPv6
URL IPv6 URL syntax:

https:// [<ipv6_address>]
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2.3 Ethernet Switch Configurator

2.3 Ethernet Switch Configurator

Ethernet Switch Configurator

PC Ethernet Switch Configurator

Ethernet Switch Configurator

Ethernet Switch Configurator Ethernet Switch Configurator

Ethernet Switch Configurator

Ethernet Switch Configurator
PC

PC
Ethernet Switch Configurator

Ethernet Switch Configurator Ethernet Switch Configurator

Ethernet Switch Configurator

LED
Signal
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55



24 P

2.4 IP

24.1 IPv4

Basic Settings > Network > Global

Ethernet Switch Configurator

VLAN
VLAN ID VLAN
VLAN
MAC address MAC
Ethernet Switch Configurator protocol v1/v2 Ethernet Switch Configurator
Ethernet Switch Configurator MAC IP
PC Ethernet Switch Configurator
IP Ethernet Switch Configurator
Basic Settings > Network > IPv4
IP
Management interface IP
0 BOOTP
U DHCP
U Local
IP
1P IP parameter
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2.4

2.4.2
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IPv6

IPv6

Basic Settings > Network > IPv6

IPv6
Configuration
None

4 IPv6
Auto

Advertisement Daemon

DHCPv6
DHCPv6
All
IPv6
IP parameter
Auto

Operation
IPv6
IPv6
IPv6

IPv6

IPv6
IPv6

IPv6

Gateway address

On

radvd Router

IPv6

DHCPv6

radvd Router Advertisement Daemon
Gateway address

Gateway address

Duplicate Address Detection

Duplicate Address Detection

Neighbor Solicitation

Basic Settings > Network > IPv6

Create

IP address IPv6
PrefixLength IPv6
Ok

63
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IP

2.5 BOOTP IP
2.5 BOOTP IP
BOOTP BOOTP
Basic Settings > Network > |Pv4
ID BOOTP
ID IP
IP
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2.5 DHCP IP
2.6 DHCP IP
2.6.1 IPv4
DHCP Dynamic Host Configuration Protocol BOOTP
DHCP MAC DHCP
DHCP RFC 2131 Client Identifier
MIB Il sysName
Basic Settings > System
SNMP
DHCP DHCP MAC
P
DHCP IP
i
i
u TFTP URL
DHCP
IP
12 DHCP
1
2
3
4
12
42 NTP
61
66 TFTP
67
BOOTP DHCP DHCP
dynamic address allocation
DHCP
DHCP
DHCP ID IP
static address allocation
DHCP DHCP IP
DHCP IP
Basic Settings > Network > IPv4 DHCP
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IP
2.6 DHCP

2.6.2

60

ConneXium Network Manager DHCP
IP

BOOTP/DHCP

DHCP

# letc/dhcpd.conf for DHCP Daemon

#

subnet 10.1.112.0 netmask 255.255.240.0 {
option subnet - mask 255.255.240.0;
option routers 10.1.112.96;

}

#

# Host berta requests IP configuration

# with her MAC address

#

host berta {

hardware ethernet 00:80:63:08:65:42;
fixed -address 10.1.112.82;

}

#

# Host hugo requests IP configuration

# with his client identifier.

#

host hugo {

#

option dhcp - client - identifier "hugo";
option dhcp - client - identifier 00:68:75:67:6f;
fixed -address 10.1.112.83;

server -name "10.1.112.11";

filename "/agent/config.dat";

}

fixed-address IP

DHCP

IPv6

DHCPv6 Dynamic Host Configuration Protocol version 6
IPv6 IPv4 DHCP IPv6
DHCP IPv6 RFC 8415

DUID (DHCP Unique ldentifier )
DHCPv6 DUID DHCPv6
IPv6 Client ID

Client ID DHCP Basic Settings > Network > IPv6

DHCPv6 PrefixLength 128 IPv6 1
Gateway address Gateway address
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2.6 DHCP IP
DHCPv6
Basic Settings > Network > IPv6 Configuration
DHCPV6
PrefixLength 128 IPv6 Auto
radvd Router Advertisement Daemon
radvd Router Solicitation Router Advertisement
IPv6

Auto Auto Basic
Settings > Network > IPv6 Configuration
All IPv6
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2.7

2.7

27.1

62

RFC 5227

SNMP

Operation:On

Detection mode: active and passive
Send periodic ARP probes: marked

Detection delay [ms]:200
Release delay [s]:15
Address protections:3
Protection interval [ms]:200
Send trap: marked

ARP

60

ACD
GARP

DHCP IP
decline message

ARP
a ARP
a ARP

4

200ms

ARP

GARP Gratuitous ARP

10
60

GARP

DHCP
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2.8

2.8

Duplicate Address Detection

Duplicate Address Detection
Neighbor Advertisement

IPv6

IPv6
DHCPv6 Auto

Neighbor Solicitation

Basic Settings > Network > IPv6

Duplicate Address Detection

0

1.5 1)

enable

network ipvé dad - transmits <0..5>

Duplicate Address Detection
log
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Number of neighbor solicitants

Privileged Exec Mode

Neighbor Solicitation

IPv6
System Log
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IP
2.8

64
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3.1

25

Administrator

13
User User
Auditor Auditor
Diagnostics > Report > Audit Tralil
Operator Operator

Administrator

Administrator

Unauthorized

Unauthorized
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3.2

3.2

66

SE View application
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3.3

3.3
1
3.3.1
i
0 SSH SSH
U Telnet Telnet
a Weblnterface
3.3.2
i
U LDAP
0 RADIUS
IEEE 802.1X
U RADIUS
U IAS (Integrated Authentication Server)
3.3.3

I Device Security > Authentication List

QGH59056.01 - 06/2021

Console(V.24)

8021x
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3.3

show authlists

8021x

Active defaultDot1x8021AuthList

authlists disable
defaultDot1x8021AuthL ist defaultDot1x8021AuthList

3.34

Weblnterface
defaultLoginAuthList

RADIUS

loginGUI

Device Security > Authentication List

Create

Name
loginGUI

Ok

enable Privileged Exec Mode
configure Configuration mode

authlists add loginGUI loginGUI

loginGUI

Policy 1 radius
Policy 2 local
Policy 3 Policy 5 reject

Active
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3.3

authlists set - policy loginGUI loginGUI radius
radius local reject reject reject
show authlists
authlists enable loginGUI loginGUI
loginGUI

Device Security > Authentication List

E Allocate applications

applications

Weblnterface
Weblnterface
Ok

loginGUI Dedicated applications
Weblnterface
defaultLoginAuthList

Weblnterface

show appllists

appllists set - authlist Weblnterface

loginGUI Weblnterface
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Dedicated applications

loginGUI

local reject

loginGUI

Allocate
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3.4

3.4

local

34.1

70

RADIUS

Device Security > Authentication List
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3.4

14
Administrator Administrator
u
u
u
u
u
u
u
U RADIUS
i
U CLI SNMP
i
i
i
SNMP
u IP
Operator
Auditor
Diagnostics > Report
> Audit Trail
Guest
Unauthorized

U Administrator

U Administrator
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3.4

3.4.2
I Device Security > User Management
show users
3.4.3
admin user
15
User name admin user
Password private public
Role administrator guest
User locked unmarked unmarked
Policy check unmarked unmarked
SNMP auth type hmacmd5 hmacmd5
SNMP encryption type des des
admin
3.4.4
admin user

Device Security > User Management

Policy check

Password policy
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3.4

Basic Settings > System

Security status
Basic Settings > System

Password
6
64
i
u Configuration
enable Privileged Exec Mode
configure Configuration mode

users password - policy - check
<user> enable

Security status
all
security - status monitor pwd - policy - inactive

users password <user> SECRET

SECRET
6
save nvm
345
operator USER
operator
Device Security > User Management
Create
User name
USER
Ok
Policy check

Password policy
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<user>

show security - status

<user>
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3.4

3.4.6

74

Password

Role
operator

enable
configure

users add USER

users password - policy - check
USER enable

users password USER SECRET

users access - role USER operator

users enable USER
show users

save

Device Security > User Management

Configuration

Active

Privileged Exec Mode

Configuration mode

USER
USER
6
USER
operator
USER
nvm
Active

64

USER

SECRET
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3.4

enable

configure

users disable <user>
show users

save

I -

users delete <user>
show users

save

3.4.7
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Privileged Exec Mode

Configuration mode

nvm

<user>

nvm
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3.4

Device Security > User Management

Configuration
administrator
i
iU SSH
U Telnet

i Login attempts

0.5
0
i Min. password length 1..64

Password policy

u 1 16 0

Configuration Password policy
Policy check

enable Privileged Exec Mode
configure Configuration mode

passwords min - length 6

passwords  min- lowercase -chars1
passwords  min- numeric - chars 1
passwords min- special -chars1

passwords  min- uppercase -chars 1

show passwords

save nvm
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3.5 LDAP

3.5 LDAP
LDAP Lightweight Directory Access Protocol
SSO
LDAP DSA Directory System Agent
LDAP
DSA LDAP TCP 389
LDAPS LDAP over SSL TCP 636
LDAPS BER Basic Encoding Rules
SSL Secure Socket Layer TLS Transport Layer
Security
CA TLS
1024

35.1
LDAP
u P
i
i
a TCP
1] CA
i
i

description
memberOf

Device Security > LDAP > Role Mapping

JXplorer  Softerra LDAP
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3.5 LDAP

3.5.2
IP
10.16.1..
-
—
18 LDAP
IP 10.16.1.2
Country/City/User Country/Company/User
TLS SSL
CA CA
email CA
TCP 389 (tls) 636 (ssl)

userPrincipalName userPrincipalName
ADMINISTRATOR ADMINISTRATOR

Device Security > Authentication List

defaultLoginAuthList Policy 1 Idap

Device Security > LDAP > Configuration

1 Configuration Client
cache timeout [min] 1440
Bind user

User name attribute
Bind user
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3.5 LDAP

Base DN DC Domain component ou
Organizational Unit
Base DN DC Oou
Base DN
ou=Users,ou=City,ou=Country,dc=server,dc=local
User name attribute userPrincipalName
CA
pC L
&
CA Start
Description Primary AD Server
Address
local.server
TCP 389 Destination TCP port
TLS CA
Connection security startTLS
Active
Device Security > LDAP > Role Mapping
LDAP
Type
Parameter
attri  bute Type Parameter
attributeName=attributeValue
Role operator
Active
Create
administrator
Active
Device Security > LDAP > Configuration
Operation On
LDAP
Index 1 Index 2
enable Privileged Exec Mode
configure Configuration mode
Idap cache - timeout 1440 1
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3.5 LDAP

80

Idap client server add 1
local.server port 389

Idap client server modify 1
security startTLS

Idap client server modify 1
description Primary_AD_Server

Idap basedn
ou=Users,ou=City,ou=Country,
dc=server, dc=local

Idap search - attr userPrincipalName

Idap bind - user user@company.com

Idap bind - passwd Ur - 123456

Idap client server enable 1

ldap mapping add 1 access -role

operator ma pping -type attribute
mapping - parameter OPERATOR

Idap client server enable 1

Idap operation

local.server

OPERATOR

UbP 389

Operator
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3.6 SNMP access

3.6 SNMP access

SNMP

3.6.1 SNMPv1/iv2

SNMP

user
SNMPv1/v2

SNMPv1 SNMPv2

SNMPv3

3.6.2 SNMPv3

SNMPv3

SNMP auth type

Network Manager

SNMPv3

SNMPv3

I Device Security > User Management
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SNMPv1

SNMPv1 SNMPv2
IP
admin
SNMPv2
SNMPv3
SNMP encryption type
ConneXium
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3.6 SNMP

SNMP auth type

SNMP encryption type

enable Privileged Exec Mode
configure Configuration mode

users snmpv3 authentication <user> <user>
md5 | shal

HMAC-MD5 HMACSHA

users snmpv3 encryption <user> des | <user> DES AES-
aescfb128 | none
128
none
show users
save nvm
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3.7

3.7
USB Microsoft
Windows RNDIS
IP
U IP address 91.0.0.100
U Netmask 255.255.255.0
U SNMP
U Telnet
U SSH
U HTTP
U HTTPS
u FTP
U SCP
u TFTP
U SFTP
3.7.1 IP
UsB USB
1 IP
91.0.0.101 IP

USB

Basic Settings > Out of Band over USB

IP parameter IP address IP
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3.7

3.7.2

84

USB

enable Privileged Exec Mode

network usb parms 192.168.1.1 USB

255.255.255.0 192.168.1.1
255.255.255.0

show network usb USB

Out - of - band USB management settings

Management operation enabled
IP address.  oeveeeieeees 192.168.1.1
Subnet mask. .., 255.255.255.0
Host MAC address........ccccccceevunneen.. 64:60:38:1f:85:85
Device MAC address.........cccccevveenneen. 64:60:38:1f:85:86
save nvm
USB uUSB
UsSB
uSB

Basic Settings > Out of Band over USB
USB Operation

enable Privileged Exec Mode

no network usb operation uUSB

Out - of - band USB management settings

Management operation...............ccce..... disabled

IP address. .o 192.168.1.1

Subnet mask. ..o, 255.255.255.0

Host MAC address.... ....64:60:38:1:85:85

Device MAC address..........cccocevreennee. 64:60:38:1f:85:86

save nvm

Off
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4.1

4
i
i
i
0  SNTP Simple Network Time Protocol
SNTP
U IEEE 1588 PTP Precision Time Protocol
PTP
PTP
PTP
PTP SNTP
4.1
Time > Basic Settings
4.1.1

January 1, 00:00h
24
PTP SNTP

SNTP
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4.1

86

Time > Basic Settings

0 System time (UTC)
Coordinated
uTC

U  System time

PTP TAI International Atomic Time

TAI UTC 37

PC
PC
Local offset [min]

System time (UTC)

[min]
U Time source

UTC  Universal Time
UTC

System time (UTC) Local offset [min]

2020 7 1
PTP uTC
System time (UTC)
System time Set time from

System time (UTC)
System time (UTC) Local offset

local
SNTP SNTP
sntp
PTP PTP
ptp
PTP SNTP

U  Local offset [min]

PC
uTC

DHCP

enable
configure
clock set <YYYY - MMDD> <HH:MM:SS>

clock timezone offset < - 780..840>

save

System time (UTC)

Set time from PC
Local offset [min]

local offset

Privileged Exec Mode

Configuration mode

uTC

nvm
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4.1

4.1.2

Daylight saving time

Time > Basic Settings

Profile...
begin Summertime end
Operation
enable
configure

clock summer - time mode
<disable|recurring|eujusa>

clock summer - time recurring start
clock summer - time recurring end

save
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Daylight saving time

Daylight saving time

Operation

Summertime

On

Privileged Exec Mode

Configuration mode

enable/disable activate

nvm
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4.2 SNTP

4.2

88

SNTP

SNTP Simple Network Time Protocol

SNTP SNTP
SNTP UTC Universal Time Coordinated uTC
uTC
SNTP NTP Network Time Protocol SNTP NTP
NTP SNTP SNTP
SNTP NTP
SNTP
0  Unicast
Unicast operation mode SNTP SNTP
U  Broadcast
Broadcast operation mode SNTP SNTP
SNTP SNTP
Broadcast operation mode IPv6
U SNTP IPv6 ff05::101 IPv6
SNTP
U SNTP ff05::101 SNTP
SNTP IPv6 SNTP
16 Broadcast operation mode IPv4
IPv4 SNTP
0.0.0.0
224.0.1.1 SNTP
255.255.255.255
Broadcast operation mode SNTP SNTP
SNTP Unicast Broadcast operation mode
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4.2 SNTP

421

SNTP

SNTP
SNTP
SNTP SNTP
SNTP
GPS PLC
SNTP .
y AN ] ull|
192.168.1.11
SNTP
192.168.1.1 192.168.1.12
> >xZ
SNTP | SNTP SNTP |SNTP
192.168.1.2 192.168.1.3

19 SNTP
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SNTP
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4.2 SNTP

SNTP SNTP SNTP
U SNTP SNTP 4
SNTP SNTP 2 SNTP
3 4 SNTP
SNTP SNTP
SNTP SNTP
DHCP SNTP IP
SNTP
1
4.2.2 SNTP
SNTP SNTP NTP
Time > SNTP > Client
SNTP
Configuration Mode
0 unicast
SNTP
U broadcast
SNTP Broadcast Multicast
1 Disable client after successful sync
SNTP Client
a Unicast operation mode SNTP
SNTP
SNTP 4
SNTP
Operation On
U State SNTP Client
17 SNTP
192.168.1.1 192.168.1.2 192.168.1.3 192.168.1.11 192.168.1.12
SNTP Client Off On On On On
Configuration:Mode unicast unicast unicast unicast unicast
Request interval [s] 30 30 30 30 30
SNTP Server ) 192.168.1.1 192.168.1.2 192.168.1.2 192.168.1.3
192.168.1.1  192.168.1.1  192.168.1.2
192.168.1.1

90
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4.2 SNTP

4.2.3

SNTP
SNTP uUTC
Time > SNTP > Server
Operation On
Broadcast operation mode Configuration Broadcast admin
mode
Broadcast operation mode SNTP SNTP
SNTP SNTP
Unicast operation mode
Broadcast destination address SNTP SNTP
IPv4 Broadcast Multicast
IPv6 SNTP SNTP IPv6
SNTP ff05::101
IPv6
Broadcast UDP port SNTP Broadcast operation mode SNTP
UDP
Broadcast VLAN ID SNTP Broadcast operation mode SNTP
VLAN ID
Broadcast send interval [s] SNTP SNTP Broadcast
Broadcast destination address IPv4 IPv6 SNTP
U State SNTP Server
18
192.168.1.1 192.168.1.2 192.168.1.3 192.168.1.11 192.168.1.12
SNTP Server On On On Off Off
UDP port 123 123 123 123 123
Broadcast admin mode unmarked unmarked unmarked unmarked  unmarked
Broadcast destination 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
address
Broadcast UDP port 123 123 123 123 123
Broadcast VLAN ID 1 1 1 1 1
Broadcast send interval [s] 128 128 128 128 128
Disable server at local unmarked unmarked unmarked unmarked  unmarked
time source
91
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4.3 PTP

4.3 PTP
LAN
IEEE 1588 PTP Precision Time Protocol
PTP PTP
4.3.1
PTP
i

PTP

Grandmaster

PLC

20

92 QGH59056.01 - 06/2021



4.3 PTP

Ordinary Clock

PTP Ordinary Clock

4.3.2 Best Master Clock algorithm

PTP
Clock Algorithm

BMCA

U  Priority 1

Clock class
Clock accuracy
Clock variance
Priority 2

[ - et - et

4.3.3

PTP version 2
U e2e (Endto End)

0 e2e- optimized

0 p2p (Peerto Peer)
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BMCA Best Master

Priority 1 Priority 1

Clock identity

Priority 1 Priority 2

Peer-to-Peer p2p
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4.3 PTP

4.3.4 PTP

PTP

GPS BLC . Ordinary Clock

4.3.5 PTP

PTP

PTP

PTP mode

19 PTP

PTP mode

v2 - boundary - clock

Grandmaster

V2 -
transparent -
clock

PTP
PTP
PTP

Boundary Clock

94

Priority 1

Priority 2
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5.1

5
NVM
ENVM
5.1
RAM
NVM
5.1.1 (RAM) (NVM)
RAM
NVM
&=
(=]

Basic Settings > Load/Save

Information

show config status

Configuration Storage sync State

running - config to NV........ccccoeveenne. out of sync
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RAM
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5.1

5.1.2 (EAM)

EAM

Basic Settings > Load/Save

Information

show config status

Configuration Storage sync State

NV 10 EAM.....ovviiiiiiiiiieeiiieieiieeeaen outof s

96

(NVM)

NVM

ync
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5.2

5.2

521

(NVM

Basic Settings > Load/Save

Selected

show config profiles nvm

enable

save

Basic Settings > Load/Save

E Save as..

Name

Ok
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RAM
NVM
nvm
Privileged Exec Mode
nvm
RAM

NVM

Save as..
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5.2

98

show config profiles nvm

enable

copy config running - config nvm

profile <string>

NVM

Basic Settings > Load/Save

NVM

E Select

Selected
marked

enable

show config profiles nvm

configure

config profile select nvm 1

save

nvm

Privileged Exec Mode

nvm <string>

RAM

Selected

Privileged Exec Mode

nvm

Configuration mode

nvm
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5.2

Selected external memory

Basic Settings > External Memory

Backup config when saving

5.2.2
enable
configure
config envm config
save
52.3

NVM

URL

Backup config when saving

Privileged Exec Mode
Configuration mode

- save usb

usbh = UsB
nvm

Basic Settings > Load/Save
Backup config on a remote server when saving

URL

Set credentials

Operation

QGH59056.01 - 06/2021

Credentials
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5.2

enable Privileged Exec Mode
show config remote - backup
configure Configuration mode
config remote - backup destination
URL
config remote - backup username
config remote - backup password
config remote - backup operation
52.4
XML
XML PC
0
u SCP SFTP

I Basic Settings > Load/Save

PC

Profile name

Ok
XML
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5.2

E Export...

Export...
URL URL
FTP URL
ftp://<user>:<password>@<IP address>:<port>/<file name>
TFTP URL
tftp://<IP address>/<path>/<file name>
SCP SFTP

scp:// or sftp://<user>:<password>@<IP address>/<path>/<file
name> scp:// or sftp://<IP address>/<path>/<file name>

Ok Credentials
User name Password
Ok
XML

show config profiles nvm nvm

enable Privileged Exec Mode

copy config running - config TETP
remote tftp://<IP_address>/<path>/
<file_name>

copy config nvm remote sftp://
<user_name>:<password> SFTP
@<IP_address>/<path>/<file_name>

nvm

copy config nvm profile config3 ETP nvm
remote tftp://<IP_address>/<path>/ confia3
<file_name> 9

copy config nvm profile config3 FTP nvm
remote ftp://<IP_address>:<port>/ config3
<path>/<file_name>
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URL
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5.3

5.3

531

53.2

102

NVM

Basic Settings > Load/Save

E Activate

RAM

Selected

show config profiles nvm

enable

copy config nvm profile
config3 running - config

marked

nvm

Privileged Exec Mode

nvm
config3

config3
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5.3

Basic Settings > External Memory

Config priority first

enable
configure

config envm load - priority usb first

show config envm settings

Type  Status Auto Update

Privileged Exec Mode

Configuration mode

usbh = UsB
envm

Save Config  Config Load Prio

usb ok [x]

NVM

show config profiles nvm

enable

copy config envm profile config3 nvm

startup.txt

[x] first
NVM
nvm
Privileged Exec Mode

envm nvm

config3
script=<file_name>
<file_name>
cli

configuration priority
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5.3

XML

no config envm config - save usb
USB

5.3.3

XML

PC

a SCP SFTP

Basic Settings > Load/Save

E Import...

Select source

PC/URL
PC

External memory

PC

FTP

ftp://<user>:<password>@<IP address>:<port>/<file name>

TFTP

tftp://<IP address>/<path>/<file name>
SCP SFTP
URL
scp://  or sftp://<IP address>/<path>/<file name>

Start Credentials

User name Password

scp:/l or sftp://<user>:<password>@<IP  address>/<path>/<file

name>

104

XML

Import...

URL

URL
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5.3

Destination
Profile name

Storage type

Ok

Destination ram
Import profile from external memory Profile name
Destination

Profile name

Ok
NVM

Destination ram

enable Privileged Exec Mode

copy config remote ftp:// FTP
<IP_address>:<port>/<path>/
<file_name> running - config

copy config remote tftp://
<IP_address>/<path>/<file_name>
running - config

TFTP
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5.3

106

copy config remote sftp://<user
name>:<password>@<IP_address>/
<path>/<file_name> running - config

copy config remote ftp://
<IP_address>:<port>/<path>/
<file_name> nvm profile config3

copy config remote tftp://
<IP_address>/<path>/<file_name>
nvm profile config3

SFTP

FTP

nvm
config3
TFTP

nvm
config3
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5.4

54
54.1
Basic Settings > Load/Save
[ Back to factory...
Ok
RAM NVM
enable Privileged Exec Mode
clear factory
5.4.2

PC

Manage configurations
Clear configs and boot params
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<1>

<4>

<1>

107



5.4

108

RAM

<Enter>

<g>

<g>

NVM
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6.1 PC

www.schneider-electric.com

6
a PC
i
i
i
Basic Settings > Load/Save
Running version
enable
show system info
6.1 PC

Basic Settings > Load/Save
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Start

Privileged Exec Mode

PC
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https://www.schneider-electric.com/
file:///C:/Users/maiko/Documents/麻衣子仕事/★フランシール/FR125537%2020211223英日川本/（分納）MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual_seto.docx%23_bookmark183
file:///C:/Users/maiko/Documents/麻衣子仕事/★フランシール/FR125537%2020211223英日川本/（分納）MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual_seto.docx%23_bookmark183
file:///C:/Users/maiko/Documents/麻衣子仕事/★フランシール/FR125537%2020211223英日川本/（分納）MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual_seto.docx%23_bookmark184
file:///C:/Users/maiko/Documents/麻衣子仕事/★フランシール/FR125537%2020211223英日川本/（分納）MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual_seto.docx%23_bookmark185
file:///C:/Users/maiko/Documents/麻衣子仕事/★フランシール/FR125537%2020211223英日川本/（分納）MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual_seto.docx%23_bookmark188

6.2

6.2

110

SFTP SCP

TFTP SFTP SCP

Basic Settings > Software
Software update URL URL

u FTP
ftp://<IP_address>:<port>/<path>/<image_file_name>.bin

u TFTP
tftp://<IP_address>/<path>/<image_file_name>.bin

u SCP SFTP
scp:/l sftp://<IP_address>/<path>/<image_file_name>.bin
scp:/l sftp://<username>:<password>@<IP_address>/<path>/

<image_file_name>.bin
URL Credentials

Start

enable Privileged Exec Mode

copy firmware remote tftp:/ TFTP IP 10.0.1.159
10.0.1.159/ product.bin system product.bin
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6.3

6.3
6.3.1
Basic Settings > Software
Update
6.3.2
i
u autoUpdate=< Image_file_name>.bin startup.txt
Basic Settings > External Memory Software auto update

startup.txt
startup.txt
autoUpdate=<Image_file_name>.bin
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6.3

112

startup.txt
startup.txt

Diagnostics > Report > System Log

S_watson_AUTOMATIC_SWUPDATE_SUCCESS
S_watson_ AUTOMATIC_SWUPDATE_ABORTED
S_watson_AUTOMATIC_SWUPDATE_ABORTED_WRONG_FILE

S_watson_ AUTOMATIC_SWUPDATE_ABORTED_SAVING_FILE
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6.4

6.4
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6.4

114 QGH59056.01 - 06/2021



7.1

7

i

0  Operating mode

a Gigabit Ethernet mode
7.1

Basic Settings > Port

enable
configure

interface 1/1

no shutdown
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Port on

Port on

Configuration

Privileged Exec Mode
Configuration mode

1/1
mode

Interface Configuration

115



7.2 Operating mode

7.2 Operating mode

Operating mode Automatic configuration

Basic Settings > Port Configuration

Automatic configuration

Manual configuration transmission rate duplex mode

enable Privileged Exec Mode

configure Configuration mode

interface 1/1 1/1 Interface Configuration
mode

no auto - negotiate Configuration mode

speed 100 full 100 MBIt/s
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7.3 Gigabit Ethernet mode
7.3 Gigabit Ethernet mode
SFP 1

2.5Gbit/s

0 M-SFP-2.5-MM/LC EEC

0  M-SFP-2.5-SM-/LC EEC

0 M-SFP-2.5-SM/LC EEC

0 M-SFP-2.5-SM+/LC EEC

2.5Ghit/s 100Mb/s

7.3.1

Gigabit Ethernet mode

Basic Settings > Port Configuration
Manual configuration 2.5 Ghit/s FDX 2.5 Gbit/s SFP

show port  1/1

Cable - crossing Setting........

Physical
Physical Status...............
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1 1
Physical Mode
Gbit/ls SFP
2500 full

Mode................. 2500 full

2.5
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7.3 Gigabit Ethernet mode
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8.1 SNMPv1/iv2

8
U SNMPv1/v2
U SNMPv1/v2
U HTTP
U HTTPS
U SSH
U Telnet
U  Ethernet Switch Configurator
u IP
i
8.1 SNMPv1/v2
SNMPv1/v2 SNMP
SNMPv1/v2

user admin
SNMPv1 SNMPv2

Device Security > Management Access > SNMPv1/v2 Community

Write Name
1} 32

enable Privileged Exec Mode
configure Configuration mode

snmp community rw <community name>

show snmp community

save nvm

QGH59056.01 - 06/2021

119



8.2 SNMPv1/iv2

8.2 SNMPv1/v2

SNMPv1 SNMPv2

SNMPv1 SNMPv2 SNMP
SNMPv3 SNMPv1 SNMPv2
Device Security > Management Access > Server SNMP
SNMP
SNMPv1 SNMPv1
SNMPv2 SNMPv2
enable Privileged Exec Mode
configure Configuration mode
no snmp access version vi SNMPv1
no snmp access version v1 SNMPv2
show snmp access SNMP
save nvm
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8.3 HTTP

8.3 HTTP
HTTP HTTPS
HTTPS HTTP
HTTP HTTP
Device Security > Management Access > Server HTTP
HTTP Operation Off
enable Privileged Exec Mode
configure Configuration mode
no http server HTTP
HTTP
HTTPS IP
https://
HTTPS HTTPS
HTTPS
enable Privileged Exec Mode
configu re Configuration mode
https server HTTPS
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8.4 Telnet

8.4 Telnet
Telnet SSH Telnet
Telnet SSH
Telnet Telnet
Device Security > Management Access > Server Telnet
Telnet Operation Off
enable Privileged Exec Mode
configure Configuration mode
no telnet server Telnet
SSH Telnet
SSH
Device Security > Management Access > Server SSH
SSH Operation On
enable Privileged Exec Mode
configure Configuration mode
ssh server SSH
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8.5 Ethernet Switch Configurator

8.5 Ethernet Switch Configurator

Ethernet Switch Configurator P
Ethernet Switch Configurator

Ethernet Switch Configurator read-only
Ethernet Switch Configurator

Basic Settings > Network

Ethernet Switch Configurator Ethernet
Switch Configurator protocol v1/v2 Access readOnly
Ethernet Switch Configurator Ethernet Switch
Configurator protocol v1/v2 Off

enable Privileged Exec Mode

network ethernet - switch - conf mode Ethernet Switch Configurator
read - only

no  network ethernet - switch - conf

; Ethernet Switch Configurator
operatlon

QGH59056.01 - 06/2021 123



8.6IP

8.6 IP
IP
P IP IP
SSH
192.168.1.0/24
109.237.176.0/24 SSH
RSA
20 IP

192.168.1.0 109.237.176.0
24 24
https, snmp ssh

Device Security > Management Access > IP Access Restriction

Active

Ell

IP address range
192.168.1.0/24

HTTPS
SNMP Active

IP address range
109.237.176.0/24

SSH
Active

IP Operation On
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8.6 IP

enable

show network management access global

show network management access rules
no network management access operation

network management access add 2

network management access modify 2

ip 192.168.1.0

network management access modify 2
mask 24

network management access modify 2
ssh disable

network management access add 3

network management access modify 3
ip 109.237.176.0

network management access modify 3
mask 24

network management access modify 3
snmp disable

no network management access status 1

network management access status 2

network management access status 3

show network management access rules

network management access operation
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Privileged Exec Mode
IP

SSH

SNMP
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8.7

8.7

SSH
Telnet

[ ot et - i

SSH

Device Security > Management Access > Server

Configuration

enable
configure

ssh timeout <0..160>

Telnet

Session timeout [min]

Privileged Exec Mode
Configuration mode
SSH

Device Security > Management Access > Server

Configuration

enable
configure

telnet timeout <0..160>

126

Session timeout [min]

Privileged Exec Mode
Configuration mode

Telnet

SSH

Telnet
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8.7

Device Security > Management Access > CLI Global

Configuration Serial interface timeout [min]

enable Privileged Exec Mode

cli serial - timeout <0..160>

Device Security > Management Access > Web
Configuration Web interface session timeout [min]

enable Privileged Exec Mode

network management access web
timeout <0..160>
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8.7

128
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9.1

9
a DoS Denial of Service
a IP MAC
U DoS ... permit accept
U ACL ... permit accept
9.1

Network Security > DoS > Global

TCP/UDP TCP UbDP

21 TCP DoS

DoS

Activate Null Scan Filter
u TCP
u TCP

TCP
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9.1

130

21 TCP DoS
Activate Xmas Filter TCP
0 FIN URG PSH TCP
a TCP 0
Activate SYN/FIN Filter TCP SYN FIN TCP TCP
Activate Minimal TCP TCP
Header Filter
ICMP ICMP 2 ICMP
ICMP Allowed payload size [byte] ICMP
Network Security > DoS > Global
OR 1
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9.2 ACL

9.2 ACL
ACL Access Control Lists
ACL VLAN
ACL
u permit
u deny
a Redirection port
u Mirror port
a MAC
a IPv4
a IPv4
ACL
0 VLAN IPACL
u IP ACL
0 VLAN MAC ACL
u MAC ACL
IP ACL MAC ACL IP ACL
IP ACL
MAC ACL ACL
ACL
VLAN ACL
ACL deny
deny
ACL ACL 347
ACL VLAN ACL

U ACL IPv4 Rule
ACL MAC Rule
U  ACL Assignment

:

a ACL

[

a ACL VLAN
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9.2 ACL

9.21

132

IPv4
IPv4
i
i
i
i
i
i
Network Security > ACL > IPv4 Rule
Create
Group name
Group name
Index ACL
Ok
Active
Source IP address Destination IP address
192.168.?.? 192.168
Source TCP/UDP port Destination TCP/UDP port
Protocol tcp udp
Redirection port Mirror port Action

permit
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9.2 ACL

9.2.2

9.2.3

B C
ACL

IP: 10.0.1.11/24

IP ACL

IP TCP UDP

IP:10.0.1.13/24

c

1 3

% IP: 10.0.1.158/24

£ £

IP: 10.0.1.159/24
—_— 2 4
A
IP ACL

enable Privileged Exec Mode
configure Configuration mode
ip access -list extended name IP ACL filter1
filterldenysrc10.0.1.11 -0.0.0.0
dst 10.0.1.158 -0.0.0.0 assign 10.0.1.158 P L
queue 1 Priority 1
ip access -list extended name IP
filterl permit src any dst any
show access - list ip filterl IP ACL filter1
ip access -list extended name IP ACL filter2
filter2denysrc10.0.1.13 -0.0.0.0
dst 10.0.1.158 -0.0.0.0 assign 10.0.1.158 P L
queue 1 Priority 1
show access - list ip filter2 IP ACL filter2

MAC

MAC

[t et - A et a4
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IP ACL
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9.2 ACL

9.24

134

Network Security > ACL > MAC Rule

Create

Group name 1

Index ACL

Ok

Source MAC address

Group name

Active

Destination MAC address

FFE:??2:27?:?2?2:2?2.27 ?7?:272:?7?2:72:00:01
MAC ACL
AppleTalk IPX
enable Privileged Exec Mode

configure

mac acl add 1 macfilter

mac acl rule add 1 1 deny src any
any dst  any any etype appletalk

mac acl rule add 1 2 deny src any
any dst any any etype ipx -old

mac acl rule add 1 3 deny src any
any dst any any etype ipx - new

mac acl rule add 1 4 permit src any
any dst any any

show acl mac rules 1

interface 1/1,1/2,1/3,1/4,1/5,1/6

Configuration mode
MAC ACL ID1 macfilter

MAC ACL Position 1 ID 1
EtherType 0x809B (AppleTalk)

MAC ACL Position 2 ID 1
EtherType 0x8137 (IPX alt)

MAC ACL Position 3 ID 1
EtherType 0x8138 (IPX)

MAC ACL Position 4 ID1

ID1 MACACL

1/1 1/6 Interface
Configuration mode
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9.2 ACL

acl mac assign 1in 1 ID 1 MAC ACL 1/6

exit

Interface mode

show acl mac assignment 1 ID1 MAC ACL
9.25 ACL VLAN
VLAN ACL
U VALN
U ACL
U ACL
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Network Security > ACL > Assignment

Create
Port/VLAN VLAN
Priority

Direction

Group name VLAN

Ok

11

VLAN
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9.3 MAC

9.3 MAC
MAC FAX 802.1X
MAC
RADIUS MAC
MAC 2 6

AA:BB:CC:DD:EE:FF

XY-45uM_e

Network Security > 802.1X Port Authentication > Global
MAC authentication bypass format options

Group size 2
MAC 2 6
Group separator
Upper or lower case upper - case
Password xY-45uM_e
RADIUS
MAC

enable Privileged Exec Mode
configure Configuration mode
dotlx mac - authentication - bypass 2

format group - size 2

dotlx mac - authentication - bypass

format group - separator :

dotlx mac - authentication - bypass

format letter - case upper - case

dotlx mac- authentication - bypass xY- 45uM_e
password XY -45uM_e RADIUS
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10.1

10
i
i
U Rate limiter
U  Prioritization - QoS
i
10.1
MAC
MAC MAC FDB
Store and Forward
10.1.1 MAC
MAC MAC
FDB MAC
MAC MAC
FDB
U MAC MAC
i
10.1.2 MAC
MAC
FDB MAC
MAC FDB
10.1.3
MAC MAC
MAC MAC
FDB
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10.1

Switching > Filter for MAC Addresses

MAC
o b=
Create

i  Address MAC

i VLANID VLAN ID

0 Port VLAN

MAC
Address MAC 1
Address MAC 1
MAC

0 Ok
enable Privileged Exec Mode
configure Configuration mode
mac- filter <MAC address> <VLAN ID> MAC VLAN ID MAC
interface 1/1 1/1  Interface Configuration

mode
mac- filter <MAC address> <VLAN ID> MAC
save nvm
MAC
Switching > Filter for MAC Addresses
MAC Status

permanent

Switching > Filter for MAC Addresses

Status invalid
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10.1

enable Privileged Exec Mode
configure Configuration mode
interface 1/1 1/1 Interface Configuration
mode
no mac - filter <MAC address> <VLAN ID> MAC
exit Configuration mode
no mac - filter <MAC address> <VLAN ID> MAC VLAN ID MAC
exit Privileged Exec Mode
save nvm
MAC
MAC FDB Basic Settings >

Restart Reset MAC address table

clear mac - addr - table MAC
FDB
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10.2

10.2

10.2.1

10.2.2

140

IGMP
IGMP

IP
IGMP Internet Group Management Protocol
IGMP IGMP
IGMP
MAC FDB IGMP
IGM P
IGMP Internet Group Management Protocol 3
IGMP IGMP
IGMP RFC 4541 Considerations for Internet Group

Management Protocol (IGMP) and Multicast Listener Discovery (MLD) Snooping Switches

IGMP IP
IP
IGMP
IP
1P
IGMP version2 Leave
IGMP IP
1 IGMP
IGMP

QGH59056.01 - 06/2021



10.2

IGMP IGMP
IP MAC MAC
FDB

IGMP

Switching > IGMP Snooping > Global

Operation On IGMP
Snooping
i
i
Switching > IGMP Snooping > Configuration Port
IGMP Snooping Active
VLAN
Switching > IGMP Snooping > Configuration VLAN ID
VLAN IGMP Snooping VLAN Active

IGMP

IGMP Snooping Querier

IGMP Snooping

QGH59056.01 - 06/2021 141



10.2

142

Switching > IGMP Snooping > Querier
Operation IGMP Snooping Querier

VLAN IGMP Snooping Querier

i
0  Address
IP
IGMP

Switching > IGMP Snooping > Snooping Enhancements
Snooping

U  Static
IGMP
static
IGMP
L  Learned
U Learn by LLDP
Discovery Protocol
IGMP

IGMP Snooping Querier

U Forward All

MRP

Forward All

IGMP Snooping

VLAN Active

P

IGMP
VLAN

IGMP

IGMP

LLDP Link Layer

ALA Learn by LLDP
VLAN
A Automatic

Forward All

I Switching > IGMP Snooping > Snooping Enhancements

VLAN
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10.2

Ok

enable Privileged Exec Mode
vlan database VLAN Configuration mode
igmp - snooping vlan  -id 1 forward  -all1/1  VLAN 1 1/1 Forward All

i
i
Local Network Control Block
224.0.0.0..224.0.0.255 IP
VLAN
i
i

IGMP Snooping

Switching > IGMP Snooping > Multicasts
Configuration

U send to registered ports

Known multicasts VLAN
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10.3

10.3

rate limiter

TCP

Switching > Rate Limiter

c:

144

TCP

Threshold unit

pps

IP TCP
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10.4 QoS

104 QoS
QoS  Quality of Service IEEE 802.1D
QoS
10.4.1
i

U  trustDotlp
VLAN
U  trustlpDscp

IP ToS/DiffServ QoS
0  untrusted
i
U trustDot1p VLAN
VLAN
a trustipDscp IP ToS/DiffServ
QoS P
a untrusted
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10.4 QoS

0  Strict
queue
Strict
0  WFQ Weighted Fair Queuing
10.4.2
U IEEE 802.1Q/ 802.1D 2 VLAN
U0 ToS Type-of-Service VLAN Management IP 3 DSCP
DiffServ
U  trustDotlp
VLAN VLAN
VLAN
U  trustlpDscp
VLAN IP DSCP
IP
IP
0  untrusted
10.4.3 VLAN
VLAN MAC VLAN IEEE 802.1Q
VLAN 4 Source
Address Field Length / Type Field
< <
X N
v A
A 4
& _ &
= Q- S Q
/\"Yog\@/xVY A @”&
NI SN ! < < . 3
:\\‘4 < ’%/) \)/k/) N /)}\/ /\\f< /\\f< NA ¢
AS I K K AN
IR N N 2 ) V@
&40 A R m‘A‘ \ /ﬁ /ﬂ 0/) <
AT W gy B 4 4 & &
s /
didddand audd
— 1 1 ! 1
7 1l 6| 6 |4]2 /| 42~1500 ; 4
t
min.64 max.1522
23

146
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10.4 QoS

VLAN
i
0 VLAN VLAN
X
@ &°
N . QO
\\CQ' ,b®{\' é\\be Q}\
\000 vf:&: Oé(\ (‘\\"\\\
Q\O \"\>\\ \<( \bQ‘
o & & o
& s %
SOl PR
&q,"" QQ:Q;\\ r\(ffb
t
4
24 VLAN
VLAN VLAN VLAN ID =0
Priority Tagged Frames
7
VLAN
U End-to-end VLAN
VLAN
u VLAN
10.4.4 IP ToS (Type of Service)
IP ToS Type of Service IP IP
IP
ToS
ToS
IP ToS
Bits 0 1 4 5 6 7
MBZ
22 1P ToS
Bits (0-2):IP Bits (3-6): Type of Service Bit (7)
111 - 0000 - [all normal] 0-
110 - 1000 - [minimize delay]

101 - CRITIC / ECP 0100 - [maximize throughput
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10.4 QoS

10.4.5

148

22 IP ToS
Bits (0-2):1P Bits (3-6):Type of Service Bit (7)
100 - 0010 — [maximize reliability]
011 - 0001 — [minimize monetary cost]
010 -
001 -
000 -
U  SP (Strict Priority)
0  WFQ (Weighted Fair Queuing)
U SP WFQ
U  Queue Management

Strict Priority

SP  Strict Priority

VolP SP

Weighted Fair Queuing

WFQ Weighted Fair Queuing
Robin

0 100 1
U 0 no bandwidth
U 100

WFQ

SP  WFQ

WFQ SP WFQ SP

WFQ SP SP WFQ

WRR Weighted Round
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10.4 QoS

10.4.6

Queue Management

Queue Shaping

Queue Shaping

Queue Shaping

Queue Management

SP
SP
Queue Shaping

Switching > QoS/Priority > Queue Management
Min. bandwidth [%]

Traffic class=0 WFQ

G Strict priority
i Min. bandwidth [%]

Traffic class=1 WFQ

G Strict priority
i Min. bandwidth [%]

Traffic class =2 WFQ

G Strict priority
i Min. bandwidth [%]

Traffic class =3 WFQ

0  Strict priority

QGH59056.01 - 06/2021

0  Min. bandwidth [%]
Traffic class =4 WFQ

0  Strict priority
0  Min. bandwidth [%]
0  Max. bandwidth [%]

Min. bandwidth [%]

Traffic class =5 WFQ
U  Strict priority
U  Min. bandwidth [%]
Traffic class =6 WFQ
U  Strict priority
U  Min. bandwidth [%]

Traffic class =7 SP

U  Strict priority
0  Max. bandwidth [%)]

100

20

30

20
Queue Shaping

10
10

WFQ Queue Shaping
Max. bandwidth [%]

10

Queue Shaping

10

Queue Shaping
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10.4 QoS

150

enable

configure

cos - queue weighted 0

cos - queue min - bandwidth:0 5
cos - queue weighted 1

cos - queue min - bandwidth:1 20
cos - queue weighted 2

cos - queue min - bandwidth:2 30
cos - queue weighted 3

cos - queue min - bandwidth:3 20

show cos - queue

Privileged Exec Mode

Configuration mode

Queue Id Min. bandwidth Max. bandwidth Scheduler type

~N o o0~ W N P O

WFQ Queue Shaping

enable

configure

cos - queue weighted 4

€Oos - queue min - bandwidth:4 10
cos - queue max - bandwidth:4 10
cos - queue weighted 5

cos - queue min - bandwidth:5 5
cos - queue weighted 6

cos - queue min - bandwidth:6 10

show cos - queue

Queue Id Min. bandwidth Scheduler type

N o UM ®WN RO
=
o

O O O O o o oo

weighted
weighted
weighted
weighted
strict
strict
strict
strict

W W NN Pk O O

Privileged Exec Mode

Configuration mode

weighted
weighted
weighted
weighted
weighted
weighted
weighted
strict

o o o o0~ b b

WFQ

5 %
WFQ

20 %
WFQ

30 %
WFQ

20 %
WFQ

10 %

10 %
WFQ

5 %
WFQ

10 %
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10.4 QoS

Queue Shaping

enable
configure

cos - queue max- bandwidth:7 10

show cos - queue

Privileged Exec Mode

Configuration mode

Queue Id Min. bandwidth Scheduler type
0 5 0 weighted
1 20 0 weighted
2 30 0 weighted
3 20 0 weighted
4 10 10 weighted
5 5 weighted
6 10 0 weighted
7 0 10 strict
10.4.7
u 2 VLAN
VLAN
i 3 IP-DSCP
10.4.8

Switching > QoS/Priority > Port Configuration
Port priority VLAN

Trust mode
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10.4 QoS

152

enable
configure

interface 1/1

vlan priority 3

exit

VLAN

Privileged Exec Mode
Configuration mode

1/1
mode

1/1

Configuration mode

Switching > QoS/Priority > 802.1D/p Mapping

VLAN
enable
configure
classofservice dotlp - mapping 0 2
classofservice dotlp - mapping 1 2
exit
show classofservice dotlp - mapping
enable
configure
interface 1/1
classofservice trust untrusted
classofservice dotlp - mapping 0 2
classofservice dotlp - mapping 1 2

vlan priority 1

exit

Interface Configuration

port priority 3

Traffic class

Privileged Exec Mode
Configuration mode

2 VLAN 0

2 VLAN 1

Privileged Exec Mode

Privileged Exec Mode

Configuration mode

1/1

mode

Interface Configuration

untrusted mode

2 VLAN 0

Configuration mode

2 VLAN 1
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10.4 QoS

exit

show classofservice trust

Interface Trust Mode

1/1 untrusted
1/2 dotlp
1/3 dotlp
1/4 dotlp
1/5 dotlp
1/6 dotlp
1/7 dotlp
DSCP

Privileged Exec Mode

Trust mode

Switching > QoS/Priority > IP DSCP Mapping

Traffic class

enable

configure

classofservice ip

show classofservice ip

IP DSCP

enable
configure

interface 1/1

classofservice trust ip
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- dscp - mapping cs1 1

- dscp - mapping

Traffic Class

DSCP

- dscp

Privileged Exec Mode
Configuration mode

1 DSCP Csi

IP DSCP

Privileged Exec Mode
Configuration mode

1/1  Interface Configuration
mode

trustip  -dscp mode
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10.4 QoS

154

exit

show classofservice trust

Interface Trust Mode
171 ip - dscp
1/2 dotlp
1/3 dotlp
1/5 dotlp
enable
configure

interface 1/2

traffic - shape bw 50
exit
exit

show traffic - shape

Interface Shaping rate

11 0%

1/2 50 %

1/3 0%

1/4 0%
2

Switching > QoS/Priority > Global

Configuration mode

Trust mode

Change to the Privileged EXEC mode.
Configuration mode

1/2  Interface Configuration
mode

1/2 50%
Configuration mode

Privileged Exec Mode

VLAN priority for management packets

VLAN

enable

Privileged Exec Mode
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10.4 QoS

network management  priority dotlp 7 VLAN 7

show network parms VLAN

Ipv4 Network

e

Switching > QoS/Priority > Global

IP DSCP value for management packets

DSCP

enable Privileged Exec Mode

network management priority ip - dscp 56 56

show network parms VLAN

Ipv4 Network

Management IP - DSCP value. ............... 56
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10.5

10.5
IEEE 802.3
U0  Full-duplex mode Pause
0  Half-duplex mode
Workstation 1 2 3
Workstation 4 Workstation 1 2 3
Workstation 4 4
1 2 3
1 2 3
"EEN ‘C..
R
2| | 3
Workstation 1 Warkstation 2 Workstation 3 Workstation 4
25

10.5.1

Workstation 2

2
Workstation 2

156

Workstation 2
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10.5

Workstation 2

2 Workstation 2

10.5.2

Switching > Global

Flow control
Basic Settings > Port Configuration
Flow control
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TSN
111

11 TSN

111

TSN
U Store and Forward

U Base time Cycle time
TSN

2.5 Gbit/s:5 ps
1 Gbit/s:13 us
100 Mbit/s:124 s
u 50 000..10 000 000 ns

T C

1 000..10000000ns
U lpus 2pus 4 ps

23

50 ps..4 ms 1us

4.002 ms..8 ms 2 us
8.004 ms..I0ms 4s
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TSN

11.2
11.2
=1lms
=500us
=487us
1 Gbit/s
24
7 500 ps
0,1,2,3,4,5,6 487 us
- 13 us
11.2.1
11.2.2
Switching > TSN > Configuration Port
Cycle time [ns] Configuration

Configuration

Cycle time [ns] 1000000
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TSN

11.2
enable Privileged Exec Mode
configure Configuration mode
show tsn configuration
Port Status Conf. cycle time[ns] Conf. base time
Default gate states Curr. cycle time[ns] Curr. base time
Config change pending Time of last activation
1/1 [x] disabled 1000000 1970-01-01 00:00:00.000 000000
7,6,54,3,2,1,0 1000000 1970-01-01 00:00:00.000000000
[1 2018-07-12 08:10:58.813000000
12 [x] disabled 1000000 1970-01-01 00:00:00.000000000
7,6,5,4,3,2,1,0 1000000 1970-01-01 00:00:00.000000000
[1] 2018-07-11 07:24:35.204000000
13 |1 disabled 1000000 1970-01-01 00:00:00.000000000
7,6,5,4,3,2,1,0 0 1970-01-01 00:00:00.000000000
[1] 1970- 01-01 00:00:00.000000000
4[] disabled 1000000 1970-01-01 00:00:00.000000000
7,6,5,4,3,2,1,0 0 1970-01-01 00:00:00.000000000
[1] 1970- 01-01 00:00:00.000000000
tsncycle - time 1000000
default 2 time slots
TSN

Switching > TSN > Gate Control List > Configured
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TSN
11.2

Configuration
Template
default 2 time slots
Ok

Interval [ns]

500000
13000

Configuration

Status default 2 time slots

) Index Gate states Interval [ns]
r

0 - 7 500,000

O 2 0,1,2,3,4,5,6 976,000

M = : 13000

enable Privileged Exec Mode

configure Configuration mode

interface 1/1 1/1 Interface Configuration
mode

tsn gcl modify 1 interval 500000

tsn gcl modify 3 interval 13000
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VLAN

12.1 VLAN
12 VLAN
LAN VLAN 1
LAN
VLAN
VLAN
VLAN IEEE 802.1Q VLAN
VLAN
i
LAN
VLAN
i
i
VLAN
12.1 VLAN
VLAN
VLAN
1/6 VLAN
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VLAN

12.1 VLAN
12.11 1
VLAN VLAN
2 VLAN
VLAN VLAN
VLAN
Kl 2 2
B © VLAN
_ /= 3
2 VLAN
VLAN ingress
egress
Ingress VLAN ID
VLAN
Egress VLAN
0 T =Tagged
0 U =Untagged
U
25 Ingress
PVID (Port VLAN Identifier)
A 1 2
B 2 3
C 3 3
D 4 2
5 1
26 Egress
VLAN ID
1 2 3 4 5
1 ]
2 U U
3 ] ]
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VLAN

12.1 VLAN
VLAN
Switching > VLAN > Configuration
Create

VLAN ID 2

Ok

VLAN VLANZ2

Name

VLAN 1 Name Default VLAN1

VLAN 3  VLAN3

enable Privileged Exec Mode
vlan database VLAN Configuration mode
vlan add 2 VLAN ID 2 VLAN
name 2 VLAN2 VLAN VLAN2 2
vlan add 3 VLAN ID 3 VLAN
name 3 VLAN3 VLAN VLAN3 3
name 1 VLAN1 VLAN VLAN1 1
exit Privileged Exec Mode
show vlan brief VLAN
Max.VLAN | Dé . . . . . . . . . . e e e 4042
Max. supported VLANS. ..o, 128
Number of currently configured VLANs. ... 3
vian unaware modeé. . . . . . . ..o di sabl ed
VLAN ID VLAN Name VLAN Type VLAN Creation Time
1 VLAN1 default 0 days, 00:00:05
2 VLAN2 static 0 days, 02:44:29
3 VLAN3 static 0 days, 02:52:26

Switching > VLAN > Port

VLAN

ua T = VLAN

u U = VLAN

u F = VLAN GVRP

ua - = VLAN GVRP

U

Switching > VLAN > Port

Port-VLAN ID VLAN VLAN ID
2 3
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VLAN

12.1 VLAN
Acceptable packet types admitAll

Ingress filtering

enable Privileged Exec Mode

configure Configuration mode

interface 1/1 1/1  Interface Configuration
mode

vlan participation include 2 1/1 VLAN 2 VLAN

vlan pvid 2 VLAN ID 1/1

exit Configuration mode

interface 1/2 1/2  Interface Configuration
mode

vlan participation include 3 1/2 VLAN 3 VLAN

vlan pvid 3 VLAN ID 1/2

exit Configuration mode

interface 1/3 1/3  Interface Configuration
mode

vlan participation include 3 1/3 VLAN 3 VLAN

vlan pvid 3 VLAN ID 1/3

exit Configuration mode

interface 1/4 1/4  Interface Configuration
mode

vlan participation include 2 1/4 VLAN 2 VLAN

vlan pvid 2 VLAN ID 1/4

exit Configuration mode

exit Privileged Exec Mode

show vlan id 3 VLAN 3

VLAN ID 3

VLAN Name ‘VLAN3

VLAN Type :Static

Interface Current Configured Tagging

1/1 - Autodetect Tagged

1/2 Include Include Untagged

1/3 Include Include Untagged

1/4 Autodetect Tagged

1/5 Autodetect Tagged
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VLAN

12.1 VLAN
12.1.2 2
2 3 VLAN 1 3 1
2
VLAN A H 2
VLAN Distributed VLAN VLAN VLAN
VLAN 1
VLAN
VLAN 2
VLAN
VLAN
VLAN
5 1 Ingress Egress
Ingress Egress 1
Egress VLAN

0 T =Tagged
0 U =Untagged

VLAN

27 Ingress

PVID (Port VLAN Identifier)
2

o|l0O|m| >
albh|lw|N|F
PN w|w
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VLAN
12.1 VLAN

28 Ingress
PVID (Port VLAN Identifier)
1 1
E 2 2
F 3 3
G 4 2
H 5 3
29 Egress
VLAN ID
1 2 3 4 5
U
U U T
3 U ) T
30 Egress
VLAN ID
1 2 3 4 5
U
T U U
T U U
1 4
2 4 VLAN2
2 3
3 5 VLANS3
VLAN
VLAN
ID1 VLAN VLAN IEEE 801.1Q
Egress T VLAN
Ingress
Egress
VLAN
Switching > VLAN > Configuration
Create
VLAN ID VLAN ID 2
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VLAN

12.1 VLAN

Ok

VLAN VLANZ2

Name

VLAN 1 Name Default VLAN1

VLAN 3 VLANS3

enable Privileged Exec Mode
vlan database VLAN Configuration mode
vlan add 2 VLAN ID 2 VLAN
name 2 VLAN2 VLAN VLANZ 2
vlan add 3 VLAN ID 3 VLAN
name 3 VLAN3 VLAN VLAN3 3
name 1 VLAN1 VLAN VLAN1 1
exit Privileged Exec Mode
show vlan brief VLAN
Max. VLAN I Dé. .. ... ... ... ....4042.............
Max. supported VLANS. 128
Number of currently configured VLANs. ... 3
vlian unaware modeé. . .. ... ... disabled. . . . . . . . ... ..
VLAN ID VLAN Name VLAN Type VLAN Creation Time
1 VLAN1 default 0 days, 00:00:05
2 VLAN2 static 0 days, 02:44:29
3 VLAN3 static 0 days, 02:52:26

Switching > VLAN > Port

VLAN

ua T = VLAN

u U = VLAN

u F = VLAN GVRP

ua - = VLAN GVRP

U
VLAN T

Switching > VLAN > Port

Port-VLAN ID VLAN VLAN ID

1 2 3

Acceptable packet types admitAll
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VLAN

12.1 VLAN
Acceptable packet types admitOnlyVlanTagged
VLAN Ingress filtering

enable Privileged Exec Mode

configure Configuration mode

interface 1/1 1/1 Interface Configuration
mode

vlan participation include 1 1/1 VLAN1 VLAN

vlan participation include 2 1/1 VLAN 2 VLAN

vlan tagging 2 enable 1/1 VLAN2 VLAN

vlan participation include 3 1/1 VLAN3 VLAN

vlan tagging 3 enable 1/1 VLAN3 VLAN

vlan pvid 1 VLANID 1 1/1

vlan ingressfilter 1/1  Ingress

vlan acceptframe vlanonly 1/1 VLAN

exit Configuration mode

interface 1/2 1/2 Interface Configuration
mode

vlan participation include 2 1/2 VLAN2 VLAN

vlan pvid 2 VLAN ID 2 1/2

exit Configuration mode

interface 1/3 1/3 Interface Configuration
mode

vlan participation include 3 1/3 VLAN 3 VLAN

vlan pvid 3 VLAN ID 3 1/3

exit Configuration mode

interface 1/4 1/4  Interface Configuration
mode

vlan participation include 2 1/4 VLAN 2 VLAN

vlan pvid 2 VLAN ID 2 1/4

exit Configuration mode

interface 1/5 1/5 Interface Configuration
mode

vlan participation include 3 1/5 VLAN3 VLAN

vlan pvid 3 VLAN ID 3 1/5

exit Configuration mode
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VLAN

12.1 VLAN
exit Privileged Exec Mode
show vilan id 3 VLAN 3
VLANID. i 3
VLAN Nameé. . .. . . .. . .. ... ... VLAN3
VLAN Typeé. . .. . . .. . ... ..... Static
VLAN Creation Timeé........ 0 days, 00:07:47 (System Upti me
VLANRoutingé. . ... ... ... ... di sabl ed
Interface Current Configured Tagging
171 Include Include Tagged
1/2 - Autodetect Untagged
1/3 Include Include Untagged
1/4 - Autodetect Untagged
1/5 Include Include Untagged
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VLAN

12.2 VLAN / VLAN
12.2 VLAN / VLAN
VLAN 802.1x
IEEE 802.1x
802.1x
802.1x 802.1x
VLAN
VLAN 802.1x
VLAN VLAN
VLAN 802.1x
VLAN 802.1x Global Operation
VLAN 802.1x
VLAN
VLAN 802.1x VLAN
VLAN
Reauthentication period [s]
VLAN
VLAN
VLAN VLAN
Switching > VLAN > Configuration
Create
VLAN ID 10
Ok
VLAN Guest
Name
Create
VLAN ID 20
Ok
VLAN Not authorized Name
Network Security > 802.1X Port Authentication > Global
Operation On
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12.2 VLAN/

VLAN
VLAN

Network Security > 802.1X Port Authentication > Port Configuration

1/4

Port control
Guest VLAN ID
Unauthenticated VLAN ID

enable

vlan database
vlan add 10
vlan add 20
name 10 Guest
name 20 Unauth
exit

configure

dotlx system - auth - control enable

dotlx port - control auto

interface 1/4

dotlx guest -vlan 10

dotlx unauthenticated

exit
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Privileged Exec Mode
VLAN Configuration mode

VLAN 10

VLAN 20

VLAN10 Guest
VLANZ20 Unauth

Privileged Exec Mode
Configuration mode
802.1X Port Authentication

1/4  Interface Configuration

1/4

mode
VLAN 1/4
VLAN 1/4

Configuration mode
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VLAN
12.3 RADIUS VLAN

12.3 RADIUS VLAN

RADIUS VLAN RADIUS VLAN ID
RADIUS
RADIUS VLAN
VLAN
VLAN

174

VLAN

VLAN ID PVID
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VLAN

12.3 VLAN
12.4 VLAN
VLAN VLAN
VLAN
P
MAC
MAC
VLAN VolP LLPD-MED VLAN ID
VolP
VLAN
VLAN

U vlan VLAN

ID VolP

VLAN ID
U dotlp - priority
VLAN 0 VolIP

u VLAN ID vlan/dotlp - priority

VolP VLAN ID

PVID
0 untagged
U none
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VLAN
12.4 VLAN
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13.1

13
13.1
i
i
i
2
13.1.1
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13.1

0 RSTP Rapid Spanning Tree Protocol

\

]

7
’

U0 MRP Media Redundancy Protocol
U0 RSTP Rapid Spanning Tree Protocol

13.1.2
31

MRP

MRP IEC 62439 MRP
50
MRP 100

Sub Ring

RSTP
0 typ.<1swith RSTP
0  typ. <30 s with STP

2
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13.1

31
HIPER Ring HIPER HIPER
Client
HIPER Ring
over LAG LAG
LAG
13.1.3
32
MRP RSTP HIiPER
MRP A - - - -
RSTP A1) A - - -
A?2) A?2) A -— -——=
A A A A -
A A A2) A e
HIPER A A1) A2) A A
A

1

2)
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13.2 MRP Media Redundancy Protocol

13.2 MRP Media Redundancy Protocol:
2008 5 MRP
MRP VLAN
MRP IEC 62439 MRP 50
MRP
100
MRP
1321
RM RingManager 2

31

32
RM = Ring Manager
00
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13.2 MRP Media Redundancy Protocol

13.2.2
MRP
500ms
30ms
500ms
13.2.3 Advanced mode
Advanced mode
Advanced mode
Advanced mode
13.2.4 MRP
MRP
a MRP
i
i
a 1
VLAN
Ingress Switching > VLAN > Port
VLAN ID PVID Switching > VLAN > Port
MRP Switching > L2-Redundancy > MRP
VLANID O PVID=1
PVID=1 VLAN 1
MRP VLAN Switching > L2-Redundancy > MRP
VLAN IDz1 PVID=any
Egress Switching > VLAN > Configuration
MRP Switching > L2-Redundancy > MRP
VLANID 0 MRP VLAN
VLAN 1 U
MRP VLAN T
MRP VLAN Switching > L2-Redundancy > MRP
VLAN IDz1 T
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13.2 MRP Media Redundancy Protocol

13.2.5
3
MRP 1.1 1.2
Backup mode
1 2 3
1.1] :><: 12 11 x 1.2 1.1 x 1.2
RM
33 MRP
RM = Ring Manager
o0
1
2 2 3 Ring manager
VLAN
30ms Advanced mode
duplex
33
X 100 Mbit/s marked unmarked 100 Mbit/s FDX
TX 1 Gbit/s marked marked -
100 Mbit/s marked unmarked 100 Mbit/s FDX
1 Ghit/s marked marked -
2.5 Gbit/s marked - 2.5 Gbit/s FDX
100 Mbit/s FDX 1000 Mbit/s FDX
100 Mbit/s FDX
MRP
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13.2 MRP Media Redundancy Protocol

A

MRP
MRP
Spanning Tree
witching > L2-Redundancy > Spanning Tree > Global
Spanning Tree
enable Privileged Exec Mode
configure Configuration mode
no spanning - tree operation Spanning Tree OFF
show spanning - tree global
MRP
I Switching > L2-Redundancy > MRP
MRP ID
MRP ID MRP ID 16

255 255 255 255 255 255 255 255 255 255 255 255 255 255 255 255

mrp domain add default - domain ID default - domain MRP
mrp domain modify port primary 1/1 1/1
mrp domain modify port secondary 1/2 1/2 2
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13.2 MRP Media Redundancy Protocol

184

Fixed backup

Off
Fixed backup
mrp domain modify port secondary Fixed backup
1/2 fixed - backup enable
mrp domain modify mode manager Ring manager
. Advanced mode
mrp domain modify advanced - mode Advanced mode
enabled
. Ring recovery 30ms
mrp domain modify recovery - delay
200ms 30ms
30ms
500ms
ON

I MRP

mrp domain modify operation

enable MRP

Fixed backup
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13.2 MRP Media Redundancy Protocol

show mrp

Operation

i forwarding
i blocked
i disabled

U not - connected

Information

U Redundancy available

i Configuration error:Error on ringport link.

0  Configuration error:Packets from another ring manager received.

1 Ring manager
U  Configuration error:Ring link is connected to wrong port.

1
MRP VLAN
VLAN ID MRP VLAN ID MRP VLAN ID
VLAN MRP
MRP VLAN ID VLAN Egress Switching >
VLAN > Configuration
MRP VLAN VLANID O
Switching > VLAN > Configuration VLANL1
VLAN membership U
MRP VLAN VLAN ID >0
Switching > VLAN > Configuration VLAN1

VLAN membership T

mrp domain modify vian <0..4042> VLAN ID
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13.2 MRP Media Redundancy Protocol

13.2.6 MRP over LAG

LAG Link Aggregation Groups

MRP Media Redundancy Protocol

Link Aggregation
2
MRP IEC 62439 MRP
100
MRP over LAG

a MRP
u MRP

MRP LAG RM
RM
RM

MRP LAG
MRP
RM

LAG MRP

MRP LAG

LAG MRP

MRP LAG Single Switch
Switch 1

R

>]}—0

34 MRP

186

LAG 2

50
MRP

Single
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13.2 MRP Media Redundancy Protocol

MRP LAG
LAG MRP
LAG
MRP
R
> > > X X
35 MRP
LAG Active ports (min.) LAG
LAG
RM
RM
R
> > > - > ->C
36 MRP
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13.2 MRP Media Redundancy Protocol

A B 2
MRP LAG
MRP
RM 2 1
1 21
>C > ] el O |2 >C
A B

37 MRP over LAG

A
B
Switching > L2-Redundancy > Link Aggregation
Create
Trunk port
Port 1/1
Ok
1/2
Ok
Active ports (min.) 2
MRP LAG Active ports (min.)
Switching > L2-Redundancy MRP
Ring port 2 Port lag/1
enable Privileged Exec Mode
configure Configuration mode
link - aggregation add lag/1 Link Aggregation Group lag/1
link - aggregation modify lag/1 addport 1/1  Link Aggregation Group

11
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13.2 MRP Media Redundancy Protocol

link - aggregation modify lag/1 addport 1/2  Link Aggregation Group
1/2

mrp domain modify portsecondary lag/1 lag/1l 2

copy config running - config nvm nvm
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13.3 HIPER Ring Client

13.3 HIPER Ring Client
HIPER Ring
MRP
HIPER Ring
HIPER Ring Client HIPER Ring
HIiPER Ring
LinkDown
RM FDB RM  LinkDown
RM

RM HiIiPER Ring

Fast Ethernet Gigabit Ethernet

LAG
HIPER Ring Client no
Port
STP  HIiPER Ring Switching > L2- Redundancy > Spanning
Tree > Port STP  Spanning Tree Protocol
34
X 100 Mbit/s marked unmarked 100 Mbit/s FDX
TX 1 Gbit/s marked marked -
100 Mbit/s marked unmarked 100 Mbit/s FDX
1 Gbit/s marked marked -
2.5 Gbhit/s marked - 2.5 Gbit/s FDX
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13.3 HIPER Ring Client

13.3.1 HiPER Ring VLAN
VLAN HIPER Ring
VLAN
VLAN 1
VLAN
VLAN

Switching > VLAN > Configuration

VLAN
VLAN 1

VLAN 1

VLAN VLAN
VLAN

Switching > VLAN > Port

VLAN 1
Port-VLAN ID
VLAN
Port-VLAN ID
13.3.2 HIPER Ring over LAG
HIPER Ring
LAG
LinkDown
Delete
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VLAN 1
VLAN
U
T
VLAN ID
LAG
LAG
Delete
FDB
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13.4

STP Spanning Tree Protocol

134
i
i
i
RSTP STP
RSTP
20
Max age
RSTP
RSTP
Spanning Tree
13.4.1
RSTP STP
192

STP 30
1
RSTP
2
Max age
40
STP RSTP
RSTP
MST
MSTP
STP

MAC
STP
RSTP
10 20
1
Max age

CST Common

RSTP
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13.4

STP

STP
STP

STP STP

STP

[t et - B e i

[

32768
(8000H) 6 MAC
MAC

38 16

35
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13.4

194

x '1___i
PC =200000 I PC =200000000
|
I PC
— I (100 Mbit/s)
Xz X s —_—— (10 Mbit's)

39

35 RSTP
<100 kbit/s 200 0000001 20000000-200000000 1-200000000
1 Mbit/s 20000000a 2000000-200000000  1-200000000
10 Mbit/s 2000000a 200000-20000000 1-200000000
100 Mbit/s 200000a 20000-2000000 1-200000000
1 Gbit/s 20000 2000-200000 1-200000000
10 Gbit/s 2000 200-20000 1-200 000000
100 Gbit/s 200 20-2000 1-200000000
1 TBit/s 20 2-200 1-200000000
10 TBit/s 2 1-20 1-200000000
1. IEEE 802.1D 1998 16 32

65,535 (FFFFH)
2
128

MSB LSB

40
Max Age

Max Age Diameter
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13.4

Diameter
xX
=7
x1x2x3x4x5x6x7x
xX
xX
41
MaxAge 1
MaxAge=20 =19 MaxAge 40
=39
MaxAge
STP-BPDU MessageAge
1
STP-BPDU MessageAge
MaxAge
MessageAge < MaxAge STP-BPDU
MessageAge = MaxAge STP-BPDU
$N1axAg¢¥5
-1 X X X X xX X X

Message' > /Message’ - Messag » Messag - 'eesage“ >
A Age=3 Age=4 |

Age=0 ge=1 Age=2

X

42 MaxAge STP-BPDU

13.4.2

|

Messag
Age=5||

Message ¥%
Age=5|

BPDU Bridge Protocol Data Unit
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13.4

BPDU
i
i
i

(IEEE 802.1D )
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2 MAC

40 ID ID

Y

l

43

QGH59056.01 - 06/2021 197



13.4

13.4.3
44
ID
1
6
u 5 3
U STP ID MAC
4
u 6 4 2
1
P-BID = 16384
[+ |
1 X5
P-BID = 32768 P-BID = 32768
xX " X "
P-BID = 32768
[x],
I
|
|
|
: P-BID = 32768 P-BID = 32768
L Port MAC 00:01:02:03:04:06
MAC 00:01 .02;03‘04@ | 5
Port1 | I
: [
| I P-BID ID BID
PBID~ 32768 : MAC
—1
—{=k B
44
MAC
198

BID

43
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13.4

1 5
1 16384 (4000H)
5 28672 (7000H)
3 2
2 3
6
u 28672
5
P-BID = 16384
X 1
P-BID = 32768 P-BID = 32768
X PR X 3
P-BID = 32768
7
|
|
|
: P-BID = 32768 P-BID = 28672
T _ o Ec] 5
I
]
: | P-BID
: PEIDA 32768 MAC

45
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32768
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BID

32768 (8000H)
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13.4

1
1 2 3
2
46

P-BID = 16384

[ X

ITl—‘ 2

P-BID = 32768 P-BID = 32768 P-BID = 32768 P-BID = 32768

X7 !_ [ﬂa _____ 1

P-BID = 32768

_____ 5

MAC 00:01:02:03:04:06

P-BID ID BID
MAC BID

46
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13.5 RSTP Rapid Spanning Tree Protocol

13.5 RSTP Rapid Spanning Tree Protocol
RSTP STP
RSTP
1351
RSTP
0
ID
ID
i
1
1
ID
i
RSTP 1
RST

BPDU Rapid Spanning Tree Bridge Protocol Data Units
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13.5 RSTP Rapid Spanning Tree Protocol

13.5.2

202

i
RSTP
i
BID = 16384
1
BID = 20480 BID = 24576
BID = 40960
O
T 7
| BID = 28672 BID = 32768
: P-BID ID BID
_ MAC BID
O
L
I
I
[ o
47
RSTP
36 STP RSTP
STP MAC RSTP
DISABLED Disabled FALSE Discarding! Excluded (disabled)
DISABLED Enabled FALSE Discarding? Excluded (disabled)
BLOCKING Enabled TRUE Discarding®  Excluded (alternate, backup)
LISTENING Enabled TRUE Discarding® Included (root, designated)
LEARNING Enabled TRUE Learning Included (root, designated)
FORWARDING Enabled TRUE Forwarding Included (root, designated)
1. dotld-MIB Disabled
2. dotld-MIB Blocked
RSTP
U Disabled:
U Discarding:FDB STP-BPDU
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13.5 RSTP Rapid Spanning Tree Protocol

13.5.3

1354

U Learning: FDB STP-BPDU
U0 Forwarding: FDB
STP-BPDU

Spanning Tree Priority Vector

RSTP
Spanning Tree Priority Vector

RSTP BPDU
a ID
i
a ID
i
i

RSTP
Fast reconfiguration
RSTP STP
i
RSTP 3 Transmission
BPDU

RSTP Hello Time

STP FDB
RSTP
i
RSTP
RSTP
STP
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13.5 RSTP Rapid Spanning Tree Protocol

13.5.5

Spanning Tree
Spanning Tree

RSTP
MRP
Spanning Tree
Switching > L2-Redundancy > Spanning Tree > Global
enable Privileged Exec Mode
configure Configuration mode

spanning - tree operation

show spanning - tree global

Priority
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13.5 RSTP Rapid Spanning Tree Protocol

spanning - tree mst priority 0 <0..61440>

4096
Bridge is root
Root port 0.0
Root path cost 0
show spanning - tree global
Forward delay [s] Max age

spanning - tree forward - time <4..30>

spanning - tree max - age <6..40>

show spanning - tree global

Forward delay [s] Max age

Forward delay [s] =2 (Max age/2) + 1

Hello Time

show spanning - tree global
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13.5 RSTP Rapid Spanning Tree Protocol

13.5.6

STP-BPDU
0 BPDU Guard
STP-BPDU STP-BPDU
U Root Guard
A -
-~
STP-BPDU
STP-BPDU root discarding
STP-BPDU Hello time [s] x2
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13.5 RSTP Rapid Spanning Tree Protocol

U TCN Guard TCN STP-BPDU

X

STP-BPDU TCN
FDB
BPDU

U Loop Guard

X

STP-BPDU
Forwarding
Inconsistent

BPDU
Switching > L2-Redundancy > Spanning Tree > Global
BPDU guard
enable Privileged Exec Mode
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13.5 RSTP Rapid Spanning Tree Protocol

configure Configuration mode
spanning -tree bpdu - guard BPDU Guard

show spanning - tree global

Switching > L2-Redundancy > Spanning Tree > Port
CIST
Admin edge port

interface <x/y> <x/y> Interface
Configuration mode

spanning -tree edge - port

show spanning - tree x/ly

exit Interface mode
STP-BPDU
i
Basic Settings > Port Configuration Port on
unmarked

i
BPDU

Switching > L2-Redundancy > Spanning Tree > Port Guards

BPDU guard effect marked

show spanning - tree port x/y
BPDU guard effect enabled

forwarding
BPDU

BPDU
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13.5 RSTP Rapid Spanning Tree Protocol

Root Guard / TCN Guard / Loop Guard

Switching > L2-Redundancy > Spanning Tree > Port

Guards

TCN

Root guard
Root guard

enable
configure

interface <x/y>

spanning - tree guard

spanning - tree guard

spanning - tree guard

exit

Root guard
STP-BPDU TCN guard
Loop guard
Loop guard Loop guard
Loop guard
Privileged Exec Mode
Configuration mode
<xly> Interface

Configuration mode
- root Root Guard
-tcn TCN STP-BPDU

TCN Guard
- loop

Loop Guard

Interface mode

show spanning - tree port x/y
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13.6 Link Aggregation

13.6 Link Aggregation
Single Switch Link Aggregation
2
Link Aggregation Link Aggregation
2 1
2

Link Aggregation

Link Aggregation 2

Link Aggregation
Active
Send trap (Link up/down)
Static link aggregation
Active ports (min.) 1

[ - et -

13.6.1

Single Switch Single Switch
Single Switch

Same Link Speed

13.6.2 Link Aggregation

Link Aggregation
Link
Aggregation
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13.6 Link Aggregation

1 Aggregated Link 2

o
o

o
-
o

D

48 Switch to Switch

(8] B} mpuy

[ uj uj mjay

Ioc
Ioo

Switching > L2-Redundancy > Link Aggregation

Create

Trunk port

Port 1/1

Ok

1/2

Ok
enable Privileged Exec Mode
configure Configuration mode
link - aggregation add lag/1 Link Aggregation Group lag/1
link - aggregation modify lag/1 1/1
addport 1/1
link - aggregation modify lag/1 1/2
addport 1/2
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13.7

13.7

13.7.1

212

U Fail back

U Fail back
Forwarding

1000Mbit SFP

1
+2
SNMP
100Mbit
VLAN VLAN ID
VLAN VLAN
Inactive
2
Inactivate
Fail back delay [s]
Down
flush FDB
MAC
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13.7

13.7.2

Link Backup
Link Backup
A 2/3 2/4 B
C 1
Blocking
A 2/3 B
1 A 2/4
A 2/3 A 2/4
C 2
2/3 Fail back no
shutdown Fail back delay [s] 30
[s] 2/4 2/3
B c
X >
1 2
2/3 2/4
X
A
49 Link Backup
A
Switching > L2-Redundancy > Link Backup
Create
Primary port 2/3 Backup port
2/4
Ok
Description Link_Backup_1
Fail back Fail back
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13.7

Fail back delay

[s] 30
Active
Operation On
enable Privileged Exec Mode
configure Configuration mode
interface 2/3 2/13 Interface Configuration
mode

link - backup add 2/4 2/3 2/4
link - backup modify 2/4 Link_Backup_l
description Link_Backup_1
link - backup modify 2/4 failback -
status enable
link - backup modify 2/4 failback - time 30 30
link - backup modify 2/4 status enable
exit Configuration mode
link - backup operation Link Backup
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13.8 FuseNet

13.8 FuseNet

FuseNet

iU MRP
U HiPER
0 RSTP

Ring/Network Coupling

Ring/Network Coupling

FuseNet

MRP HIPER RSTP
MRP Sub Ring1) Ring/Network Coupling Ring/Network Coupling
HIPER Sub Ring Ring/Network Coupling — Ring/Network Coupling
RSTP - - -
1 VLAN MRP
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13.9

13.9
Sub Ring MRP
i
i
i
U MRP 100ms
13.9.1
SRM
RM
4o
E=) | =
“ SRM 2
1211 1]12
50
SRM

RM Ring Manager

8

Sub Ring MRP
Sub Ring

200
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13.9

RM

SRM
SRM

51
RM
SRM

RM

sRM

53 Single Subring Manger

Sub Ring
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13.9

MRP VLAN
a VLAN X

a VLAN Y

VLAN

13.9.2

3 MRP

1.2 1.1

11 12

11 13

1.2

VLAN 12 VLAN

11 1.1

12

1.1

1.2) 2

1.2 11

54
VLAN1
VLAN2

VLAN1 SRM
RM Ring Manager

3 MRP
Duplex mode
37

TX 100 Mbit/s marked unmarked 100 Mbit/s FDX
X 1 Gbit/s marked marked -

100 Mbit/s marked unmarked 100 Mbit/s FDX

1 Ghit/s marked marked -

2.5 Gbhit/s marked - 2.5 Gbit/s FDX
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13.9

Sub Ring
MRP
Link Aggregation
MRP
VLAN
VLAN ID1 VLAN ID2
Switching > VLAN > Configuration
VLAN VLAN 1 VLAN1
T
VLAN
VLAN2
MRP
Switching > L2-Redundancy > MRP
2
2
MRP
MRP ID
MRP domain 0 255 16
255 .255 .255 .255 .255 .255 .255 .255 .255 .255 .255 .255 .255 .
255 .255 .255 . MRP domain
Sub Ring MRP ID
enable Privileged Exec Mode
configure Configuration mode
mrp domain delete MRP
mrp domain add domain - id MRP ID MRP
0.0.1.1.2.2.3.4.4.111. MRP
222.123.0.0.66.99
ID
13.9.3
Sub Ring
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13.9

220

Switching > L2-Redundancy > Sub Ring

Port
1/3

1
Name Test

SRM mode Subring Manager mode
Redundant
Manager

U manager
MAC

0 redundant manager
manager
MAC
Subring Manager 1 manager

VLAN MRP domain

enable Privileged Exec Mode

configure Configuration mode
sub - ring add 1 ID 1

sub - ring modify 1 port 1/3 1/3

sub - ring modify 1 name Test 1 Test

sub - ring modify 1 mode manager 1 manager mode

show sub - ring ring

show sub - ring global

Subring Manager 2 redundant manager
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13.9

enable

configure

sub - ring enable 1

sub - ring enable 2

enable

show sub - ring ring <Domain ID>

show sub - ring global

copy config running - config nvm
profile Test
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Active
Privileged Exec Mode
Configuration mode
1
2
Privileged Exec Mode
nvm Test
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13.10 LAG

13.10 LAG
Sub Ring
2
LAG Link Aggregation
LAG Sub Ring
13.10.1
MRP
MRC 1
»_ "
VLAN 300 T
SRM 1 SRM 2
Mre |2 X| MR
: : LAG 1 LAG 1
11 Y1172 2/7,2/8
i
Ll
MRC2 | VLAN 200 > | MRC3
55
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13.10 LAG

mrp operation
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LAG
38
MRC1 1/3, 1/4 MRP - -
SRM1 1/3, 1/4 MRP lag/1
SRM2 2/4, 2/5 MRP lag/1
MRC2 lag/1, 1/3 - MRP -
MRC3 lag/1, 1/3 - MRP -
MRP
VLAN 300

SRM2

enable Privileged Exec Mode

configure Configuration mode

mrp domain add default - domain ID default - domain MRP

mrp domain modify portprimary 2/4 2/4

mrp domain modify portsecondary 1/2 2/5 2

mrp domain modify mode manager Ring manager

Ring manager

mrp domain modify operation enable MRP

mrp domain modify vian 300 VLAN ID 300

mrp operation MRP
MRC1, SRM1

enable Privileged Exec Mode

configure Configuration mode

mrp domain add default - domain ID default - domain MRP

mrp domain modify portprimary 1/3 1/3

mrp domain modify portsecondary 1/4 1/4 2

mrp domain modify mode client

mrp domain modify operation enable MRP

mrp domain modify vian 300 VLAN ID 300

MRP
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13.10 LAG

224

SRM1

enable
configure

link - aggregation add lag/1

link - aggregation modify lag/1
addport 1/1

link - aggregation modify lag/1
addport 1/2

link - aggregation modify lag/1 adminmode

enable
configure
sub - ring add 1

sub - ring modify 1 name SRM1

sub - ring modify 1 mode redundant
manager vian 200 port lag/1

sub - ring enable 1

sub - ring operation

SRM2

enable
configure

link - aggregation add lag/1

link - aggregation modify lag/1
addport 2/7

link - aggregation modify lag/1
addport 2/8

link - aggregation modify lag/1 adminmode

enable
configure

sub-ring add 1

sub - ring modify 1 mode manager
vlan 200 port lag/1

VLAN 200

Privileged Exec Mode
Configuration mode

Link Aggregation Group lag/1
1/1

1/2

Link Aggregation Group

Privileged Exec Mode

Configuration mode

ID1
1 SRM1
1 Sub- ring
redundant manager
VLAN 200 VLAN
ID lag/1 VLAN

200

global Subring Manager

Privileged Exec Mode
Configuration mode

Link Aggregation Group lag/1
217

2/8

Link Aggregation Group

Privileged Exec Mode

Configuration mode

ID1
1 Subring
manager VLAN 200
VLAN ID lag/1
VLAN 200
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13.10 LAG

sub - ring modify 1 name SRM2 1 SRM2

sub - ring enable 1 1

sub - ring operation global Subring Manager
MRC 2, 3

enable Privileged Exec Mode

configure Configuration mode

mrp domain add default - domain ID default - domain MRP

mrp domain modify portprimary lag/1 lag/1l 1

mrp domain modify portsecondary 1/3 1/3 2

mrp domain modify mode client

mrp domain modify operation enable MRP
mrp domain modify vian 200 VLAN ID 200
mrp operation MRP
STP
MRP Spanning Tree
1/3
enable Privileged Exec Mode
configure Configuration mode
interface 1/3 1/3 Interface Configuration
mode
no spanning - tree operation Spanning Tree
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13.11

/

13.11

13.111

226

Ring/Network Coupling

Ring/Network Coupling 2

Ring/Network Coupling

U HiPER
U Fast HIPER
0 MRP

Ring/Network Coupling

One -Switch
/ 1
2 1 56
500ms 150ms
Two -Switch
/ 2
2 1
500ms 150ms

2 2
One-Switch
1 2
58
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13.11 /

39
39
One-Switch Two-Switch Two-Switch
2 2 2
Two-Switch
One-Switch One-Switch Two-Switch
2 2
Two-Switch
2 1
1
13.11.2 /
Ring/Network Coupling
RSTP Ring/Network Coupling

Ring/Network Coupling
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13.11 /

i
i
Switching > L2-Redundancy > Ring/Network Coupling
Mode Type
i one- switch coupling
i two - switch coupling, master
i two - switch coupling, slave
i two - switch coupling with control line, master
i two - switch coupling with control line, slave
One -Switch
2
RM !
1
1
1
1
5 6 i
1
1
1
3 4 i
> '
1
RM
56 One-Switch
1:
2:
3:
4.
5:
6:
2
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13.11 /

2\x "/1

57 One-switch
1:
2:

Switching > L2-Redundancy > Ring/Network Coupling

Mode Type one - switch coupling
Partner coupling port

Coupling port Port

Partner coupling port Port

Operation On

Partner coupling port State

Coupling port State

Information Redundancy available
Configuration failure

Basic Settings > Port Configuration

40
TX 100 Mbit/s marked unmarked 100 Mbit/s FDX
TX 1 Gbit/s marked marked -
100 Mbit/s marked unmarked 100 Mbit/s FDX
1 Gbit/s marked marked -
2.5 Gbit/s marked - 2.5 Ghit/s FDX
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13.11 /

VLAN
VLAN
Switching > VLAN > Port
Port-VLAN ID VLAN ID
Ingress filtering
Switching > VLAN > Configuration
VLAN 1 VLAN
T

VLAN 1

Configuration Redundancy mode

U redundant ring/network coupling

U extended redundancy

2
Coupling mode
56
Configuration Coupling mode
ring coupling
network coupling

l E Reset

230

VLAN 1
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Two -Switch

58 Two-Switch
1:

2:
3:
4.

Two -Switch

X2k

=

2
X

59 Two-Switch
1:
2:
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Switching > L2-Redundancy > Ring/Network Coupling

Mode Type two - switch coupling, master

Coupling port Port

Coupling port

Operation On
Coupling port State
Partner
coupling port IP address IP
Information Redundancy available
Configuration failure
Ring manager Two-Switch
off
Basic Settings > Port Configuration
41
TX 100 Mbit/s marked unmarked 100 Mbit/s FDX
TX 1 Gbit/s marked marked -
100 Mbit/s marked unmarked 100 Mbit/s FDX
1 Ghit/s marked marked -
2.5 Gbit/s marked - 2.5 Ghit/s FDX
VLAN
VLAN

Switching > VLAN > Port
Port-VLAN ID VLAN ID
Ingress filtering
Switching > VLAN > Configuration
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13.11 /

VLAN 1 VLAN VLAN 1

VLAN 1

Two -Switch
xXZ X
2 "1
<

60 Two-Switch
1:
2.

Switching > L2-Redundancy > Ring/Network Coupling

Mode Type two - switch coupling, slave

Coupling port Port

Coupling port
Operation On

Coupling port

Coupling port State
Partner
coupling port IP address P
Information Redundancy available

Configuration failure

Ring manager Two-Switch

off
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13.11 /
Basic Settings > Port Configuration
42
X 100 Mbit/s marked unmarked 100 Mbit/s FDX
X 1 Gbit/s marked marked -
100 Mbit/s marked unmarked 100 Mbit/s FDX
1 Gbit/s marked marked -
2.5 Gbhit/s marked - 2.5 Gbit/s FDX
VLAN
VLAN
Switching > VLAN > Port
Port-VLAN ID VLAN ID
Ingress filtering
Switching > VLAN > Configuration
VLAN 1 VLAN VLAN 1
T
VLAN 1

234
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13.11 /

Redundancy mode Coupling mode

Switching > L2-Redundancy > Ring/Network Coupling

Configuration Redundancy mode

U redundant ring/network coupling

U extended redundancy

2 2
>CHAC
I
>
Configuration Coupling mode
ring coupling

network coupling
Coupling mode
58

. Reset
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Two -Switch

STAND-BY [=_1 ON STAND-BY [=] ON

61 Two-Switch
1

62
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Two -Switch

62 Two-Switch

1:
2:
3

Switching > L2-Redundancy > Ring/Network Coupling

Mode
line, master

Coupling port

Coupling port

Control port

Coupling port

Coupling port

coupling port

Control port

IP address

Information
Configuration failure

QGH59056.01 - 06/2021

Type

Operation

State

IP address

State

Redundancy available

Ring manager

two - switch coupling with control

On

Two-Switch

Port

Port

Partner

Partner coupling port

off
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Basic Settings > Port Configuration
43
X 100 Mbit/s marked unmarked 100 Mbit/s FDX
X 1 Gbit/s marked marked —
100 Mbit/s marked unmarked 100 Mbit/s FDX
1 Gbit/s marked marked -
2.5 Gbhit/s marked - 2.5 Gbit/s FDX
VLAN
VLAN
Switching > VLAN > Port
Port-VLAN ID VLAN ID
Ingress filtering
Switching > VLAN > Configuration
VLAN 1 VLAN VLAN 1
T
VLAN 1
Two -Switch
> >
2 - 3. 1
x

63 Two-Switch
1
2:
3:
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Switching > L2-Redundancy > Ring/Network Coupling

Mode Type two - switch coupling with control
line, slave
Coupling port Port

Coupling port
Control port Port

Coupling port

Operation On
Coupling port State
Partner
coupling port IP address IP
Control port State
Partner coupling port
IP address IP
Information Redundancy available
Configuration failure
Ring manager Two-Switch

off

Switching > VLAN > Port
Port-VLAN ID VLAN ID
Ingress filtering
Switching > VLAN > Configuration
VLAN 1 VLAN VLAN 1

.

VLAN 1
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Redundancy mode Coupling mode

Switching > L2-Redundancy > Ring/Network Coupling

Configuration Redundancy mode

U redundant ring/network coupling

U extended redundancy

2 2

X 1R

Configuration Coupling mode

ring coupling
network coupling
Coupling mode
61

. =] Reset
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14.1 SNMP

14

SNMP

Duplex Mode

SFP

Syslog

cocooooooCCCCCCCCC

141 SNMP

SNMP
SNMP

[

SNMP
SNMP

SNMP
SNMP
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14.1 SNMP

14.11

242

SNMP

SNMP

44 SNMP

SNMP

authenticationFailure

coldStart

sa2DevMonSenseExtNvmRem
oval

linkDown

linkUp

sa2DevMonSensePSState

sa2SigConStateChange

newRoot

topologyChange blocking forwarding
blocking

forwarding

alarmRisingThreshold RMON

sa2AgentPortSecurityVio MAC
lation sa2AgentPortSecurityEntry

sa2DiagSelftestActionTr 4 task
ap software hardware

resource

sa2MrpReconfig MRP

sa2DiaglfaceUtilization
Trap

sa2logAuditStartNextSec 1
tor

sa2PtpSynchronizationCh PTP
ance

sa2ConfigurationSavedTr
ap

sa2ConfigurationChanged
Trap

sa2PlatformStplnstancelL STP
ooplnconsistentStartTra inconsistent

p

loop

sa2PlatformStplnstancelL STP
ooplnconsistentEndTrap BPDU

loop inconsistent
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14.1 SNMP

14.1.2 SNMP

sa2ConfigurationSavedTrap
SNMP NVM ENVM

SNMP

saz2ConfigurationChangedTrap

14.1.3 SNMP
SNMP
1 SNMP
Diagnostics > Status Configuration > Alarms (Traps)
Create

Name SNMP

Address SNMP IP

Active SNMP

SNMP

U Basic Settings > Port
U Basic Settings > Power over Ethernet > Global
U Network Security > Port Security
U Switching > L2-Redundancy > Link Aggregation
U Diagnostics > Status Configuration > Device Status
U Diagnostics > Status Configuration > Security Status
U Diagnostics > Status Configuration > Signal Contact
U Diagnostics > Status Configuration > MAC Notification
U Diagnostics > System > IP Address Conflict Detection
U Diagnostics > System > Selftest
U Diagnostics > Ports > Port Monitor
U Advanced > Digital IO Module
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14.1 SNMP

14.1.4 ICMP
ping ICMP Internet Control Message Protocol
ICMP
TTL Time To Live ICMP
IP ping
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14.2

14.2

Device status error ok

SNMP
a Basic Settings > System

i

Diagnostics > Status Configuration > Device Status Global

[

Ring Manager mode
1

Diagnostics > Status Configuration > Device Status
Port Propagate connection error

14.2.1

45 Device Status

Temperature

Ring redundancy
Connection errors Propagate connection error

External memory

removal

External memory not ENVM
in sync

Power supply
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14.2

14.2.2

246

Diagnostics > Status Configuration > Device Status

Monitor

SNMP
Traps Send trap

Diagnostics > Status Configuration > Alarms (Traps)
1 SNMP

Basic Settings > System

System data

enable Privileged Exec Mode

configure Configuration mode

device - status trap SNMP
device - status monitor envm -not -in -sync

Device status error

device - status monitor envm - removal

Device status error
device - status monitor power - supply 1 1

Device status
error
device - status monitor ring - redundancy
Device status error
device - status monitor temperature
Device
status error
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Diagnostics > Status Configuration > Device Status Global
Connection errors Monitor
Diagnostics > Status Configuration > Device Status Port

Propagate connection error

enable Privileged Exec Mode
configure Configuration mode
device - status monitor link - failure /
/
Device status error
interface 1/1 1/1  Interface Configuration
mode
device - status link - alarm /
/
Device status error
? Enter

14.2.3

. Basic Settings > System

show device - status all EXEC Privilege mode
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14.3

1431

248

> System

Basic Settings
Security status

Diagnostics > Status Configuration > Security Status Global
Device status error ok

SNMP

[

46

Basic Settings > System

Monitor

Password default settings
unchanged

Min. password length < 8

Min. password length

Password policy settings
deactivated

Device Security > User Management

User account password
policy check deactivated

Policy check
Policy check SNMP

Telnet server active

Telnet

HTTP server active

HTTP

SNMP unencrypted

SNMPv1 SNMPv2

Access to system monitor
with serial interface possible

Saving the configuration
profile on the external
memory possible

Link interrupted on enabled
device ports

Access with Ethernet Switch
Configurator possible

Ethernet Switch Configurator

Load unencrypted config from

external memory
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46

IEC61850-MMS active

IEC 61850-MMS

Modbus TCP active

Modbus TCP/IP

Self-signed HTTPS certificate

present

HTTPS

14.3.2

Diagnostics > Status Configuration > Security Status

v

Monitor

SNMP

Traps

Diagnostics > Status Configuration > Alarms (Traps)

1

enable
configure

security

security

security
policy

security
policy

security
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SNMP

- status monitor pwd - change
- status monitor pwd - min - length
-status  monitor  pwd -
- config
-status  monitor  pwd -
- inactive

- status monitor telnet

-enabled Telnet

Privileged Exec Mode

Configuration mode

admin
admin
Security status

user
user

error

Min. password length

Min. password length 8
status error

Security status

Upper-case characters (min.)
Lower-case characters (min.)
Digits (min.)

Special characters (min.)

1 0

Security status error

Telnet
Security status
error

Global

Send trap

Security

error
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14.3

250

security - status monitor http

security - status monitor snmp

security - status monitor sysmon - enabled
security - status monitor extnvm
upd- enabled
security - status monitor iec61850 IEC61850-MMS IEC61850-
mms enabled )
MMS Security status
error
security - status trap SNMP
Diagnostics > Status Configuration > Security Status Global
Link interrupted on enabled device ports Monitor
Diagnostics > Status Configuration > Device Status Port
Link interrupted on enabled device ports
enable Privileged Exec Mode
configure Configuration mode
security - status monitor no -link - enabled
Security
status error
interface 1/1 1/1  Interface Configuration
mode
security - status monitor no - link / 1

- enabled HTTP HTTP
Security status
error

-unsecure  SNMP

Security status error

SNMPv1

SNMPv2

SNMPv3

Device Security > User Management
SNMP encryption type
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14.3

14.3.3

. Basic Settings > System

show security - status all EXEC Privilege mode
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14.4

14.4
i
2 1
i
i
Ring Manager mode
i
1 Propagate connection error
i
14.4.1
Manual setting mode
u SPS
U SNMP
Diagnostics > Status Configuration > Signal Contact Global
Configuration Mode
Manual setting
Configuration open
Configuration close
enable Privileged Exec Mode
configure Configuration mode
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14.4

signal - contact 1 mode manual 1

signal - contact 1 state open

signal - contact 1 state closed

14.4.2

Configuration
0 Device status
Diagnostics > Status Configuration > Device Status

U Security status
Diagnostics > Status Configuration > Security Status

U Device/Security status

Diagnostics > Status Configuration > Device Status
Diagnostics > Status Configuration > Security Status

Diagnostics > Status Configuration > Signal Contact Global

Configuration Mode
Monitoring correct operation

Monitor

SNMP
Traps Send trap

Diagnostics > Status Configuration > Alarms (Traps)
1 SNMP

Basic Settings > System
enable Privileged Exec Mode

configure Configuration mode

signal - contact 1 monitor temperature
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254

signal - contact 1 monitor ring -

redundancy
signal - contact 1 monitor link - failure /
/
signal - contact 1 monitor envm - removal
signal -contact 1 monitor envm -
not -in - sync
signal - contact 1 monitor power - supply 1 1
signal - contact 1 monitor module - 1
removal 1
1
signal - contact 1 trap
SNMP
no signal - contact 1 trap SNMP
Monitor Link interrupted on enabled device ports
Diagnostics > Status Configuration > Device Status Port
enable Privileged Exec Mode
configure Configuration mode
signal - contact 1 monitor link - failure /
/

interface 1/1 1/1  Interface Configuration

mode
signal - contact 1 link - alarm /

/
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47 Device Status

Temperature

Ring redundancy

Connection errors Propagate connection error

External memory not in sync ENVM
with NVM

External memory removed

Power supply

Basic Settings > System
Signal contact status

show signal - contact 1 all
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14.5

14.5

. Basic Settings > System

48
“ 10 Mbit/s
OK
@ 100 Mbit/s
OK
@ 1000 Mbit/s
OK
@
Basic Settings > Port Configuration
Automatic configuration Manual configuration
Manual cable crossing (Auto. conf. off)
|@|
Basic Settings > Port Configuration
Automatic configuration
©
AdminLink = OK
o
Basic Settings > Port Configuration Port on

Link/Current settings
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14.6

14.6

Basic Settings > Restart

49

CRC

Basic Settings > Port
Statistics

Basic Settings > Restart
port statistics

14.6.1 Duplex Mode

2 Duplex Mode

Duplex Mode

CRC

TX Duplex

U Collisions

Half-duplex Collisions
U Duplex problem

Duplex
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258

50 Duplex mode

EMI

Network extension

Collisions, Late Collisions

Full-duplex mode

CRC Error

Collisions

Full-duplex mode

Late Collisions

Duplex mode

No. Duplex Duplex Mode
Mode
10
marked Half duplex None OK
marked Half duplex Collisions OK

3 marked Half duplex Late Collisions  Duplex Duplex
EMI

4 marked Half duplex CRC Error OK EMI

5 marked Full duplex None OK

6 marked Full duplex Collisions OK EMI

7 marked Full duplex Late Collisions  OK EMI

8 marked Full duplex CRC Error OK EMI

9 unmarked Half duplex None OK

10 unmarked Half duplex Collisions OK

11 unmarked Half duplex Late Collisions  Duplex Duplex
EMI

12 unmarked Half duplex CRC Error OK EMI

13 unmarked Full duplex None OK

14  unmarked Full duplex Collisions OK EMI

15 unmarked Full duplex Late Collisions OK EMI

16 unmarked Full duplex CRC Error Duplex Duplex
EMI

QGH59056.01 - 06/2021



14.7

14.7

LED 3

Auto-Disable

Auto-Disable

SNMP Reason

Auto-Disable
i
i

Auto-Disable
U Link flap (Port Monitor )
CRC/Fragments (Port Monitor )
(Port Monitor )
DHCP Snooping
Dynamic ARP Inspection
Spanning Tree
Port Security
Overload detection (Port Monitor )
Link speed/Duplex mode detection (Port Monitor )

cocoococc

Diagnostics > Ports > Port Monitor ~ CRC/Fragments

Diagnostics > Ports > Port Monitor CRC/Fragments
1/1
Diagnostics > Ports > Port Monitor Global
Operation On

1/1  CRC/Fragments
on
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260

Action

Auto-Disable

E Reset

U Auto-Disable

Diagnostics > Ports > Port Monitor

CRC error

Diagnostics > Ports > Port Monitor

1/1

auto - disable

auto - disable Auto-Disable
disable port
disable port
Auto-disable
Port
120

Reset timer [s]

Reset Reset timer [s]

enable

configure

interface 1/1

port - monitor  condition cre -
fragments count 2000

port - monitor  condition crc -
fragments interval 15

auto - disable timer 120

exit
auto - disable reason crc - error

port - monitor  condition crc -
fragments mode

port - monitor operation

enable
configure

interface 1/1

auto - disable reset

Privileged Exec Mode
Configuration mode

1/1
mode

CRC-Fragment

CRC-Fragment

Auto-disable
120

Configuration mode
auto-disable CRC

Port Monitor

Privileged Exec Mode
Configuration mode

1/1
mode

Interface Configuration

2000ppm

15

CRC-Fragments

Interface Configuration
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14.8 SFP

14.8 SFP

SFP SFP

mwW
mwW

[ ot et A et ]

. Diagnostics > Ports > SFP
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14.9

14.9

149.1

262

IEEE 802.1AB LLDP Link Layer Discovery Protocol
LAN
LLDP
u LAN
u LAN LLDP
U LLDP
SAP
u MAC
u MAC
i
i
i
i
i
u ID
u VLAN ID
i
i
u VLAN VLAN

VLAN ID VLAN

LLDP
LLDP
LLDP LLDP
LLDP LLDP
LLDP MIB Management Information Base

SA2-LLDP-EXT-HM-MIB SA2-LLDP-MIB LLDP

. Diagnostics > LLDP > Topology Discovery

Display FDB Entries

LLDP
LLDP
LAN
MAC
IEEE MAC
LLDP 2
LLDP 2
lidp MIB
LLDP
LLDP

FDB forwarding database
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14.9

LLDPDU
14.9.2 LLDP -Med
LLPD
Capabilities
TLV

U capabilities TLV
MED

U Network policy TLV
VLAN

VLAN

LLDP-MED
U VLAN ID 802.1p

LLDP-MED

a LAN
i
i
i
U LLDP
U LLDP-MED
LAN
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LLDP
MAC FDB
LLDP LLDP-MED
P VolP Voice over IP
VolP
TLV type-length-value
LLDP-
VLAN

Diffserv code point DSCP

LAN

MAC/
VolIP

VoWLAN Voice over Wireless LAN
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14.10

14.10

BPDU

Switching > L2-Redundancy > Spanning Tree > Port

Port state Port role Port state
discarding Port role backup

Switching > L2-Redundancy > Spanning Tree > Port

Loop state true
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14.11 2

14.11 2
2
2
2
1 2

2
2

14.11.1

2 Loop Protection

U A:Active mode
active mode
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14.11 2

U P:Passive mode
passive mode

1 3

P:\/\:P -
A/ \A P/
X XX

P\\P

P\\ /P /P
~1oCF Xr
2 A x A
4 Ax
A
64 2

Loop Protection

Diagnostics > Loop Protection
Global Transmit interval
Global Receive threshold

Mode Loop Protection
active
passive
Action all
2 Auto-
Disable

Active

enable Privileged Exec Mode
configure Configuration mode
loop - protection tx - interval 5 transmit interval
loop - protection rx - threshold 1 receive threshold
interface 1/1 Interface mode
1/1
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14.11 2

loop

loop

loop

loop

exit

- protection mode active

- protection mode passive

- protection action all

- protection operation

Auto -Disable

Loop Protection

Configuration

loop - protection auto

Operation

loop - protection operation

14.11.2

Loop Protection
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- disable

active

Loop Protection

Configuration mode

Auto-Disable

Auto-disable

Auto-Disable

Loop Protection

Loop Protection

passive

2 Auto-Disable

active mode
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14.11 2

Loop Protection
passive mode

Loop Protection Spanning Tree
Loop Protection Spanning Tree
Switching > L2-Redundancy > Spanning Tree > Global STP active
Spanning Tree Switching > L2-

Redundancy > Spanning Tree
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1412 E

14.12 E

14.12.1

E
switch@se.com

Diagnostics > Email Notification > Global
Sender Address E

enable Privileged Exec Mode
configure Configuration mode

logging email from - addr
<user@doma.in>

14.12.2

51

emergency

alert
critical

error
warning

notice
informational

debug
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1412 E

U Notification immediate

U Notification periodic

Diagnostics > Email Notification > Global

Notification immediate E
Severity
Subject E

Notification periodic E
Severity
Subject E

enable Privileged Exec Mode

configure Configuration mode

logging email severity immediate E
<level>

logging email severity periodic E
<level>

logging  email  subject add TEXT
<immediate | periodic> TEXT
14.12.3

30

Diagnostics > Email Notification > Global

Notification periodic E
Sending interval [min]
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1412 E

enable Privileged Exec Mode
configure Configuration mode
logging email duration <30..1440> E
14.12.4
10
Diagnostics > Email Notification > Recipients
Notification type E
Address
Active
enable Privileged Exec Mode
configure Configuration mode
logging email to - addr add <1..10> user@doma.in
addr <user@doma.in> msgtype 1.10
<immediately | periodically> ”
14.12.5

Diagnostics > Email Notification > Mail Server

IP address 1P DNS
Encryption
Destination TCP
port TCP
User name Password
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1412 E

14.12.6

14.12.7

272

E

U E
U Email Notification

Description

Active

enable
configure
logging email mail - server add
<1..5> addr <IP ADDRESS>
[security

<noneltlsvl>] [username <USER
NAME>] [password <PASSWORD>]
[port <1..65535>]

Privileged Exec Mode
Configuration mode

IP
IP ADDRESS.

Diagnostics > Email Notification > Global

Operation

enable
configure
logging email operation

no logging email operation

On

Privileged Exec Mode
Configuration mode
E

E

Diagnostics > Email Notification > Mail Server

E Connection test

Connection test
Recipient

Message text

Ok

1.5
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1412 E

enable Privileged Exec Mode

configure Configuration mode

logging email test msgtype TEXT E
<urgentlnon - urgent> TEXT

QGH59056.01 - 06/2021 273



14.13

14.13

14.13.1

274

U0 System Log file

U Audit Trail

U Persistent Logging

U Download support information
Zip

Syslog

Diagnostics > Report > Global

Console logging

Console logging On
2
Buffered logging
SNMP
Syslog Log SNMP get request
Log SNMP get request
Syslog

HTML

SNMP

Severity

Severity
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14.13

SNMP Syslog
Log SNMP get request

SNMP logging On
SNMP Syslog
Log SNMP set request

SNMP logging On

get/ set
IEEE 1686 Substation Intelligent

Electronic Devices

Diagnostics > Report > Global

CLI logging On

1 zip PC
audittrail.html
defaultconfig.xml
script
runningconfig.xml
supportinfo.html
systeminfo.html
systemlog.html

[ - et et B e A et e B e

zip
<IP_address>_<system_name>.zip

Download support information

14.13.2 Syslog

1 8 Syslog
SNMP Syslog

Diagnostics > Report > Audit Tralil
Diagnostics > Report > System Log
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14.13

276

Diagnostics > Syslog

IP address Syslog P
IPv4 IPv6

Destination UDP port Syslog
UDP
Min. severity Syslog
Active

Operation On

SNMP logging SNMP

Diagnostics > Report > Global
SNMP Syslog
Log SNMP get request

SNMP logging On
SNMP Syslog
Log SNMP set request

SNMP logging On

get/ set

enable

configure

logging host add 1 addr
10.0.1.159
severity 3

logging host add 2 addr 2001::1
severity 4

logging syslog operation
enable

show logging host

No. Server IP Port Max.Severity
1 10.0.1.159 514 error

2 2001:1 514 warning
configure

logging snmp - requests get operation

logging snmp - requests get severity 5

Privileged Exec Mode

Configuration mode

Syslog
3
3 error
Syslog IPv6
4 warning
Syslog
Privileged Exec Mode
Syslog
Type Status
systemlog active
systemlog active
Configuration mode
SNMP GET
5 SNMP GET
5 notice

QGH59056.01
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14.13

logging snmp - requests set operation SNMP SET
logging snmp - requests set severity 5 5 SNMP SET
5 notice
exit Privileged Exec Mode
show logging snmp SNMP
Log SNMP GET requests : enabled
Log SNMP GET severity : notice
Log SNMP SET requests : enabled
Log SNMP SET severity : notice

14.13.3
Diagnostics >
Report >System Log
html E Reset
E Reset
1 Syslog
14.13.4 Syslog over TLS
TLS
TLS
2
Syslog TLS
PEM P DNS
Common Name
Subject Alternative Name
TLS Syslog Destination UDP port TCP
P DNS IP DNS

Common Name Subject
Alternative Name
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Syslog
TLS Syslog

Syslog

CA

Diagnostics > Syslog
SSH

enable

configure

logging host add 2 addr 2001::1

Destination UDP port TCP
Syslog
Syslog TLS
Syslog
Operation On
Syslog
PEM

Privileged Exec Mode

Configuration mode

logging host add 1 addr 192.168.3.215 1 IPv4 Syslog
192.168.3.215
2 IPv6 Syslog
2001:1.
6512

logging host modify 1 port 6512
type systemlog

logging host modify 1 transport tls

logging host modify 1 severity
informational

enable

copy syslogcacert evmm

show logging host

14.13.5

Diagnostics > Report > Audit Trall
SNMP

Diagnostics > Syslog

278

tls

informational
Privileged Exec Mode

CA

Syslog

8 Syslog
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14.13

u

u show

U logging audit
trail <string>

i

i

i

i

i

i

i

U Ethernet Switch Configurator

u

i

i

U HTTPS SNMP

u
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14.14 TCPdump

14.14 TCPdump

TCPdump UNIX

TCPdump CPU
debug TCPdump
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14.15

14.15
;
14.15.1
RMON
Switch F’LCK
~C \ Z
=
-
-~ < ¥
E”RMON
65

Port Mirroring
Allow management

Port Mirroring

VLAN
VLAN
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14.15

Diagnostics > Ports > Port Mirroring

Enabled
Destination port Primary port
2
Destination port Secondary port
primary
Destination port Allow management
Port Mirroring = Reset config
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14.16

14.16

U task
U resource

U software

U hardware

U log only

U send trap
SNMP
U reboot

Diagnostics > System > Selftest

Action

enable Privileged Exec Mode
configure Configuration mode
selftest action task log - only
selftest action resource send - trap SNMP
selftest action software send - trap
SNMP

selftest action hardware reboot

Diagnostics > System > Selftest
U RAM test
RAM test

QGH59056.01 - 06/2021 283



14.16

284

SysMonl is available

Load default config on error

SysMonl is available
Load default config on error

selftest ramtest

no selftest ramtest
selftest system - monitor
no selftest system - monitor

show selftest action

show selftest settings

RAM

ramtest SysMon
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14.17

14.17

normal
open

short circuit
untested
Unknown

[ ot et A et ]
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15.1 DHCP

15
15.1 DHCP
DHCP Dynamic Host Configuration Protocol
IP DNS NTP
DHCP 4 P IP
IP DORA Discovery Offer Request
Acknowlegment
UDP 67 UDP 68
DHCP IP P pool
IP IP
DHCP
15.1.1 VLAN IP
DHCP IP IP VLAN
VLAN
VLAN IP
IP
VLAN
IP DHCP IP
DHCP ID
IP 1
VLAN
IP Last IP address
DHCP ID
ID MAC ID ID ID
ID DHCP
IP
IP DHCP IP
VLAN VLAN
IP IP

MAC address Client ID Remote ID Circuit ID
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15.1 DHCP

15.1.2 DHCP IP

ID

MAC 00:24:E8:D6:50:51

Advanced > DHCP Server > Pool

IP address
Port 1/1
MAC address

4294967295
Active

Advanced > DHCP Server > Global
1/1 DHCP server active
Operation

enable

configure

dhcp - server pool add 1 static
192.168.23.42

dhcp - server pool modify 1 mode
interface 1/1

dhcp - server  pool modify 1 mode
mac 00:24:E8:D6:50:51

dhcp - server pool mode 1

dhcp - server pool modify 1
leasetime infinite

dhcp - server operation

interface 1/1

dhcp - server operation

288

192.168.23.42

00:24:E8:D6:50:51

Lease time [s]

On

Privileged Exec Mode
Configuration mode

1 IP
192.168.23.42

1

1/1
MAC 00:24:E8:D6:50:51

1 IP

1
IP
1

DHCP

1/1  Interface Configuration
mode

DHCP Server
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15.1 DHCP

15.1.3 DHCP IP

IP MAC address Client ID
Remote ID  Circuit ID IP

Advanced > DHCP Server > Pool

IP address 192.168.23.92 1 P

Last IP address 192.168.23.142 IP
Lease time [s] 60

Port 1/2

Active

Advanced > DHCP Server > Global

1/2 DHCP server active
Operation On

enable Privileged Exec Mode

configure Configuration mode

dhcp - server pool add 2 dynamic IP

192.198.23.92 192.168.23.142 192.168.23.92 192.168.23.142

dhcp - server  pool  modify 2 Lease Time

leasetime

{seconds | infinite}

dhcp - server pool add 3 dynamic IP

192.198.23.172 192.168.23.180 192.168.23.172 192.168.23.180

dhcp - server  pool  modify 3 Lease Time

leasetime

{seconds | infinite}

dhcp - server pool mode 2 2

dhcp - server pool mode 3 3

dhcp - server operation DHCP

interface 2/1 2/1  Interface Configuration
mode

dhcp - server operation DHCP Server
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15.2 DHCP L2

15.2 DHCP L2
DHCP 82
DHCP DHCP 2
3 DHCP
DHCP IP IP
DHCP
DHCP
DHCP DHCP
3
IP 2
3 DHCP
1
2 3 DHCP
U Global setting:
disable
U Interface settings:
disable
Trusted disable
U VLAN settings:
disable
ID enable
ID mac
ID
DHCPv6 DHCPv6
DHCPv6
DHCPv6 LDRA RFC 6221
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15.2 DHCP L2

LDRA 2
a1 Relay-Forward
a 2 DHCPv6 Relay-Reply
Relay-Forward
Relay-Forward ID Option 18
Option 18 DHCPv6
15.2.1 ID
IPv4 DHCP ID
ID DHCP Option 82
a ID
u ID MAC 1P
DHCP
DHCP
IP
DHCP ID ID
Option 82
15.2.2 DHCP L2
Advanced > DHCP L2 Relay > Configuration
VLAN Operation On
Option 82 DHCPv4 Option 18 DHCPv6
DHCP L2 Relay Trusted port
DHCP
DHCP DHCP L2 Relay
Trusted port
Option 82 DHCPv4 Option 18 DHCPv6
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15.2 DHCP L2

DHCPV4 L2

Option 82

X

11 1/2

1/2 /

1 DHCP

X

VLAN2

VLAN2 1/1 VLAN2

enable

vlan database

— 1/VLAN2

DHCP 2

Advanced > DHCP L2 Relay > Configuration

1/1
Active
1/2
Active
Trusted port
Advanced > DHCP L2 Relay > Configuration

VLAN2
Active
Circuit ID
IP Remote ID
ip

2

Operation On

Advanced > DHCP L2 Relay > Configuration

1/1 1/2
Active
Trusted port

Operation On

dhcp - 12relay circuit -id2 VLAN2 ID

dhcp - I2relay remote - id ip 2 IP

292

Privileged Exec Mode

DHCPvV6 L2
ID

Interface

VLAN ID

Remote ID type

Interface

VLAN Configuration mode
DHCP Option 82

VLAN 2

ID

QGH59056.01 - 06/2021



15.2 DHCP L2

dhcp - 12relay mode 2 VLAN2 DHCP L2 Relay

exit Privileged Exec Mode

configure Configuration mode

interface 1/1 1/1 Interface Configuration
mode

dhcp - I2relay mode 2 DHCP L2 Relay

exit Configuration mode

interface 1/2 1/2  Interface Configuration
mode

dhep - 2relay trust Trusted port

dhcp - I2relay mode 2 DHCP L2 Relay

exit Configuration mode

dhcp - I2relay mode DHCP L2 Relay

2

enable Privileged Exec Mode

configure Configuration mode

interface 1/1 1/1 Interface Configuration
mode

dhcp - 12relay trust Trusted port

dhcp - I2relay mode 2 DHCP L2 Relay

exit Configuration mode

interface 1/2 1/2 Interface Configuration
mode

dhcp - 12relay trust Trusted port

dhep - I2relay mode 2 DHCP L2 Relay

exit Configuration mode

dhcp - I2relay mode DHCP L2 Relay
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15.3

15.3

15.3.1

294

DNS
DNS
DNS Domain Name System DNS
IP DNS
IP DNS
DNS
DNS DNS
DHCP DNS VLAN
IP
DNS
a IP 4 DNS
a IP 64
a 128
DNS
DNS DNS
Advanced > DNS > Client > Static
Configuration Configuration source user
Configuration Domain name devicel
Address DNS IPv4 192.168.3.5
IPv6 DNS IP
Active
Advanced > DNS > Client > Global
Operation On
enable Privileged Exec Mode
configure Configuration mode
dns client source user DNS
dns client domain - name devicel devicel
dns client servers add 1 ip 192.168.3.5 IPv4 DNS 1
192.168.3.5
dns client servers add 2 ip 2001::1 IPv6 DNS 2
2001::1
dns client adminstate DNS Client
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15.3 DNS

DNS IP

Advanced > DNS > Client > Static Hosts

Name example.com

IP address 192.168.3.9

Active
enable Privileged Exec Mode
configure Configuration mode
dns client host add 1 name example.com IP

example.com ip 192.168.3.9

dns

QGH59056.01 - 06/2021
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15.4 GARP

154 GARP

GARP Generic Attribute Registration Protocol

GARP

154.1 GMRP

GMRP GARP Multicast Registration Protocol

Protocol LAN
GARP
GMRP MMRP
GMRP

Switching > GARP > GMRP

IEEE

VLAN

GARP  Generic Attribute Registration

enable Privileged Exec Mode

configure Configuration mode

interface 1/1 1/1
mode

garp gmrp  operation GMRP

exit Configuration mode

garp gmrp operation GMRP

296

GMRP active

Interface Configuration
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15.4 GARP

15.4.2 GVRP
GVRP GVRP VLAN
GVRP 802.1Q
VLAN
GVRP GVRP
VLAN
Switching > GARP > GVRP
GVRP GVRP VLAN
GVRP active
enable Privileged Exec Mode
configure Configuration mode
interface 3/1 3/1  Interface Configuration
mode
garp gvrp operation GVRP
exit Configuration mode
garp gvrp operation GVRP
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15.5 MRP-IEEE

15.5 MRP -IEEE

IEEE 802.1Q IEEE 802.1ak MRP Multiple Registration Protocol GARP
Generic Attribute Registration Protocol IEEE GARP

GMRP  Multicast Registration Protocol GVRP GARP VLAN Registration

Protocol MMRP  Multiple MAC Registration Protocol MVRP  Multiple VLAN

Registration Protocol

MRP LAN
MRP MRP
VLAN
MRP Multiple Registration Protocol

MRP

155.1 MRP
MAD MRP Attribute Declaration
MAD
MRP MAD MRPDU MRP
MAP MRP Attribute Propagation
MRP LAN
Applicant state machine MRP
Declaration
MRPDU Declaration Withdrawal
MMRP Join empty JoinMt
JoinMt
15.5.2 MRP
Leave LeaveAll MRP
U Leave LeaveAll LeaveTime
(2x JoinTime) + 60  1/100
U LeaveAll LeaveAll
LeaveTime
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15.5 MRP-IEEE

MRP
0 Join Join
U Leave Leave Withdraw Leave
U0 LeaveAll LeaveAll
LAN Join
MRP
15.5.3 MMRP
LAN
MMRP  Multiple MAC Registration Protocol LAN
MAD MRP
LAN 48 MAC
MAC
LAN
Open Host Group
MMRP
MAC LAN
MMRP
LAN MMRP MAC
LAN
LAN MMRP
MAC
MMRP
A Gl
A A MMRP Join
LAN Gl
B Gl
A
1 2 3
>< - -———- >< D ><
2 — 3 4 —— 5
1 6
i T A
v MMRP Join G1 _ :
_—
- |
—_—————
A B
67 MAC MMRP
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15.5 MRP-IEEE

1554

300

MMRP

Switching > MRP-IEEE > MMRP

1 2 MMRP
1 2 MMRP
3 4 MMRP
3 4 MMRP
5 6 MMRP
5 6 MMRP

Periodic state machine

MMRP

enable
configure

interface 1/1

mrp- ieee mmrp operation

interface 1/2

mrp- ieee mmrp operation
exit
mrp- ieee mrp periodic - state - machine

mrp- ieee mmrp  operation

MVRP
MVRP  Multiple VLAN Registration Protocol
VLAN MRP
MVRP VLAN
MVRP
VLAN
MVRP

Configuration
2
3
MAC
Configuration On
2 3 MMRP

Privileged Exec Mode
Configuration mode

1/1  Interface Configuration
mode

MMRP

1/2  Interface Configuration
mode

MMRP
Configuration mode
Periodic state machine
MMRP

VLAN LAN

VLAN

VLAN
VLAN
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15.5 MRP-IEEE

MVRP
MVRP 1~4 Al A2 Bl B2 2
VLAN A
STP 1 4
2
£ipo b
3
VLAN A VLAN A Join
VLAN B VLAN B Join )
—-—————
68 VLAN MVRP
MVRP LAN Join
VLAN
LAN
VLAN
MVRP
Switching > MRP-IEEE > MVRP Configuration
1 MVRP 1 1
3 MVRP
2 MVRP 2 2
4 MVRP
3 MVRP 3 3
6 MVRP
7 8 MVRP 4
7 8 MMRP
VLAN Periodic state machine Configuration
On
Operation On
MVRP
2 3 4 MVRP
enable Privileged Exec Mode
configure Configuration mode

interface 1/1
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15.5 MRP-IEEE

mrp- ieee mvrp operation MVRP

interface 1/2 1/2 Interface Configuration
mode

mrp- ieee mvrp operation MVRP

exit Configuration mode

mrp- ieee mvrp  periodic - state - machine Periodic state machine

mrp- ieee mvrp operation MVRP
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16.1 IEC 61850/MMS

16
16.1 IEC 61850/MMS
IEC 61850/MMS IEC International Electrotechnical Commission
TCP/IP MMS
Manufacturing Messaging Specification /
SCADA |ED Intelligent Electronic Devices
IEC 61850 6 SCL Substation Configuration Language
SCL
SCL ICD
16.1.1 IEC 61850

IEC 61850 90-4
IED Intelligent Electronic Device
MMS

LN LPHD - LN LPNO

LN LBRI

LN LBSP LN LBSP LN LBSP LN LBSP

1 2 3 4
69  IEC 61850 90-4
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16.1 IEC 61850/MMS

16.1.2

304

52 TRIEC61850 90-4

LN LLNO Bridge IED Zero
LN LPHD Bridge IED Physical Device
LN LBRI Bridge
LN LCCH Communication Channel
1 Communication Channel
LN LCCF Channel Communication Filtering
Communication Channel VLAN
LN LBSP Port Spanning Tree Protocol
LN LPLD Port Layer Discovery
LLDP
LN LPCP Physical Communication Port

P

Advanced > Industrial Protocols > I[EC61850-MMS

MMS

Operation
MMS

On

QGH59056.01 - 06/2021



16.1 IEC 61850/MMS

IEC 61850/MMS IEC 61850/MMS
TCP/IP

VPN

MMS Write access

ICD
SCL

Advanced > Industrial Protocols > I[IEC61850-MMS

ICD PC E Download
IEC61850/MMS RCB Report Control Block
5 MMS
Report Control Block
53 IEC 61850/MMS
RCB
LN LPHD TmpAIm
PhyHealth LPHD.TmpAIm RCB
LN LPHD TmpAIm
PwrSupAlm 1
PhyHealth LPHD.PwrSupAlm LPHD.TmpAIm RCB
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16.1 IEC 61850/MMS

53 IEC 61850/MMS

RCB
LN LBRI RstpRoot
RstpTopoCnt
LN LCCH ChLiv
LN LPCP PhyHealth
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16.2 Modbus TCP

16.2 Modbus TCP
Modbus TCP
Modbus TCP
16.2.1 / Modbus TCP/IP

Modbus TCP/IP

TCP/IP

Modbus TCP

Modbus >

70 /

/ 4
U Modbus TCP/IP Request
U Modbus TCP/IP Indication

0 Modbus TCP/IP Response

U Modbus TCP/IP Confirmation

16.2.2

0x03
0x05 Write Single Coil

IP MAC

Format
U Bitmap: 2
32

0 F1:16
a F2:
0=
1=
u F3: OFF/ON
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16.2 Modbus TCP

308

U F4:

0 = Giga Gigabit Interface Converter (GBIC)

1= TP

2= 10 Mb/s

3= 100 Mb/s

4 = Giga 10/100/1000 Mb/s 3

5 = Giga 1000 Mb/s TP

6 =Giga SFP Small Form-factor Pluggable
u F9:32
0 String 2
Modbus TCP/IP

54
Min Max Step

0400 1 Port 1 Type 1 - F4
0401 1 Port 2 Type 1 - F4
043F 1 Port64  Type 6 1 - Fa
0440 1 Port 1 Link Status 1 - F1
0441 1 Port 2 Link Status 0 1 1 - F1
047F 1 Port 64 Link Status 1 - F1
0480 1 Port 1 STP State 1 - F1
0481 1 Port 2 STP State 1 1 - F1
04BF 1 Port 64 STP State 1 1 - F1
04C0 1 Port 1 Activity 1 - F1
04C1 1 Port 2 Activity 1 - F1
O04FF 1 Port 64 Activity 1 1 - F1
0500 1 Port 1 Counter Reset 1 1 - F1
0501 1 Port 2 Counter Reset 1 1 - F1
053F 1 Port 64 Counter Reset 0 1 1 - F1
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16.2 Modbus TCP

55
Min  Max Step

0800 1 Portl - Number of bytes received 0 4294967295 1 - F9

0802 1 Portl - Number of bytes sent 0 4294967295 1 - F9

0804 1 Portl - Number of frames received 0 4294967295 1 - F9

0806 1 Portl - Number of frames sent 0 4294967295 1 - F9

0808 1 Portl - Total bytes received 0 4294967295 1 - F9

080A 1 Portl - Total frames received 0 4294967295 1 - F9

080C 1 Portl - Number of broadcast frames 0 4294967295 1 - F9
received

080E 1 Portl - Number of multicast frames 0 4294967295 1 - F9
received

0810 1 Portl - Number of frames with CRC 0 4294967295 1 - F9
error

0812 1 Portl - Number of oversized frames 0 4294967295 1 - F9
received

0814 1 Portl - Number of bad fragments 0 4294967295 1 - F9
rcvd(<64 bytes)

0816 1 Portl - Number of jabber 0 4294967295 1 - F9
frames received

0818 1 Portl - Number of collisions 0 4294967295 1 - F9
occurred

081A 1 Portl - Number of late 0 4294967295 1 - F9
collisions occurred

081C 1 Portl - Number of 64 - byte 0 4294967295 1 - F9
frames rcvd/sent

081E 1 Portl - Number of 65 - 127 byte 0 4294967295 1 - F9
frames rcvd/sent

0820 1 Portl - Number of 128 - 255 byte 0 4294967295 1 - F9
frames rcvd/sent

0822 1 Portl - Number of 256 - 511 byte 0 4294967295 1 - F9
frames rcvd/sent

0824 1 Portl - Numberof 512 -1023 0 4294967295 1 - F9
byte frames rcvd/sent

0826 1 Portl - Number of 1023 - MAX 0 4294967295 1 - F9
byte frames rcvd/sent

0828 1 Portl - Number of Mac Error 0 4294967295 1 - F9
Packets

082A 1 Portl - Number of dropped 0 4294967295 1 - F9
received packets

082C 1 Portl - Number of multicast 0 4294967295 1 - F9
frames sent

082E 1 Portl - Number of broadcast 0 4294967295 1 - F9
frames sent

0830 1 Portl - Number of <64 byte 0 4294967295 1 - F9
fragments w/ good CRC

147E 1 Port64 - Number of <64 byte 0 4294967295 1 - F9

fragments w/ good CRC
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16.2 Modbus TCP

16.2.3

IP
Write access Write
access
Modbus TCP Write access
Modbus TCP Modbus TCP

TCP/IP

VPN

Device Security > Management Access > IP Access Restriction

Index 2 IP
Address 10.17.1.0
Netmask 255.255.255.248
Modbus TCP
P Active
Diagnostics > Status Configuration > Security Status Global

Modbus TCP active

Advanced > Industrial Protocols > Modbus TCP

Modbus TCP 502
TCP TCP port
Operation On
Modbus TCP Security Status
Basic Settings > System Security status
enable Privileged Exec Mode

network management access add 2

network management access modify 2 ip IP
10.17.1.0
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network management access modify
2 mask 29

network management access modify Modbus TCP
2 modbus - tcp enable

network management access operation IP
configure Configuration mode
security - status monitor modbus - Modbus TCP

tcp - enabled

modbus- tcp operation Modbus TCP
modbus- tcp port <1..65535> Modbus TCP TCP

502
show modbus - tcp Modbus TCP

Modbus TCP/IP server settings

Modbus TCP/IP server operation................ enabled Write -
ACCESS.....ceivirieriiie e disabled

Listening port. e, 502

Max number of sessions. ... 5

Active Sessions. e, 0

show security - status monitor

Device Security Settings Monitor

Password default settings unchanged........... monitored

Write access using Ethernet Switch Configurator is possible....monitored Loading
unencrypted configuration from ENVM...monitored

IEC 61850 MMS is enabled........ ... monitored

Modbus TCP/IP server active................... monitored

show security - status event

Time stamp Event Info

2014 - 01- 01 01:00:39 ext - nvm-load - unsecure(21) -
2014 - 01- 01 23:47:40 modbus- tcp - enabled(23) -

show network management access rules 1 1

Restricted management access settings

INdex. oo .1

IP Address. ..o 10.17.1.0
Prefix Length. . 29
HTTP. yes
SNMP...ooiiiiie e yes

Telnet. oo ye S
SSH. i yes

HTTPS. .o yes

IEC61850 - MMS......ceiiiiieeiieeeieene yes

Modbus TCP/IP.......ccccoeeviiieiiiene yes
ACHVE......oiiiiiiiceee [x]
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16.3 EtherNet/IP

EtherNet/IP ODVA Open
DeviceNet Vendor Association

TCP/IP UDP/IP
EtherNet/IP

UDP/IP Unicast
' X

UDP/IP Unicast/Multicast

EtherNet/IP-Stack

71 EtherNet/IP

EtherNet/IP CIP Common Industrial Protocol
EtherNet/IP CIP
EtherNet/IP CIP
EtherNet/IP  CIP EtherNet/IP
| FTP | |HTTP| | DNS | | cIp | |SNMP| |BOOTP| DHCP|
TCP UDP

IEEE 802.3

72 |EEE802.3 EtherNet/IP

EtherNet/IP ODVA www.odva.org

16.3.1

Switching > IGMP Snooping > Global IGMP Snooping

Advanced > Industrial Protocols > EtherNet/IP
EtherNet/IP

Advanced > Industrial Protocols > EtherNet/IP

EDS zip PC Download
zZip EtherNet/IP
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16.3 EtherNet/IP

16.3.2 EtherNet/IP

56 EtherNet/IP
TCP/IP

0x01
Get Attribute All

0x02 - - -
Set Attribute All
(0x6, 0x9)
(0x3, 0x5,
0x6, 0x8,
0x9, 0xA)

0x0e
Get Attribute
Single

0x10 - -
Set Attribute
Single (0x6, 0x9, (0x5, 0x7)

(0x3, 0x5, 0x65, 0x67,

0x6, 0x8, 0x68, 0x69,

0x9, OXA, 0x6C)

0x64)
0x05 - - - -
Reset (0x0, 0x1)

0x35 - — — Save —
Save

Configuration

Vendor specific

0x36 - - - MAC —
Mac Filter STRUCT of:
Vendor specific USINT Vlanid

ARRAY of
6 USINT Mac

DWORD
PortMask
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EtherNet/IP Class Code 0x01
ID 634
Managed Ethernet Switch ID 44
0x2C
57 1
Id
0x1 Vendor ID Get UINT Schneider Electric634
0x2 Device Type Get UINT Managed Ethernet Switch 44 (0x2C) (0x2C)
0x3 Product Code Get UINT
0x4 Revision Get STRUCT of: EtherNet/IP implementation 2.1
USINT Major
USINT Minor
0x5 Status Get WORD Bit
0: Owned 1
2. Configured 1
4. Extend Device Status
5: 0x3:1/0
6 OXT7: 1 1/0
idle
7.
0x6 Serial number Get UDINT MAC 3
0x7 Product name Get SHORT-STRING Schneider Electric + product
family + ID product ID +
software variant
TCP/IP
EtherNet/ IP TCP/IP OxF5
1
10
Get Request
Response
58
Id
0x1 VendorID Get UINT 3
0x2 Device Type Get UINT 1
Product
0x3 Code Get UINT 1
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59 1
Id
Ox1 Status Get DWORD 0: 0=
1=
6: ACD 0
7: ACD 0
0x2 Interface Get DWORD 0: BOOTP
Capability
flags
1. DNS
2: DHCP
3: DHCP-DNS
4: CIP
0
7 ACD 0= 1=
0x3 Config Control Set/Get DWORD 0: 0x0=
——0x1=BOOTP
0x2=DHCP
2:
3:
4: 1 DNS NameLookup
0
0
0x4 Physical Link Get STRUCT of:
Object Get
J UINT PaihsSize {0x20, 0xF6, 0x24, 0x01} .
EPATH Path
0x5 Interface Set/Get STRUCT of: IP IP
Configuration
UDINT IpAddress DNS
UDINT Netmask
UDINT
GatewayAddress
UDINT
NameServerl
UDINT
NameServer2
STRING
DomainName
0x6 Host Name Set/Get STRING DHCP DNS
0x7 Safety
Network
Number
0x8 TTL Value Get/Set USINT IP

1..255 =1
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59 1
Id
0x9 Mcast Config Get/Set STRUCT of: Alloc Control =0
IP
USINT AllocControl =32
USINT reserved =
239.192.1.0
UINT NumMcast
UDINT McastStartAddr
OxA Selected Acd Get/Set BOOL 0=ACD disable
1=ACD enable
0xB Last Conflict Get STRUCT of: ACD
Detected
USINT AcdActivity
ARRAY of:
6 USINT RemoteMac
ARRAY of:
28 USINT ArpPdu
60 TCP/IP
Id
0x64 Cable Test Set/Get STRUCT of:
1= 2=
USINT Interface 3= 4=
USINT Status
0x65 Cable Pair Get USINT
Size STRUCT of:
100BASE 2
1000BASE 4
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60 TCP/IP
Id
0x66 Cable Test Result Get STRUCT of: 100BASE:{
{Interface, CablePairl, CableStatus,
USINT Interface CableMinLength, CableMaxLength,
- CableFailureLocation}
USINT CablePair {Interface, CablePair2, CableStatus,
USINT CableStatus _ cableMinLength, CableMaxLength,
CableFailureLocation}
USINT } 1000BASE:{
CableMinLength {Interface, CablePairl, CableStatus,
USINT CableMinLength, CableMaxLength,
CableMaxLength CableFailureLocation}
USINTCableFailureL {Interface, CablePair2, CableStatus,
ocation CableMinLength, CableMaxLength,
CableFailureLocation}
{Interface, CablePair3, CableStatus,
CableMinLength, CableMaxLength,
CableFailureLocation}
{Interface, CablePair4, CableStatus,
CableMinLength, CableMaxLength,
CableFailureLocation}
}
2
Class(####)
Instance(###)
Attribute(#)
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explicit

Utilization Alarm

instance attribute

Class = OxF6
Instance = 1
Attribute = 6

61

class

0x1 Interface Speed Get

UDINT

MBit/s (10,100, 1000, ...)

0x2 Interface Flags Get

DWORD

0: Link State
(0=

1. Duplex mode

(0=

1= )

2: 0x0=Auto-Negotiation
3:_0x1=Auto-Negotiation
4:

0x2=

0x3=Auto-Negotiation
Ox4=Auto-Negotiation

5:

0x2 Interface Flags Get

DWORD

USINT Interface

USINT CablePair

USINT CableStatus

USINT
CableMinLength

USINT
CableMaxLength

USINTCableFailure
L ocation

0x3 Physical Address Get

ARRAY of:

6 USINT

MAC

0x4 Interface Counters Get

STRUCT of:

InOctets, InUcastPackets,

UDINT
MibliCounterl
UDINT
MibliCounter2

InNUcastPackets, InDiscards, InErrors,
InUnknownProtos, OutOctets,
OutUcastPackets, OutNUcastPackets,
OutDiscards, OutErrors

0x5 Media Counters Get

STRUCT of:

Alignment Errors, FCS Errors, Single

UDINT
EthernetMib
Counterl
UDINT
EthernetMib
Counter2

SQE

MAX TX Error

Carrier Sense Error

MAC RX Error

318
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61
Id
0x6 Interface Control Get/Set STRUCT of: Control Bits:
WORD ControlBits  0: Auto-negotiation
0= ,1= )
1: Auto-negotiation
Duplex mode (0= 1=
) 2:
UINT Auto-negotiation MBits/s:
Forcedinterface 10,100,...,
Speed
0x7 Interface type Get USINT
0:
1:
2:
3:
0x8 Interface state Get USINT
0:
1:
2:
3:
0x9 Admin State Set/Get USINT Administrative state:
1:
2:
OxA Interface label Get SHORT-STRING ID
0x64 Ethernet Interface Get USINT /
Index (ifindex out of MIBII)
0x65 Port Control Get/Set DWORD 0:
(0= 1= )
1:
o= ,1= )
8:
9: Utilization
0x66 Interface Utilization Get USINT MIB
hm2IDiagfaceUtilization
1 =100
%/100 RX
0x67 Interface Utilization Get/Set USINT
Alarm Upper hm2DiaglfaceUtilizationAlarmUpperTh
Threshold reshold
1 =100
RX
0x68 Interface Utilization Get/Set USINT
Alarm Lower hm2DiaglfaceUtilizationAlarmLowerTh
Threshold reshold
1 =100 RX
0x69 Broadcast limit Get/Set USINT Get/Set USINT Broadcast limiter
Egress BC-Frame 0=

/
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61

Id
Ox6A Ethernet Interface Get/Set STRING /
Description
MIB Il ifDescr Unit: 1
Slot: 2 Port: 1 - 10/100 Mbit TX"
unavailable 64
0x6B Port Monitor Get/Set DWORD 0: (0=0ff, 1=0n)
1: CRC/Fragment (0=0Off, 1=0n)
2: Duplex (0=0ff, 1=0n)
3: (0=0ff, 1=0n)
4 / Duplex (0=0ff,
1=0n)
5: (0=0ff,
1=0n)
6: (0=0ff,
1=0n)
7:
8:
9: 00001e:

—_000108:CRC/
10: 00100g:Duplex
11: 01000e:
10000s: / Duplex

12:
13:
14:
15:

ol o ol o

0x6C Quick Connect Get/Set USINT

Quick Connect
(0=0ff, 1=0n)
Quick Connect
100FD
Auto-Negotiation

0x6D SFP Diagnostics Get STRUCT of:

STRING
ModuleType

SHORT-STRING
SerialNumber

USINT Connector

USINT Supported

DINT Temperature in °C

DINT TxPower in mw
DINT RxPower in mw
DINT RxPower in dBm
DINT TxPower in dBm
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62

CPU

W[N]
G| | W[N]
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0x95
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63

Id

Ox1 Switch Status Get DWORD 0:

(0=ok, 1= )

(0=ok, 1= )

(O=ok, 1= )

(0=0k, 1= )

(0= 1= )

(0= 1= )

(0=0k, 1= )
10: (1= )

11 EAM (1= )
12: EAM-SD

13:

14:

15:

16:

17:

18:

19:

20:

21:

22:

23: MRP (0= , 1= )
24:

25:

26: RSTP (0= , 1= )
27: LAG (0= , 1= )
28:

29:

30:

31: (1= )

QGH59056.01 - 06/2021 323



16.3 EtherNet/IP

63
Id
0x2 Switch Get STRUCT of:
Temperature INT TemperatureF  in °F
INT TemperatureC  in °C
0x3 Reserved Get UDINT 0
0x4 Switch Max Ports Get UINT
0x5 Multicast Get/Set WORD 0: IGMP
Settings (IGMP (0= 1= )
Snooping) 1. IGMP
(0= , 1= )
2.  IGMP Querier (
)
(0= , 1= )
3. IGMP
4 off=0 IGMP
5. V1=1
__V2=2
6: v3=3
7.
8:
90 =
10: 2=
0x6  Switch Existing Get ARRAY of:
Ports
DWORD 0(= 1)
(0= , 1= )
28 DWORD1
0x7  Switch Port Get/Set ARRAY of: Bitmask Link Admin Status
Control
DWORD 0(= 1)
(0= , 1= )
28
DWORD1
0x7  Switch Ports Get ARRAY of:
Mapping
USINT 0 = 1
1..N
0

324
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63

Id

0x9  Switch Action Get DWORD

Status
0: Flash
/Flash
1: Flash
[Flash
4.
0x35
PC
1 CIP
0x51 1
64
Id
0x1 Device Up Time Get UDINT
0x2 Total port count Get UDINT
0x3 System Firmware Get SHORT-STRING
Version
Ox4 Power source Get WORD
0x5 Port Mask Size Get UINT
DWORD
0x6 Existing ports Get ARRAY of:
DWORD
0x7 Global Port Get ARRAY of: Admin
Admin State DWORD
0x8 Global Port link Get ARRAY of:
DWORD
0x9 System Boot Get SHORT-STRING
Loader Version
OxA Contact Status Get UDINT
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326

64
Id
0xB Aging Time Get UDINT 10..1000000 - 1/10
=300
0= off
OxC Temperature C  Get UINT
OxD Temperature F  Get UINT
I/O Data
65
I/O
Comm Format: Data - DINT Data - DINT Input Data - DINT -
Run/Program
IP Address IP IP IP
Input Assembly 100 100 100
Instance
Input Size 32 32 32
Output Assembly 150 152 153
Instance
Output Size 32 0 0
Configuration 151 151 151
Assembly Instance
Data Size 10 10 10
66 I/O
I/0 1
Device Status Bitmask (Switch Agent Attribute 0x1 ) DWORD
Link Status Bitmask, 1 DWORD
(0= 1= )
Output Links Admin Bitmask, 1 DWORD
State applied
(0= 1= )
Utilization Alarm2 Bitmask, 1 DWORD
( = )
Access Violation Alarm3s Bitmask, 1 DWORD
( = )
Multicast Connections DINT
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66 le]
1/0 1
TCP/IP Connections DINT
Quick Connect Mask Bitmask 1 DINT
(0=Quick Connect 1=Quick Connect
)
Link Admin State Bitmask, 1 DWORD
(0= = )
1. 32 DWORD 28
n*DWORD
2. Utilization Alarm Basic Settings > Port Utilization
3. Access Violation Network Security > Port Security
67
BOOL 1 bit
DINT 32 bit
DWORD 32 bit
SHORT-STRING max.32 bytes
STRING max.64 bytes
UDINT 32 bit
UINT 16 bit
USINT 8 bit
WORD 16 bit
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A.1 DHCP/BOOTP

Al DHCP/BOOTP

haneWIN DHCP Server
30

PC DHCP

haneWIN DHCP Server

" haneWIN DHCP Server 2.1.2 H=
File Options Window Help

Observed MAC addresses/id: 2/4
MAC Addiess/Id

[ Profie

[P Addtess

[ Lastrequeston I

4

|
[TFTP T I

|
| dynamic || ignored

static.
| Listening on Port: 67

73 haneWIN DHCP Server

Z

DHCP

Options > Preferences

DHCP

Preferences

[2]x]
General | Language  DHCP | Interfaces | TFTP | TFTP Options |

¥ Pause as long as anather Server is detected

IV Eend DHCP/BOOTP replies as tnicast messages
Accept DHCP Client Identiier (Option 61)
I~ Accept Relay Agent Information (Tlption 52)
I~ Disable Client Auto-Configuration (Dption 116)
I~ Respond ta DHCP requests only

I~ Vaiy dynamic IP addiess of dlients

™ Check that a selected dynamic IP address is not in use

oK Abbrechen

74 DHCP

Ubetmehmen l

Ok
Profiles
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DHCP
IT-Consulting Dr. Herbert Hanewinkel

www.hanewin.net

Program Settings

Options > Configuration

329


https://www.hanewin.net/dhcp-e.htm

A.1 DHCP/BOOTP

Apply
Boot
tftp P

D >t >t

A Apply OK
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Configuration profiles

Profie [Type | |
Default Client Profile

PowerMICE105

MICE102

RS2_16M101

RS2_7_103

[Fsa7ios | Add Edt | Remove
(=)

78

+ haneWIN DHCP Server 2.1.2
File Dptions Window Help

Dbserved MAC addresses/id: 2/4
MAC Addiess/Id [ Profile [1P Address [ Lastrequeston |
4] - | I
e [ e
| Listening on Port: 67 7

79

Add

" haneWIN DHCP Server 2.1.2
Dptions  Window Help

Dbserved MAC addresses/id: 2/4

MAC Addiess/Id [ Profile [1P Address [ Lastrequeston |
4] | I
e [ ] e

| Listening on Port 67 %

80

MAC
P

ith static eniries you can assign clients vith known hardare address
ot idertifier & fived IP address and canfiquiation profle

The assigned P addresses must not overlap with the dynamic address
ranges.

Idenifiers of hardware addiesses must be speciied byt by byte in
hexadecimal notation. For MAC (hardware) addiesses the bytes must be
separated by a dash o colon

I= izt dentifier 1= Circut [dentifier 17 | Remote [dentifier or
Hardware address:

IP &ddress: 149218112106

Optional
Configuration Profie: Switchl -
Remaik:

™ Redundant entty (allow entry with an existing |P address)

oK. | Apply | Cancel |

81
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332

Apply OK
DHCP

2" haneWIN DHCP Server 2.1.2 [_[o[x]
File  Options Window Help

Dbserved MAC addresses/id: 2/4
MAC Address/id  Profie [ 1P Address [ Last request on I
00:80:63:51:74:00 PoweMICE105 143218112105 03.06.05 142322
00:80:6310:92.d7 MICE102 143218112102 03.08.05 14:0958
00:80:6314:dbid3 RS2_TEM101 149.218.112.101
00:80:63:01d:b0 RS2_7_103 143218112103
4 | |
g oo e | ed
| Listening on Port: 67 Z
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A.2 82 DHCP

haneWIN DHCP Server DHCP
IT-Consulting Dr. Herbert Hanewinkel

www.hanewin.net
30

PC DHCP

haneWIN DHCP Server

+ haneWIN DHCP Server 2.1.2

Fie Options Window Help
Observed MAC addresses/id: 274

MAC Addiess/Id [ Profile [ 1P Address [ Lastrequeston |
4| | |
ITFTP. New.. [ seic [ dynemic || ignored

| Listening on Port: 67 7

83 haneWIN DHCP Server

DHCP
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A.2

82 DHCP

334

Preferences [2]x]

General| Langusge  DHCP | Intertaces | TFTP | TFTP ptions |
ause as long as anather Server is detected
I Send DHCP/BOOTP replies as uricast messages
I~ Ac H I fier (Dpti

o y Agent ]
I~ Disable Client Auto-Configuration (Option 116)

I Respand to DHCP requests orly
I~ Vary dynamic IP address of clients
I~ Check that a selected dynamic IP address is ot in use.

0K | Abbrechen | (beiehmen

84 DHCP

- haneWIN DHCP Server 2.1.2

Add

[_[ofx]
File Options Window Help
Dbserved MAC addresses/id: 2/4
MAC Address/id  Profie [ 1P Address [ Last request on |
4 |
e [ ] [
Listening on Port: B 7

Circuit Identifier
Remote Identifier

Add static entries |

With static entii ian clients with known hardware add
o identifies a fixed IP address and configuration profile:

The assigned IP addresses must not overlap with the dynamic address
ranges.

Identiiers of hardware addresses must be specified byte by byte in
hexadecimal notation, For MAE [hardware] addiesses the bytes must be
separated by a dash ot colon.

= Cliert [dentifier | W Cireuit Identifier
Hardware address:

1P Addess: —
Optianal
Configuration Profile: =

Remark:

I~ Redundant entry [allow entry with an existing IP address)

o | Apply | Cancel |

86

Hardware address
Identifier
DHCP

IP address

ciclvvvvssmmpprirlXXXXXXXXXXXX

u ci

Circuit ID ID
u cl

Circuit ID ID
U Schneider Electric

00

U vvw
DHCP
U ss

VLAN ID

Hardware address

0001

Circuit Identifier

=VLAN 1

Remote

01
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00
U mm

u pp

u ri
Remote ID ID
a rl

Remote ID ID
U XXXXXXXXXXXX

Remote ID MAC

With static entries you can assign clients with known hardware address
or identifer a fixed IP address and configuration profile.
The assigned IP. addresses must not overlap with the dynamic address
fanges.
Identifiers or hardware addresses must be specified byte by byte in
hexadscimal notation. For MAC (hardware) addresses the bytes must be
separated by a dash or colon,
= Cleriiertiier W Cireit Identifier ¥ Remote Identifier  or
Hardware address: [00000104008063109ad7
1P Address: 143.218.112.100

Optianal

Configuration Profile: -
Remark:

I™ Redundant entry (allow entry with an existing IP address)

oK ”__ET| Carcel |
87

PLC (Option 82)
; I
o | =]
MAC = IEIEIIIII[
'1'39;168 12100 00:80:63:10:9a:d7 1= =
168.112. - Elh |:|‘|:|- =

_______ DHCP
ve P

192.168.112.1 :]_
e,

IP =
192.168.112.100

88 Option 82
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A.3 SSH
SSH
i
i
U SSH
SSH
A3.1
Device Security > Management Access > Server
SSH Operation Off
RSA Signature Create
SSH Operation On
enable Privileged Exec Mode
configure Configuration mode
ssh key rsa generate RSA
A3.2
OpenSSH
PC
ssh - keygen(.exe) -gq -trsa  -frsa.key -C" -N"rsaparam
Device Security > Management Access > Server
SSH Operation Off
PC
&
336

SSH

- out rsaparam.pem 2048

SSH
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Key import Start
SSH Operation On

PC

enable Privileged Exec Mode

copy sshkey envm <file name>

A3.3 SSH

PuTTY SSH

WWW.putty.org

2 PuTTY Configuration 2|
Categon;
B- S_ession | B asic options for pour PuT T seszion |
Lo L.Dgglng r— Specify the destination you want to connect to
= Terminal
- Kepbaard Host Mame [or IP address) Part
- Bell “192.188.1.5 ' |22
- Features Caonnection type:
£l windaw  Raw ¢ Telet ¢ Rlogin[ & 55H) © Serial
- hppearance B .
- Behaviour Load, save or delete a stored session
.. Translation Saved Seszions
- Selection
E':'I':'.L’”S Default Settings Load |
=+ Connection
- Data S |
- Prosy
- Telnet Delets |
- Rlogin
- 55H
- Serial Cloze window an exit:
" Alwaps  © Newer % Only on clean exit
Ahout Help 'ml Cancel |

89 PUuTTY
Host Name (or IP address) IP
IP a.b.cd 0 255 10 4 4 10
connection type Connection type
SSH
Open
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A..3 SSH

338

PuTTY Security Alert i

&

WARNING - POTENTIAL SECURITY BREACH!

The server's host key does not match the one PUTTY has
cached in the registry, This means that either the

server administrator has changed the host key, or you
have actually connected to another computer pretending
to be the server.

The new rsa key fingerprint is:

1024

I you were expecting this change and trust the new key,
it Yes to update PUTTY's cache and continue connecting.
If you want to carry on cannecting but without updating
the cache, hit o,

I you want to abandon the connection completely, hit
Cancel, Hitting Cancel is the ONLY guaranteed safe

choice.
Help

PuTTY

x|

PuTTY

OpenSSH Suite

ssh admin@10.0.112.53

admin

IP 10.0.112.53

Yes

SSH
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A4 HTTPS

A.4 HTTPS

HTTPS
Device Security > Management Access > Server HTTP
HTTPS server

A4l HTTPS

X.509/PEM Public Key Infrastructure PKI

Device Security > Management Access > Server HTTPS
X509/PEM Certificate Create
HTTPS
enable Privileged Exec Mode
configure Configuration mode
https certificate generate X.509/PEM
no https server HTTPS
https  server HTTPS
X.509/PEM
Device Security > Management Access > Server HTTPS

PC L

&
Start
enable Privileged Exec Mode
copy httpscert envm <file name> HTTPS
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A4 HTTPS

configure Configuration mode
no https server HTTPS
https server HTTPS
HTTPS HTTPS
A4.2 HTTPS
HTTPS TCP 443 HTTPS
HTTPS
Device Security > Management Access > Server HTTPS
Operation On
HTTPS HTTP HTTPS
IP
enable Privileged Exec Mode
configure Configuration mode
https port 443 HTTPS
TCP
https server HTTPS
show https HTTPS
HTTPS HTTPS
HTTPS
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B.1 MIB Management Information Base

B.1

MIB  Management Information Base

MIB Management Information Base

MIB
class

generic object class

timeTick

ID OID
SID

generic object class sa2PSState OID =1.3.6.1.4.1.3833.1.1.11.11.1.1.2.1
power supply status

generic object

power supply

2 2
get
1.3.6.1.4.1.3833.1.1.11.11.1.1.2.1 1
Syntax
Integer -281.-23%1.1 integer
IP address XXX XXX XXX XXX
(xxx = 0..255 )
MAC address ISO/IEC 8802-3 12 16
Object er
Identifi XXX X... ( 1.3.6.1.1.4.1.3833..))
Octet String ASCII
PSID
TimeTicks = /100
= 0-232-1
Timeout 100 1
= 0-232-1
Type field ISO/IEC 8802-3 4 16
Counter 0-232-1 1
341
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B.2 RFC
RFC 768 UDP
RFC 783 TFTP
RFC 791 IP
RFC 792 ICMP
RFC 793 TCP
RFC 826 ARP
RFC 854 Telnet
RFC 855 Telnet Option Telnet
RFC 951 BOOTP
RFC 1112 IGMPv1
RFC 1157 SNMPv1
RFC 1155 SMivl
RFC 1212 Concise MIB Definitions MIB RFC 1213
RFC 1493 Dotld
RFC 1542 BOOTP-Extensions BOOTP
RFC 1643 Ethernet-like -MIB MIB
RFC 1757 RMON
RFC 1867 Form-Based File Upload in HTML HTML
RFC 1901 Community based SNMP v2 SNMP v2
RFC 1905 Protocol Operations for SNMP v2 SNMPv2
RFC 1906 Transport Mappings for SNMP v2  SNMPv2 RFC 1945
RFC 2068 HTTP/1.1 protocol as updated by draft-ietf-http-v11-spec-rev-03
HTTP/1.1

RFC 2131 DHCP
RFC 2132 DHCP-Options DHCP
RFC 2233 The Interfaces Group MIB using SMI v2 SMiv2

MIB
RFC 2236 IGMPv2
RFC 2246 The TLS Protocol, Version 1.0 TLS Ver.1.0
RFC 2346 AES Ciphersuites for Transport Layer Security

AES

RFC 2365 Administratively Scoped IP Multicast IP
RFC 2578 SMiv2
RFC 2579 Textual Conventions for SMIv2 SMiv2
RFC 2580 Conformance statements for SMIv2 SMIv2
RFC 2613 SMON
RFC 2618 RADIUS Authentication Client MIB  RADIUS MIB
RFC 2620 RADIUS Accounting MIB RADIUS MIB
RFC 2674 Dot1p/Q
RFC 2818 HTTP over TLS
RFC 2851 Internet Addresses MIB MIB
RFC 2863 The Interfaces Group MIB MIB
RFC 2865 RADIUS Client RADIUS
RFC 2866 RADIUS Accounting RADIUS
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RFC 2868 RADIUS Attributes for Tunnel Protocol Support
RADIUS

RFC 2869 RADIUS Extensions RADIUS

RFC 2869bis RADIUS support for EAP  EAP RADIUS

RFC 2933 IGMP MIB

RFC 3164 The BSD Syslog Protocol BSD Syslog

RFC 3376 IGMPv3

RFC 3410 Introduction and Applicability Statements for Internet Standard Management Framework

RFC 3411 An Architecture for Describing Simple Network Management Protocol (SNMP)
Management Frameworks SNMP

RFC 3412 Message Processing and Dispatching for the Simple Network Management Protocol
(SNMP) SNMP

RFC 3413 Simple Network Management Protocol (SNMP) Applications SNMP

RFC 3414 User-based Security Model (USM) for version 3 of the Simple Network Management
Protocol (SNMPv3) SNMPv3 USM

RFC 3415 View-based Access Control Model (VACM) for the Simple Network Management Protocol
(SNMP) SNMP VACM

RFC 3418 Management Information Base (MIB) for the Simple Network Management Protocol
(SNMP) SNMP MIB

RFC 3580 802.1X RADIUS Usage Guidelines 802.1X RADIUS

RFC 3584 Coexistence between Version 1, Version 2, and Version 3 of the Internet- standard
Network Management Framework NMP Ver.1
Ver.2 Ver.3

RFC 3621 Power Ethernet MIB  PoE MIB

RFC 4022 Management Information Base for the Transmission Control Protocol (TCP) TCP

MIB RFC 4113
RFC 4113 Management Information Base for the User Datagram Protocol (UDP)
UDP MIB

RFC 4188 Definitions of Managed Objects for Bridges

RFC 4251 SSH protocol architecture  SSH

RFC 4291 IPv6 Addressing Architecture 1Pv6

RFC 4252 SSH authentication protocol SSH

RFC 4253 SSH transport layer protocol SSH

RFC 4254 SSH connection protocol SSH

RFC 4293 Management Information Base for the Internet Protocol (IP)

MIB

RFC 4318 Definitions of Managed Objects for Bridges with Rapid Spanning Tree Protocol

RFC 4330 Simple Network Time Protocol (SNTP) Version 4 for IPv4, IPv6 and OSI OSI SNTP
Ipv4 IPv6 Ver.4

RFC 4363 Definitions of Managed Objects for Bridges with Traffic Classes, Multicast Filtering, and
Virtual LAN Extensions

LAN

RFC 4541 Considerations for Internet Group Management Protocol (IGMP) and Multicast Listener
Discovery (MLD) Snooping Switches IGMP MLD

RFC 4836 Definitions of Managed Objects for IEEE 802.3 Medium Attachment Units (MAUs) IEEE
802.3 MAU

RFC 4861 Neighbor Discovery for IPv6 |P 6 IPv6

RFC 5321 Simple Mail Transfer Protocol

RFC 6221 Leightweight DHCPv6 Relay Agent DHCPV6

RFC 8200 IPv6 Specification IPv6

RFC 8415 DHCPv6
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IEEE

IEEE

IEEE 802.1AB Station and Media Access Control Connectivity Discovery

IEEE 802.1D MAC Bridges (switching function) MAC

IEEE 802.1Q Virtual LANs (VLANs, MRP, Spanning Tree) LAN VLAN MRP
IEEE 802.1X

IEEE 802.1X Port Authentication

IEEE 802.3 Ethernet

IEEE 802.3ac VLAN Tagging VLAN IEEE 802.3x

IEEE 802.3X Flow Control

IEEE 802.3af Power over Ethernet PoE
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B.4 IEC

IEC 62439 High availability automation networks
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B.5 ANSI

ANSI/TIA-1057  Link Layer Discovery Protocol for Media Endpoint Devices, April 2006
LLDP 2006 4
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B.6

16.3.3
MAC 16384
MAC 100
IGMP 1024
MAC
MAC 64
MMRP
8
0.7
MTU 9720
16.3.4 VLAN
VLAN ID 1..4042
VLAN 128
128
16.3.5 ACL
ACL 50
ACL 256
256
2048 (8 x 256)
VLAN 12
128
514
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B.7

Help > Licenses
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B.8

ACL

Access Control List

BOOTP

Bootstrap Protocol

CLI

Command Line Interface

DHCP

Dynamic Host Configuration Protocol
DHCPv6

DUID

DHCP Unique Identifier DHCP

EUI

Extended Unique Identifier

FDB

Forwarding Database

GUI

Graphical User Interface

HTTP

Hypertext Transfer Protocol

HTTPS

Hypertext Transfer Protocol Secure

ICMP

Internet Control Message Protocol

IEEE

Institute of Electrical and Electronics Engineers

IGMP

Internet Group Management Protocol

Internet Protocol

IPv6

Internet Protocol version 6

LDRA

Lightweight DHCPv6 Relay Agent

DHCPv6

LED

Light Emitting Diode

LLDP

Link Layer Discovery Protocol

MAC

Media Access Control

MIB

Management Information Base

MRP

Media Redundancy Protocol

NDP

Neighbor Discovery Protocol

NMS

Network Management System

PC

Personal Computer

PTP

Precision Time Protocol

QoS

Quiality of Service

RFC

Request For Comment

RM

Redundancy Manager

RSTP

Rapid Spanning Tree Protocol

SCP

Secure Copy

SFP

Small Form-factor Pluggable

SFTP

SSH File Transfer Protocol SSH

SNMP

Simple Network Management Protocol

SNTP

Simple Network Time Protocol

TCP

Transmission Control Protocol

TFTP

Trivial File Transfer Protocol

TP

Twisted Pair

UDP

User Datagram Protocol
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URL Uniform Resource Locator

UTC Coordinated Universal Time

VLAN Virtual Local Area Network

350 QGH59056.01 - 06/2021



0-9

<02 Iy PP SUTPSRPRPRP 67
A

ACCESS T0lBS e e e s e e rae e e e e 71
ACCESS SECUILY e 115
Advanced MOAE e 181, 182
AGING TIME e 140
Y - o PR PP PRSP 243
AlarM MESSAQGES e e e e e e s rraaeaaaaan 241
AIRBINALE POIt e ————————— 201, 207
Y 1 PSPPSR 44
Y 4| PRSP 44
Y 4 PSP RRSTPRR 46
AULNENICAtION [IST e e e e e e e e e s e e e e e e e e e e 67
Automatic configuration s 116
B

Backup POt 202, 207
BanAWidt e e e e e e s e e e e e e aan 156
Best Master Clock algorithm 93
L= L N N S 43
Boundary clock (PTP) PTP 92
] e 15 O PPN 195
BPDU guard BPDU et e e e e e e e e e e e e e e e e nnnnae s 206, 207
Bridge Identifier e 193
Bridge Protocol Data Unit 195
C

(7 N o1 4 1107 1= NS 277
L0 15 PP SUUPSRPPPRRN 46
L SRS 312
Classless inter domain routing e 46
(64 (0 F7=To [od [ {ox 1 | AT P PPTTP PP 252
Command Line Interface 18
COMMANG TrEE e e et e e b et e e e e s e bbb e e e e e e e e e b e e e e e e e e e e b b e reeaaa s 29
Common Industrial Protocol 312
Configuration file 59
Configuration modifications 241
ConNeXium NetWOrK MABNAGET .......eeiiiiiieee ittt e et e e e bb et e e s rbb e e e e abbeeeeabbeeeeans 13

QGH59056.01 - 06/2021 351


file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark112
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark118
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark191
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark290
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark294
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark228
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark386
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark378
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark333
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark348
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark63
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark64
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark71
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark109
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark193
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark334
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark348
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark255
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark156
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark58
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark151
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark317
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark345
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark349
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark309
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark317
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark435
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark74
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark477
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark74
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark399
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark15
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark40
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark477
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark94
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark380
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark5

D

Datatraffic e 129
Daylight SaVING tIME e e e e a e e e 87
Delay (PTP) P T P e et e — e e st e e e rra e e e e nrbaaa e 93
Delay measurement (PTP) P P 93
Delay time (MRP) MR 181
Denial of SEIVICE DOS ..., 129
Denial Of SEIVICE  DOS .. .ottt e e et e e e sa e e e e snbe e e e e anbae e e e nneee 129
Designated BridgE e e e e e rraaeaaaaan 201
(1S o g =1 (=T I o To ) o A RSP 201, 206
Destination table e 241
DEVICE STAUS e 245
D T PRSP 43
DHCP L2 Relay DHCP L2 ottt et e st e e e et re e e e e e e e e 290
DHCP server DH P e 86, 90, 329, 333
[ @ =Y SRS 60
Diameter (Spanning Tre€) e 195
(D11 85T =] oY TP TP PP PP PTPPPUPPPPPPRN 145
Disabled POrt 202
[0 1S PRSPPSO 129
[ 1] 4 RSP P P OPPPRPTRPRRN 145, 153
E

EdQe PO 201, 206
5 T PRSPPSO 312
Email NOtIfiICAtION B e e e e e 269
Ethernet Switch Configurator 43
EtherNet/IP website EtherNetIP e 312
A=Y o (o o O PR PTPPPPRPPRPN 277
F

Faulty device replacement 15
Firstinstallation 43
Flow control 156
G

L AN SRRSO 296
LT 1Y 7 PSP 44, 53
Generic ObJeCt ClasSES 341
Global Config mode e —————————————— 26, 27
GIMRP .ottt e et et e o Rt e e R bttt e e R ettt e e R bt et e e R bt e e e aennaeeeaanttaeeennnreen 296
Grandmaster (PTP) e N NS 93
H

HaNEWIN ... 329, 333
Hardware re€SEt e ——————— 241
HIPER-Ring HIPER oot e e aareeas 190
HOSE AdOrESS o ———————— 44

352 QGH59056.01 - 06/2021


file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark205
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark142
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark158
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark158
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark288
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark206
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark206
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark330
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark331
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark346
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark382
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark389
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark59
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark451
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark140
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark145
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark485
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark488
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark97
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark314
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark233
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark335
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark206
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark233
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark251
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark332
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark345
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark481
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark419
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark57
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark478
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark433
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark8
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark56
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark254
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark457
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark69
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark83
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark501
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark36
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark38
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark459
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark155
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark485
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark488
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark379
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark299
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark67

AN A ettt e bt e b oo bt e R bt e o Ee e oA be e oA Ee e e bee e oR b e e e eRbeeeRbeeebeeeebeeeanneeanes 44
1N PP OTRTR 67
TEC BL850 ... uteeeeeiesitee et e st ettt ettt etttk E et e R e st e e Rt e n e nr e n e e anee e 303
1= = ] 12 I PP PTRPR 67
IEEE MAC Adress IEEE MAC e e 262
IGMP snooping LG P 140, 312
INSTANTIALION e e e 341
Integrated authentication server . 67
IP address PP TP PR TRPRPRPRPRN 44,53, 59
IP header P 145, 147
IPv6 address PV 48
IPv6 address types PG e ———————— 49
ISO/OSI layer model ISOIOSI e ——————————— 46
L
LACNIC .ttt ettt ettt ekttt ettt et e ettt e e sttt e ek bt e ea b e e et e e e en ket ekt e e eR At e e Rt e e anbe e e bt e e anteeanbeeeanteeenneeans 44
[ Y SRR 67
Leave message LBAVE e 140
LINK AQQration et 178
LiInNK MONItOriNg e 245, 252
Login dialog e 17
LOOP QUAIA e e et e st e e e raeea e 207, 209
LOOPS e r e 232, 233, 237, 239
M
MAC address filter MAC 137
MAC destination address MAC 46
Mail NOLIFICALION et e e e e e e e 269
Y = Do RSP 195
Memory (RAM) RAM 95
MESSATE 241
Y SRR 303
11/ o 1= S PSERR 116
Y USRS 178, 180, 181
MRP over LAG MRP 0 SR 186
o= 1 PSR 140
N
[N T = TS 44,53
Network [0ad e 192, 193
Network management 60
Non-volatile memory (NVM) e 95
NVM (non-volatile MemOTrY) e 95
@)
ODbJECE ClaSSES e 341
Object description s 341
Object ID 1 PSP P PP PUPTOPRTPPRN 341
L@ T 1 PO U RO T P OURP PP 312
ODVA WEDSITE  ODVA bbbt et e et e 312
OPENSSH-SUILE ...ttt e ettt e e st bt e e e st et e e e aabb e e e e ebbeeeesbbeeeesbbeeeean 21
Operation MONItONING et e e e e b e e e s a e nnn e e e s nnneeeas 252
L@ 01 0] 01X 17U PRT 333
Ordinary CloCk (PTP) e 93
353

QGH59056.01 - 06/2021


file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark62
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark113
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark468
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark112
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark411
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark225
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark480
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark502
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark113
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark62
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark82
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark94
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark233
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark239
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark76
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark79
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark72
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark65
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark110
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark228
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark281
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark390
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark401
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark13
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark348
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark350
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark371
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark373
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark374
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark375
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark218
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark73
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark419
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark315
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark163
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark382
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark468
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark193
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark278
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark284
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark292
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark296
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark227
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark68
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark84
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark304
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark308
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark95
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark164
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark164
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark501
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark503
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark503
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark476
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark478
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark23
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark399
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark489
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark153

354

P

PasSSWOIA e nnaee s 20, 22, 24
Pathl COSES et e e e araee e e 193, 197
0] 1112 USSR 241
Port IAentifier e a e 193, 194
POMt MIMTONING e et e et e e et r e e e st b e e e e s nbrn e e e sbneeaeans 281
o] 0 0101221 o =] PR RPPRPRP 194
POIE PIIOIIEY e e e b e e b e e e e b e e e eeeaa 152
Port priority (Spanning Tree) 194
Port roles (RSTP) RS T P 201
PO SaLE 202
PrefiX IENGIN e 49
L 107111/ PP PP PP P PP PP P PPPRPON 147
10 142 10 11U = PSRRI 148
Priority tagged frames o ——————— 147
Privileged Exec mode 26
Protection functions (QUAardsS) e —————— 206
I8P 85
PTP domain P P 94
L 8 I 2 PSP EP 18
Q

L@ 0 1S TP 146
(0 1T PSP RPUPPPPIIN 140
R

RADIUS ...ttt et e oot e e e et e e e et e e e et et e e e e ba e e e e et e e e e e e tte e e e e taeaeeataeeeearaeaeeanres 67
RAM (memory) R A e 95
Rapid Spanning Tree e 178, 201
REAI LM e e e e e e e e e e e e e aaa 145
Reconfiguration 193
Reconfiguration time (MRP) 181
RedUNAANCY 192
Reference time SOUICE et e e e e e e e e eer e e eaeeeens 85, 90, 93
REIAY CONTACE e e et e e et e e s b b e e e st e e e e sbae e e s sbreeaean 252
Remote diagNOSHICS e 252
RO PO 274
REPOITt MESSATE 140
] O RRTRSPTRRR 342
1o PRSP OUURPRPRRN 180, 186
RING MaNAJEr 186
RIiNG MANAJET 180
Ring/Network coupling L 178
L = N O USSR 44
RM function L N 180, 186
RMON probe RIMON e e e e e 281
ROOL BrOgE e e e b e e e b e e e e rreeeeaa 197
[0 To | Ao 11 o RS 206, 209
ROOL Path e e e 198, 199
ROOE Path COSt e e e e e e e e e e e e e e e e 193
ROOL POIt 201, 207
RO 44
Router Advertisement DAaBmON e 57,61
RST BPDU. ...ttt ettt ettt e e e st e e e st e e e st e e e e sta e e e e sabaeeaesatbeeeeaatbaeaeansaeeaeans 201, 203
LS I PRSP PPPSTPRP 204

QGH59056.01 - 06/2021


file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark21
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark26
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark31
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark312
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark320
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark378
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark310
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark313
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark440
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark313
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark249
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark313
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark328
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark337
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark78
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark237
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark242
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark237
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark35
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark344
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark136
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark160
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark18
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark235
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark227
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark111
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark163
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark276
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark326
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark231
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark307
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark288
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark305
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark139
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark146
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark155
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark399
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark399
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark428
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark227
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark505
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark286
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark297
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark297
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark286
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark280
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark66
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark286
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark297
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark441
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark319
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark346
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark350
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark322
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark323
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark311
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark329
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark348
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark69
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark90
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark98
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark332
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark339
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark342

S

SE View S e e e et e e e e e e e e e abae e e e e 66
SECUIE SNEIl e 18, 21
Y=o =T 0] 7= U1 T o R 241
Serial interface 18, 23
Y= Vo PP 274
SEIVICE SNl e e eaa s 26
Service Shell deactivation 39
SetliNg the TIME et e e e e e e e e e e e bre e e e 85
SFP MOAUIE S P e s 261
Y Fo g F= L0 o - Vo S 252
RTINS 241
SNMP trap SN M I P e 241, 243
TNV I PP PTPRRPRPN 85
SOftWAre VEISION e 109
S35 o PSPPSR 18, 21
Starting the graphical user interface . 17
Store-and-fTOrWard e e e aa e s 137
S I = 1 2 5 RSP 195
1T o ¢ To 11V SO O TP PP TPPPPPP 148
YUl o1 (o 1= 0111 1] PSP 341
YU o 3 T PSSR 53
1] ] T X 178, 216
SUD-TING MANAJET e —————————————————————————————————————————————— 224
Sub-ring Redundant Manager e ————————————————————— 224
31100 312
SYSIOG OVEFN TLS ittt ekt e s bbbt e e s bbbt e e s bbb et e e abb e e e e nnbb e e e e nnnreeas 277
System requirements (Graphical User Interface)
................................................................................................................................. 17
T
Tab COMPIELION e et anree s 36
TCN guard 14 1 207, 209
IO 1 312
Topology Change flag e 207
L0 1 TP 145, 147
TraffiC ClaSS s 148, 153
Traffic ShapPINg e ————————————— 154
Transmission reliability e —————— 241
Transparent clock (PTP) PTP e 92
1> 1 PSPPI 241, 243
Trap destination table e ——————— 241
Tree structure (Spanning Tree) s 197, 200
1] PR 159
Two-Switch coupling, Primary device Two-Switch 231
Two-Switch coupling, Stand-by device Two-Switech . 233
TYPE OFf SEIVICE e e 147
U
UDP/IP . 312
LU T T -1 (PP 41
User EXEC MOAE e 26
USEI NAME ittt et e e e e et e et et e e et e e e aa e r e e e e et e ea e aaaaes 19, 22,24

QGH59056.01 - 06/2021 355


file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark105
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark16
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark24
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark381
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark16
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark28
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark429
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark37
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark49
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark139
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark409
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark400
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark382
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark378
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark386
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark135
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark182
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark16
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark24
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark12
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark219
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark317
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark242
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark503
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark84
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark279
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark359
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark366
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark365
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark481
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark435
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark11
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark11
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark11
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark11
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark46
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark347
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark350
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark476
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark347
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark233
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark239
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark241
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark250
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark252
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark382
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark152
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark378
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark386
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark382
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark318
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark324
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark259
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark370
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark372
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark239
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark476
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark52
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark34
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark20
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark25
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark30

Y To 1= o PRSPPI 148
Y4 SRR 163
VLAN (HIPER-Ring) VLAN HIPER e 191
VLAN priority Y SR 152
VLAN A VAN e s e e st e e st e e e et e e e e s ntae e e e anraeeeennees 147, 163
LYo 1 PSR TPS 148
Y28 I O PSSP 24
w

Weighted Fair QUEUING e 148
Weighted Round RObiN. e ———— 148

356 QGH59056.01 - 06/2021


file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark243
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark265
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark301
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark248
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark237
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark266
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark243
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark29
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark244
file:///C:/Users/maiko/Downloads/(1)MCSESM%20MCSESM-E%20MCSESP%20Managed%20Switch%20Configuration%20User%20Manual.docx%23_bookmark244

357



