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HMIO| A EtAist= 2t MEZ csvItY S E-mail2 2 4= Q&L .
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* The first mail server from the GP unit is secured. But, security after that depends on a user’s server or terminal.
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E-Mail 7| & - xj8 2=

IPC(PCIAT) v
SP5000 Series v
SP5000X Series v
GP4000 Series (except GP4201TW) v *1
GP4000H Series v 1

GP4000M Series -
GP4000E Series -
GP4100(Color) Series -
GP4100(mono) Series -
LT4000M Series -

GP3000 Series —

*1 : Using the E-Mail function causes a decrease in transmission data volume that can be used. For details, see the restrictions.
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E-Mail & 7|

oMY 4™ 2 orziet 20| A M7HX 2 +2& LTt
[SMTP A7) : Pro-face HMIOIA] $=A101 MH 2 MY S T SHeh grAlol M of Lot MY QL|Ct SR F2 AR E|& E ot Q15 (STARTTLS, Port 587 5)0f 28t A
AFRSH 2 ol A LT},

o= T Md

[Trigger] : €S 2 & EfO[YOf Lot 27 LT Off) 20| 2 YLMOICH EE HES +S MO K 2S 2~ LT

i

o .
[E-mail &3] : OID1I°' = M=, 2, B0 52 28 gL
SMTP &H MH 0|2 Z|Clf 255 one-byte LIl 2K}
(A1 M) .
A2 X} 0|2 £/ 31 one-byte LIfH 2X} Ml I
HIYHS %/ 127 one-byte YIel 2 X} by Google
oY =4 %|CH 255 one-byte LIt 2}
TE HS 25, 465, 587 Sender server
Cls A Automatic, LOGIN, PLAIN, CRAM-MD5, or DIGEST-MD5 SMTP
L2 ot HHA| STARTTLS, SMTPS (SSL/TLS) Settings
HEAIOl M AN
SSL 9IEM PEM EFRITH X| & = —
Trigger Uk A 2 2ol 27 CSVAE Al O Y S Tts E-mail
Csvoll MEZH|olE X% MEY OE2 Xgotol KL LS Its Settings
R
(=t ES O EAE X|7Fsto] O LS Tts
E-mail 2% ol Y F=Aa 167§ O|E Eﬂﬁ% TO,CcC,BCCO 2} 1671 O| MY FA & Tts
255 one-byte I8l 2 Xt
M= Z|ch 499 Xt
= Z|CH 4999 EAt 220 PLC/MEMLINK/LH EO{EA/MEHS ZHS
42 = US
ek s|AaE2 csv oY L CcSvItAO| MdE I Xt HE Jts. £ 3600KB
M2 csv ot MEE CsvItAO| YgE I X5 HF 7ts. Z|CH 3600KkB
HEod Ed o= A 2o mat £|ch 574 oY XHE "E Jhs. 571 ohY =t
%|CH 3600KkB
Remote HMI Ht2717| 23*1 H Yo EAIE 23 E 28510 Remote HMI AMHZ 0| 5& &= /S
External Storage Pro-face HMI Connection Device 4

*1: Will be mounted at Q4 in 2019(TBD)



LS HEAIOM Kol === AS LXISLICH
A= Sl o Lol HEO| ChAl 2 S| X| =5 XL
= APEAE Rl B AFR S| 2 S 2LiX| Rot=S L L.

v

IZo|q 9EZo= s

ZE 25 -> 465 -> 587
— o= LOGIN, PLAIN -> CRAM-MD5, DIGEST-MD5
ot 5} None -> SMTPS -> STARTTLS
POP3 . . .
SSL certificate Without > With
IMAP

Server on Pro-face Server on a
smartphone
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Hilt AFE O GmailZ 278l 7 4lE M &2 offet 5Lt A0tEZ0| Gmail 0 Z2|AH 0[S XI5t A5 LICE

@A e LT [Tl Ws 3:33PM QoML Q% [ 5 .d Bsrx 10:45AM
< 8 T B8 : < m 8 :
e Machine Error E-mail from Machine Error E-mail from A
M~ ~
- Pro-face HMI  inbox Pro-face HMI  inbox
pfsetools@gmail.c... 3:14PM PE pfsetools@gmail.... 10:43 Am o
tome v ‘ tome v :
%E— The error status and values on production line 1 are The error status and values on production line 1 are
as below; as below;
(0: Close, 1: Open) (0: Close, 1: Open)
- Medicne Pump Switch : 1 - Medicne Pump Switch : 1
o - Water Valve : 0 - Water Valve : 0
%I'%I'ol %“}3”, %Lol_l, %:rl'EEI [[H I]'| OEI% - Drain Valve : 0 ‘ - Drain Valve : 1 )
MESIEE MY G| =0 E’ MY 220 - Water Level : 196 k litter - Water Level : 73 k litter
OEI-%F D'”Al X|9|' ngHjl' -‘EAl % |—| E|’. [Alarm Active] . . . . . . .
19/07/11 15:15 Water gauge error ( Valve error or T T T - e
Sensor error ) o T —— o
= ool = [More Information] T B =
Remote HMI 2t Z0f| A T 2 Of| FEA| & Android or iPhone users can connect with Remote o ol Jor o ol |'EH EtO| L of M UO| &L= B2
2|3 MEHS orztQ| HFAHSE B X HMI from the following. » oo 104258 o non N rsi== N |:
S=& L =5l =S for Andrioid Lsers T S22 csv/t HFE L.
MH 2 XAtEs2 2 Ol 5L CL. (Ver. for iPhone users s \ - L S|AE2| CSV trigger
1.50 O| &0l A X| & & L|Ct. 20194 B sao0005.csv ¥ a2 - ME2 CsV trigger
427|(TBD). - SEOEY ATV HRELYS X
< O d N < O a I

Without an attached file With an attached file 6
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Pro-face HMIO| A A & T E 7[sS Ar8ota ofelel 7tg 7|28 el 28 EXE &

(1) AR M| sSMTP M HEE 7S LILCH,

(2) GP-Pro EX — email - [sender settlng]01|/\‘| SMTP MH HEE =gt Ct.
(3) [receiver group]Of|A{ 2H=0[2| TX} 0| Y FA 0 Y 222 &

(4) Hs 24 Eto|YZ X|Fe Lot

(5) HMIZ 2 E Sl AZSH| 25 DNS ME{ 0| M XS St= 1P

Gzl

by Google

(1)
B SMTP server
- smtp.gmail.com INTERNET

- Port: 587
B Public DNS Service

Sender Server

- Pri:8.8.8.8
. Sec:88.4.4 (5) IP address : 192.168.179.5

Pri. DNS : 8.8.8.8

Sec. DNS:8.8.4.4

(2) “Sender Settings”

- smtp.gmail.com
W [P address Wired Internet, . Portp: 9587
-192.168.179.1 Mobile Router, etc. Pro-face HMI

Receiver Server

Schneider

v

“Send E-mail”
Group 1 : Alarm Block 1

Group 2 : Alarm Block 2

“Receiver Groups”
Group 1 : *** se.com
Group 2 : **** proface.com

T

B E-mail address
**x@se.com

- e @proface.com
**E*@yahoo.com

(4)

(3)

PC for receiving E-mails, smartphone,
etc.
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E-Mail & 7|5 -1 2u0 " (smTp) 27|

Z2HO|A HMIS| TXA H Y S MY MHZ ELfe{E 2 Mol sMTP1 27 LT MH Z2[XHof|A S EAH L Y 28
AOIEOM EE 7HZ ULt O|A|2 google gmailE ArESHRA & LICL.

- .
1. =2 A|'O| E O‘” 291 st |—| El‘ Incoming Mail (POP) Server pop.gmail.com
2 XX AlC}O ES ZalstL|C
2. LES '——I Gmail H-I | I- Requires SSL: Yes
3. Gmail HO|X|0fl S0{7tA| £ O(0|2S 22/5t0] A HO|X|0f SO{ZtL|Ct. ot a0
4. Forwarding and POP/IMAP O & £ &lgtL|C}.
o o . . = . Outgoing Mail (SMTP i
5. CHREE 59| Configuration instructions POP & 22/2tL|C}, outgeIng Mall (SMTP) smip.gmail.com
Requires S5L: Yes
Requires TLS: Yes (if available)
Requires Authentication: Yes
Port for TLS/STARTTLS: 587
6. D'” OEI Xn_%o'" rél-g-_é.__l' SMTP ngjl' I—l'El'lEll' L—l El’. If you use Gmail with your work or school account, check with your
administrator for the correct SMTP configuration.
POP download:;__3. Configure your email client (e.g. Outlook, Eudora, Netscape Mail) T ST e T T T S TS TR e
Learn more Configuration instructions _
Full Name or Display Name Your name
Account Name, User Name, Your email address
or Email address
Dassward Ve Pmail masewrard
POPLI2EE: 1. 4Ef: 2= o 2o tis) pop7t AbE HEE]of QELICH
ALS] Lot 7] @ 0l0l CHe2E Fl OYe Zwstel 2E ol ¢ poPE B45 57|
HFAlO A AlO| OFZ = ol -l x4 4 O MNZREH =45 = Mo poPE A5
22113} 44191 9% B = MY MHOA POP AL s of 0 Pop i &
HY 40| 7sEL C} 2.POPZ HAIXE Ol A< [Cral FEE EEFNEA 5Fo0T v

3. 0|2 22to|ME 74 (0: Outlook, Eudora, Netscape Mail)
ay e

*1: Short for Simple Mail Transfer Protocol. The information to receive mails is called POP (Post Office Protocol) Server.
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E-Mail & 7|5 -2 w0 4x

GP-Pro EXO| Al 2401 Ao HEE YA=THL|Ct GP-Pro EX - [System Settings] — [Peripheral Settings] — [E-mail] 0l S0{ZfL|C}t. O]
| O] X| 0| M =l =2t Gm mﬂ@ﬁegauuq

A S 7|52 AL LT

E-mail Bnable E-mail

Sender Settings  Receiver Groups

STARTTLSE 2532 X|HstH 2

5% , Ol S HE5}7| Qo AHEE|= EB|A
5872 At = AUSLICH gLt YEt™ o=z SMTP Server Name [I Y SMTP AH{ O| & | EyA (YT MEQNEE
5872 AtEgtLICE.
= = " Y =2 pil.com olele xu ol X of ol
2 2cs dugun nee s o tone EEEES. i fentieaies o
Me{ 2t 2EI0|HEE B & X[ @5tz HA[0 Password I] MY AN HUHS | === 1A =2=2-TL=2T 0
5oz MeEL L
) - MY M& AE[ SE= M E qiolo| SXF AFEJE
Sender E-mail Address e % piloom LIEFE AtEf Of A 0|2 F40] ATja
- Uf off 2 2 QI STMP MHO| ME HEE =
Ao RES 1EA*ZFLI C}. STARTTLSE Fort hlumber @ £ 0looz 5H0| O] AEj O{EAS
ME 7 K| &SI 7 HMOZ AFRE/IL|C — o A5
{87} XY 0 71 w @A o2 AL FR— = 7] EABLI
Encryption 'STARTTLS v|

oo oS HES2{H o A0 THUHS
X| ™t C},

=3 ED:'L EOo g7:l)k|ﬂ, ol A - - - —
)l'ﬂ c(’)|1-|71E|1 ,;L L g!” TJ_I Ef%agg EJI?H 15 ———{[ ] Display Error On Failed E-mail Transmission

n1|°'° Bl 4 X ot 42 RAAAD25 A|AH : - HE o == (ol 571
Q& IAIXI7 EAIELIC / [IEss el oz T 2R 4 1272 K x 570 = A
Cantrol Word Address [HINTERNAL]USR 16580 v| fj:lo_tﬂ
KA £|H sSL QIS AME HESIO - & ot 8% 3600KB
M2 MO SEHAS 5013t & ol LT}, Status Word Address |[#INTEHNAL]USH1E‘H! » |
Attachment File Name \word Address [#INTERNALJUSR17000 v | &l
- R L0 MRS 4 9l THY = THY T7]0f
Maximum attachment size 3600{ IZIIE K Bytes 2} CrE L Ef x|} 5709 oY HE Jts
. . —— . . T ot 37| = %[0 3600 KB LT}
Wwhen using the E-mail attachment function, it will occupy the Screen Area, thereby reducing the capacity A} THY 37| 2 10~3600KBE A& S|}
of user-created screens. = = =es :
The maximum attachment size is 2. 6MEyte. 9
“Please confirm the send size from the project information diglog.
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GP-Pro EXO|A =41010| 0| Y HE(FA, M=, 22)8 YHL L [System Settings] — [Peripheral Settings] — [E-mail]o S0{ZfL|Ct
CHS 2 =4 210 Gmail Q! 7229 of L},
Decide whether you get the Input Address Input Assistance

Dialog Box automatically displayed by
entering "[“ when you edit a mail’s subject

Input Address Dialog Box

and body.
E=rnail Enable E-mail &= Receiver Groups X & E-mail Address x
Sender Settings  Receiver Groups TO: - It - BCC: > E-mail Address
Edit Copy  Paste Delete || |
pfzetools@gmail com
|M ITn |.r‘r‘
[
1| pfsetools@gmail com > I:IIZI-tol OK @) Cancel
TTEPS
i FAlelolo|H Y FAE UL
. x| 255 2 At
N E-msil Options @ | | @] Input Addres
_)I\_nA_lol_l as ﬂ% |A_-|E—I|'IO|'—T'— —*—I I:H 2557H9| e .I'u'l e ror Bl from Profas HII . . b & Input Address *
SA012 X HE 4 ALtk 42 Mehsiol o=t Aochne o Emlion Fofece et .
AOI'A‘” Aé”g% Eé“ —f— %lﬁ |_| l:l'_ The emor status and values on production line 1 are as below; ~ |Br[ A | |[#I‘u'IEI'u'ILIN |
I i w KI000000 ||
25542 2 M2 M-S A TQ (0: Close. 1: Open) — =
giﬁklkl:il;%l%l\l_l- IAJ E_Il.I Ol—l- g | L 6” 7_|F7_|F AE-Dg% - Medicne Pump Switch : [b:TimingChart SW]| [ ok ] | Cancal |
[<) E - Water Valve : b:WaterValve]
:rL e="T MH | |- - Drain Valve : [b:DrainValve]
v
ME7|7|19 Fa Es A" HaEE O Y
U HS AR . 2 S s B4 A 2o|Lt 220 dhele 4 S H=e
%|C 49971 Q! L|C}. [Coko ][ cancel | Z|C] 1571, 222 Z|Cf 255742 Ol ER|AE @S
ME2 7tHo 2 d76t2{ M, [Input Address] £ T AL
=218 ZIMMo 2 HE22 HZASH A Ol |C N
2ES 7tHo 2 ™St M, [Input Address] & & 2/5}0]
ZEos 2Eg WAY & st

*1: The character code to be used in sending an E-mail is utf-8 (Unicode). Displayed even if the languages Pro-face HMI has such as Japanese, Chinese, Taiwanese, Korean, Thai, Russian 10

coexist due to that.
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GP-Pro EXO|M O ¥ 4785 OfX[ 1 Z2ME TAS HMIO T&ot =, HMIS AU HZSL|Ct WESR 227t M S5t 1P
Of=d|AS 280t ZHH Y 2t E et BX[SH= I 2 IPHEAS 2 LICH ZHHY 2R E*12F A0tEEZ+20| HIHZ S AHEot

CIEl HZ @I*I%'—IEL

Sender server DHre 2t H Pro-face HMI

Ethernet

Setting

Network Name arrowsM03_AP IP Address 192.168.179.1 IP Address 192.168.179.5

Encryption mode WPA2 PSK AES Connection Access point of Subnet Mask 255.255.255.0
destination setting  the smartphone

(Public wireless Gateway 192.168.179.1
LAN)

EnCI’yptI on key kkkkkkkkkkkk

*1: Using the Internet on a note PC, Wi-Fi model of tablet, and a mobile game machine with a mobile communication feature like a smartphone. Tethering allows you to use the Internet on a PC or game machine by
using a smartphone with a communication feature as an access point (parent device). Simply, you use a smartphone as an externally attached modem and connect to the Internet. 11

*2: The contents of the IP address and access points change depending on an environment.
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= DNS AMH 7} ZegtL|C},
ooyl 224 Md10

E-Mail M H 2 & 22{Zl FQDN 2410 BAIE sMTP M =
Primary/Secondary DNS AMH HZA0| Cfgh P T4 21 &=
710 AS L T

o2 ALESIE{H, S Q2 IPFAE BAS
O| GP-Pro EX Ver. 4.09.100 O|AF @ Z2}9I O

P
I
2 public DNSQ| Z2L o9} Z+&LCt.

@ Primary DNS: 8.8.8.8

Secondary DNS: 8.8.4.4

Primary DNS Address 0.0.0.0 to 255.255.255.255 0.0.0.0

Secondary DNS Address 0.0.0.0 to 255.255.255.255 0.0.0.0

*1: Short for Fully Qualified Domain Name. 12
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-Ho| /= o= A

ot EO| 0| | LS HEH Al A BLICH (LT, MEYT R

=20, O o —
o5 0 | | | s/ | | | | | 2/]1]0
FaelaE B X off o =
E-mall [] Enable E-mail
SenderfSettings  Receiver Groups Alxl- Hl E*l
Ed oDy Paste Delete ol D‘” A X-I -Q-I-I Hl E*l

: Puolx-lldgx-ltue*l
p setools@gmail.com Machine Error E-mail from || The errc

. ZFH|E= X|™ OFF2 2|4l A|7{ofEtL|Ct. ook
ol 2/ K& Y H|E7} o]0] ONO| E|0{QL2

zt A& Of2jet LTt

Xl
RO Qo] HEHm L IoA HES LT

=
[S)
1.

3 HRLY YES 7| C (M2 ). *3

-5 2010 > | o5 [2]1]0 > e Jlz]la]le] | o5 [2]1]0 > | o5 [2]1]0 > Lo 2010
8 0 1 O 8 0 1 1 8 0 0 O 8 0 0 O 8 0 0 1 8 0 0 O

2. METHANL A AR ZAMeI0A HYS EHLCH *2 *2: When a request to attach files is made, information is stored in the HMI’s work

. he next time, an E-mailis sent with a file attached by operation of “1.”
| o35 | 20100 > | o35 ] 20100 > (55 [2]1]0 emary. Fromt | s
g 1 00 8 1 0 1 8 0 0 O

only. (To switch to another attachment file, make a request to attach files again after
changing the data of Attachment File Name Word Address.)

*3: Used to return to E-mail transmission without attachment file. All the information on

n n n attachment file in the work memory is initialized. Any receiver group number will be fine.
} 8 0O 1 O } 8 0O 1 1 } 8 0O 0 O

13
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L- O

[] S5L Certificate Browse... E-rmail Enable E-mail
Contral Word Address [[EINTERNALJUSR16980 v | & Sender Seftings Receiver Groups
Status Word Address | [FINTERNALJUSR 16990 v|&@| Edit  Copy Paste  Delete
Attachment File Name \word Address | INTERNALJUSR17000 v| & No. /7O~ cC
Maximum attachment size Iil K Bytes \
2

when using the E-mail attachment function, it will occupy the Screen Area, thereby reducing the capacity

of user-created screens. 3

The maximum attachment size is 3.6MByte. 4

“Please confirm the send size from the project information dialog.

1. MO YENEZA(USR16980)2 22| 8HIEQ =4rQlo| HS E QAHBHL|CY,

Sl - || (s [ | [ | |2]1]0

HEAIQl 2 HS X|H (1)
CHE O Al 2 3R =AIQI0)A MY S 22 ™ H|E USR1698008 1t H| E USR1698009 = 10| &|Of BtL|LC},

2. HE 1(HY M& QEHE)E ON & LLCt.
H E USR1698001 = 1

3. HE O(AI% HHE)E ON &L|LCt. O|H Y ™&0| A|RHEIL|LCE,
H E USR1698000 = 1

4, HY ME0| &EE|H , MEf 2/ E 0{E2|AQ H{E10| ON & LIC} (HIE USR1699001 = 1)
ol oY &0 HufstH H[E12~150( O HZE7F XZE L Lt

5. ?l0A ON A[Zl MO]{ =0 Eef &, SEfHEHER|AS 25 OFF2 E[ZE LM, 14
USR1698001 = 0, USR1698000 = 0, USR1699001 = 0
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- MEf Y ojE@ A

olD."OI X-|A I:E‘— 7(-Il=| J_LI—OEQI XI-% AFE
SIL|C} xH00[ 2F2 5| H|E 1(2H2 H
Nuiol prefsl o 2ol flolg Alget 7| SIsiM shgt of

-------------n

Word +0  Oi|2] &Ef Reserved e ds,
] T numzuusz
Word +1  Reserved SMTP MH 2& 02| 2=
MY S, ot HE &A= ‘
MY ME SE0| o S2SHA 2 M, o] SEf7t &%l 4H| EOf M E LT} o2 &Ef7} 10 I, SMTP A{H{ 2| Of 2{ 2 =7t X & & L|Ct.
(Decimal) (Decimal)
0 43YoR YRy 0 43xoE 2=y
1 W22 Ee= g5 X7|2tsh=0 HiistAS 1 HZe| = g8 £7(36h=0 25U
9 [ZCH HSOY AFO| =2 CH O 2 820 HRIYS 20| =0 HiistA= 2 AMH| O| & 241
10 SMTP 541 0j|2f ® > 3 Me o122 M
e 7Bt F (Of: =AlQl H 7t "ot WX} O YOl HlO|H F&IF EXWSHA| RAHLE R=EOHA| Y& L|CH) 4 ASM F
5 279 Almj
6 SN RF
7 A Z S x| A uf
8... 14 o ge|

15 7Bt 2F
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s Jol | | | | | | | | [ 1]0

Ofl 2 & EH Reserved
Reserved SMTP Al Zt& 0|8 [ E

(Decimal)

Word +0
Word +1

0 HEmoz otz Description
1 HZa| EE g8 X780 Hilsis 0 MEXOoZ 2%=E
9 [Z[CH MY AlO| =& Ct O 2 89| HELIAS 9ol HulsiRs 1 M2z £ g8 £7|96t=0 st AS
10 SMTP &41 0f| g 2 MH| O|§ 241 A
" 7Bt R (Of: =AIQ MTp mo", MAL Y| CIO|H F&7F EXSHA| R F2BHX| k&L L) 3 M| o7 Al
4 ABEM 27

SMTP EAl 0fj2] & 20N MI|7t c= AR, 2FsZ 5 =39 A

Ao A §§(01|; Gmail)Oﬂ)\‘I o|o| Y S2to|HE0] 2T 4GS ~ EAl o2

HOF 20| Lo S B2} ° Bt 2f

=

=
O/ ZE0|EN 2002 = 2l= Z2 TSI 42 287 BEAE = /s
JESNZAEIL|IC N N B N 7 oA sfj x| A
= ( e
+ AMBTH OIS HIEH BT} BB EIR RE
- ERENBT AT EE

© ARSAP OIS E[ 2SS Yt ARV Es =AlE

H: b2 2ol L2

2Bt ChS 2RSHE A A=
=g

+ OloE F20lt

T HCESN
=
e

EHH HELE AHOIEFLICH

207 QIS ASSte FR Y uleM=R 200 4O

+ 2ot F0| L2 ¢ A e 20t eSS Aot e F2 AlE A 257 At 2ok =F0| H2

W 515 @ oHor 2]

rE

+ EHZ Gmall BIRH=Z SiFs Z2 CH2 0|0 Y 20| EN M Gmail AE BEZ CrA| ZSAL
Gmail A 285 AAF o= gsoiol 2 & gk
» Flel =R EEr 2H|7t o2 = K| 22 hitps://www.google.com/accounts/DisplayUnlockCaptcha
@ HO|X 2 0|55t Ho|Ao £AE SHAS GEde. 33, S0 £ J|E =50 M cmailE A
3= 22 https:/www.google.com/a/yourdomain.com/UnlockCaptcha H 0| X| 2 0| S8} & =49 16
vourdemain. cong AMERF 2O ¢l 0| S22 [fHIstY 2.

3
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Qe gh S0l E3E O|HYE Y27 fI8HAM = GP-Pro EX - [Common Settings] — [Alarm] Ol &0{7tA Send E-mail 0| H| 2 & gL}
CEoh HE S|AE2| OO|H 7 covitE MY E W O|HYS EE = ASLCHL A4 LE =SS /EH2 = O|H Y TS EIO|AUR=Z
28 = AGULOL B S5 SA0| EfO|U 2 B8 == UGS T
22 280 M Send E-mail0f| M2 ot =, B L& EO|Y L =410 S =0 M2 5tH
MOl RIENEY A ¢S 2 HESHA| ROt e Hd/=el/s7 Al Ars2 2 00| M&E L T
(4] Send E-mail Set here when using Pro-face Remote
A2 U ¥E 352 HATL ]| o o o e e
Groups Trigger | Acknowledged| Recovery | Save CSv ||(RemoteHM Link 9 -
Y — = = =i Remote HMI (URL), the display unit’s
umber 1 ! =l =l =l = IP address, and [Server Name]
= lumber 2 1 ] ] Lo . .

Alarm Block1 | specified in [System Settings]-[Display
umber 3 2 ] ] ; :

o e lumber 4 5 ] O] Unit]-[Remote Viewer]-[Pro-face
lumber 5 4 ] O] Remote HMI] will be added to the body.
lumber 6 7 O] ]
lumber 7 9 ] ] * Remote HMI needs to support this
lumber 8 [] ] ] ] ] ] link for boot. This will be supported in

Ver. 1.50 (2019/Q4 TBD).
Specify the numbers of the receiver

groups specified in [System Settings] -
[E-mail Settings].
E=mail Enable E-mail

Sender Settings Receiver Groups

Edit

Copy Paste Delete

Ma.

| fsetools @gmail .com

Select a trigger to send a mail from
[Trigger], [Acknowledged], [Recovery]
and [Save CSV]. Multiple choices are
possible.

When [Save CSV] is selected, a CSV
file of alarm history is attached to a
mail. *1

*1: SD/USBZ} HMIO]| ZH2EE|0] Q!

IX] 4o H 4 Yoj| csv mHYU0| HEE[X] ¢ .l'*Lil:}
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- Alarm E-mail Send Format

The mail transmission format when Alarm is a trigger is a form like an addition
to a body of E-Mail Settings.

The additional part is as shown below. Statements in [ ] are English only. Date
is shown like YY/MM/DD and time like HH:MM.

Machine Error E-mail from Pro-face HMI inbox =

pfsetools@gmail.com
tome =

The error status and values on production line 1 are as below;
(0: Close, 1: Open)

- Medicne Pump Switch - 0
- Water Valve - 0

- Drain Valve : 0

- Water Level : 1k litter

[Alarm Active]
19/07/08 16:46 Water gauge error ( Valve error or Sensor error )

Added to the end of the body.

[Alarm Active] : Messages of Trigger
[Alarm Check] : Messages of Acknowledged
[Alarm Restore] : Messages of Recovery

- Sending E-mails by multiple triggers *1

When multiple triggers (Trigger/Acknowledged/Recovery) occur simultaneously, there’s no
feature that can put them together in one E-mail for output.

For example, 5 alarms have been registered in the block 1. When triggers of Trigger,
Acknowledged, and Recovery occur simultaneously for every alarm, 15 E-mails in total are
sent

[Alarm Active]
19/05/08 13:20 Pressure abnormality

X 15

- Sending E-mails by the Ack All trigger

Only when the “Ack All” feature of Alarm was used, alarms are put together in one E-mail
for output. When over 25 triggered alarms are acknowledged, alarms after that are left out.

[Alarm Check] 3
00/01/01 00:49 Detect door open
00/01/01 00:49 Detect door open

g Up to 25 alarms are displayed.

00/01/01 00:49 Detect door open
Total: 31 p

*1: You can make a request for E-mail transmission while an E-mail is being sent. The number of the stacked is up to 10. When it's exceeded, the request is cancelled and no E-mail

can be sent. When sending an E-mail fails, it is not sent again.
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HMIO| USB/SD7I=EE E&f5t, 2x 2F0M L& csv ot M& 285 ofH » CL USB |
CSV LtUO0| MY &&= =7t csv mt it e ool M&ELILCt, SD
HMIO| 2 F O 2 2|7} X QA LE, SV T 0| 3600KB7Zt 01 7HH 0f| 2] 7t L4 5t j
O 20| MEE|X| 5L T

csv
Memory Card Settings
Save Data
Control Word Address [[HINTERNALJUSR17990 |&@| |1| _ .
0005h Block 1's Alarm History data < g 8
1 0006h Block 2's Alarm History data Machine Error E-mail from &
0007h Block 3's Alarm History data Pro-face HMI  inbox
Addr
ddress Contents 0008h Block 4's Alarm History data .
pfsetools@gmail.... 10:42 AM .
+0 @ d/ Stat —_— Command : “ oo
omman atus 0009h Block 5's Alarm History data tome v
+1 Flle Number 000ah Block €'s Alarm History data The error status and values on production line 1 are Alarm hiStOfy CSv data iS
000bh Block 7's Alarm History data es below, automatically attached to
: (0: Close, 1: Open) mail information of Receiver.
000ch Block 8's Alarm History data
- Medicne Pump Switch : 1
- Water Valve : 1
0000h Completed Successfully - Drain Valve - 1 ‘
gl sxxms SV 0100h Write Error - Water Level : 179 k litter
. T T ! . I External storage is not connected. : e
A[IJZE 5‘::;?;; File Number 0200h The CF Card cover is open. = e e e e -
Block Number Status The SD Card is write-protected. D mwerpemie w0 o
0300h No d_a_ta to be loaded (when no data is
specified)
; ; ; B Zz100015.csv ¥ N
0400h File Number Error (File number is

outside of range)

< O O T
*1: When the CSV file to be attached is over 3600KB, a status error occurs and the E-mail is not sent. 19
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- ¥ csv IYUS HE0 Y M cececcc)
HEE 2FoM csv It MY 4 E 51 Send E-Mail0| M2 2 =410 A5S HHSIH, G USB ]

csv IHAO| MH Ll = &7t csv TH Lt oA O 0| TS E LT »

Display/Save in CSV

Csv
0001h Normal Save
CSV Control Word Address | [[#INTERNALJUSR1799 @] [ ] |
; - Start Auto Save (only when data is
Savein
() SD Card (® USE Storage  Destination Folde Command 0020h stored by overwriting data)
[] Append Date/Time to file name .
) 0021h End Auto Save (Only when data is
Date/Time Format stored by overwriting old data)
Pren
e 0000h Completed Successfully
CSV Date Fermat | yy/mm./dd ~ 0100h Write Error
[ Enable FTP Transfer External storage is not connected.
- 0200h The CF Card cover is open.
Send E-mail
The SD Card is write-protected.
Receiver G 1 =
Seelverronps El 0300h No data to be loaded
0400h File Error
v Writing a command to the control word
Status address, and Pro-Server EX, GP-Viewer
Address Contents EX, or Ethernet Multilink access to
0500h backup memory (SRAM) occurs at the
+0 Command/ Status @=—> S L
Write the command to the control word
a1 File Number address again, and run the process.
The display unit is in the normal Auto
Save mode.
2000h While the [CSV Save Control Address]

has this value, the Auto Save action
continues. When the value changes, the
Auto Save mode finishes

NS D% STl W 10:45AM

< [ N 7 B i

Machine Error E-mail from
Pro-face HMI mbox

pfsetools@gmail....
tome v

The error status and values on production line 1 are
as below;

W

10:43 AM <—1 .

(0: Close, 1: Open)

- Medicne Pump Switch : 1
- Water Valve : 0

- Drain Valve : 1

- Water Level : 73 k litter

C

28
k3

EIEEIREIEIES
2

eg

EEEE]
2

&
3
1999939999389
2

CEFEEEEEEE
2

B  SA00005.csv ¥ N

< O O I

Sampling CSV data is
automatically attached to
mail information of Receiver.

20
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- DNS Server List

The opened major DNS servers are as shown below.

DNS Server Name Filtering type Priority DNS Server Alternative DNS Server

Google Public DNS

OpenDNS

Quad9

AdGuard DNS

Verisign Public DNS

Dyn Internet Guide

Yandex.DNS

Advertisement

Advertisement, Adults

No limitation
Security

Family Security

8.8.8.8

208.67.222.123

©.2.€.9

176.103.130.130
176.103.130.132
1.11.1

64.6.64.6

216.146.35.35

77.88.8.8
77.88.8.88
77.88.8.7

8.8.4.4

208.67.220.123

149.112.112.112

176.103.130.131
176.103.130.134
1.0.0.1

64.6.65.6

216.146.36.36

77.88.8.1
77.88.8.2
77.88.8.3

DNS Server a major search engine, “Google” operates and compatible with DNS Over
HTTPS. Original cache system and high speed conversion. For DNS Over HTTPS,
https://dns.google.com/

DNS Server a world largest network device manufacturer, Cisco operates. Equipped
with features of automatic correction of typing mistakes and blocking browsing
dangerous sites.

DNS Server multiple companies and organizations including IBM that is famous for its
artificial intelligence and clouds operate. Blocking visits to dangerous sites with high
security technology.

DNS Server AdGuard that is famous for its advertisement blocking tools operates.
Advertisement blocking feature. In addition, filtering feature of adult-only contents

DNS Server Cloudflare that is famous for its CDN service operates. Compatible with
DNS Over HTTPS. High privacy protection without recording logs and security with
cutting-edge technology mounted. For DNS Over HTTPS,
https://cloudflare-dns.com/dns-query

DNS Server Verisign that is famous for its SSL certificate operates. DNS root server is
operated, too. High security and reliability

DNS Server Dyn that manages DNS like Twitter operates. Equipped with features of
automatically correcting typing mistakes or blocking visits to dangerous sites

DNS Server Yandex that is the largest search engine in Russia operates. Over 80 DNS
servers are installed in the world.

22


https://developers.google.com/speed/public-dns/
https://www.opendns.com/home-internet-security/
https://www.quad9.net/
https://adguard.com/ja/adguard-dns/overview.html
https://1.1.1.1/ja-jp/
https://www.verisign.com/ja_JP/security-services/public-dns/index.xhtml
http://dyn.com/labs/dyn-internet-guide/
https://dns.yandex.com/
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- DNS Server List

The opened major DNS servers are as shown below.

DNS Server Name Filtering Type Priority DNS Server Alternative DNS Server

CleanBrowsing Family Filter
Adult Filter
Baidu DNS

Freenom World

Comodo Secure DNS

OpenNIC

Neustar Recursive DNS No limitation

Security
Family Security

Business Security

185.228.168.168
185.228.168.10

180.76.76.76

80.80.80.80

8.26.56.26

161.97.219.84

156.154.70.1
156.154.70.2
156.154.70.3
156.154.70.4

185.228.168.169
185.228.168.11

114.114.114.114

80.80.81.81

8.20.247.20

104.168.144.17

156.154.71.1
156.154.71.2
156.154.71.3
156.154.71.4

DNS Server "noc.org” that supports starting business related with networks operates.
Compatible with DNS Over HTTPS. 2-stage filtering. For DNS Over HTTPS,
https://doh.cleanbrowsing.org/doh/family-filter/
https://doh.cleanbrowsing.org/doh/adult-filter/

*Family Filter filters sites including a filtering-avoiding technology — Proxy, VPN — as well
as adult filter — adult-only contents -.

DNS Server “Baidu” that is the largest search engine in China operates. Installed in
China, some sites likeYoutube cannot be browsed.

DNS Server “Freenom” that is famous for its free domain like .tk and .ml operates.
Privacy protection without recording logs including IP addresses.

DNS Server “Comodo” that is famous for its firewall and SSL operates. Blocking
connection to a domain infected with malware.

DNS Server a volunteer group operates. You can select a server suitable for you among
150 or more DNS servers installed in the world.

DNS Server "Neustar” that provides online services operates. 4-stage filtering

*Family Security filters sites including gambling, pornography, violence, hate, and
discrimination. Business Security filters sites including games, adult-only contents, drugs,
alcohol, anonymity proxy in addition to Family Security.
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https://cleanbrowsing.org/
https://s.halpas.com/wz
https://s.halpas.com/wQ
https://www.comodo.com/secure-dns/
https://www.opennicproject.org/
https://www.neustar.biz/security/dns-services/recursive-dns

th
Pro-face 2N
by Schneider Electric Km

©2019 Pro-face. All Rights Reserved.




