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Our position on Cybersecurity

Schneider Electric's products and solutions are being used in critical infrastructure as well as
manufacturing plants. In these areas, the demands of cloud computing, the Internet of Things (IoT),
and increasing threats against critical infrastructure have elevated cybersecurity as top priority. For
Schneider Electric, Cybersecurity and data privacy encompasses the measures, actions, and practices
employed to protect Digital offerings and solutions from cyber threats.

A corporate White Paper (i) covers in depth how Schneider Electric mitigates Cyber risks to ensure we
can thrive securely in today’s digital economy.
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EcoStruxure

EcoStruxure is our open, interoperable, IoT-enabled system architecture and platform. EcoStruxure
delivers enhanced value around safety, reliability, efficiency, sustainability, and connectivity.
EcoStruxure leverages advancements in 10T, mobility, sensing, cloud, analytics and cybersecurity to
deliver Innovation at Every Level. This includes Connected Products, Edge Control, and Apps,
Analytics & Services.

EcoStruxure Machine Advisor is part of the top layer "Apps, Analytics & Services" while our
Cybersecure measures are integrated to protect end-to-end, from products to solutions and services.
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Secured on all dimensions
Our security position focuses on key aspects:
e Protecting strategic IT systems and assets and securing internal activities.
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e Leading the digital transformation of energy management and automation.
Designing and developing new solutions and products within a Cybersecure framework.
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Secured infrastructure
The service implementation relies on Microsoft Azure and therefore uses state of the art technologies
and security practices. See (ii).

BRERAISANSIFV
H—EXDEE (EMicrosoft AzurelZHFL TWLWBEs. BEmDTI/ O EttFa T4 TS50F7« A%E
BUTWEY, (i) #8BEE0,

Secure by design
Considering the design of the solution, Schneider Electric EcoStruxure Machine Advisor is developed
with cyber security concern in mind:
o Designed with Customer security constraints as main input and In-Depth Security architecture
principles.
e Follow a strict Secure Development Lifecycle detailed just after.
e Conduct regular Cybersecurity assessments, with periodic penetration tests and code scans,

managed by a global Schneider Electric Cybersecurity instance, and based on ISO 27001 and
IEC 62443.

The service uses global Schneider Electric’'s EcoStruxure Technology Platform (ETP) for Machine to
Machine data exchange and Time Series Storage. This platform is implemented on top of Microsoft
Azure too.

Users access is protected and authorized by global Schneider Electric’s Identity & Access
Management system (IDMS), with a multifactor authentication for increased security providing a Single
Sign On with other Schneider Electric services.
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Secured operation
A well-designed service wouldn't be considered as secure if not properly monitored. On that aspect,
EcoStruxure Machine Advisor follows the global Schneider Electric’s policy by implementing an
Incidents Response Plan.

We also take care of Segregation of duties and Principle of Least Privilege: only a limited set of
authorized Schneider-Electric personnel have access to service management.

Traceability is part of the service: all accesses and activities into EcoStruxure Machine Advisor
application are securely logged to allow full traceability.
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Secure Development Lifecycle
Schneider Electric has adopted a best in class 1SO:2700X based process that defines a Secure
Development Lifecycle (SDLC) that is followed by all the offers to guarantee security best practices at
each stage of application development.
Dedicated organization named "Product Security Office" (PSO) is responsible to create a Trustworthy
& Compliant Control Environment (TCCE) within Schneider. The TCCE is comprised of our secure
products that are tested and validated and combined with our services to solve customer cyber security
objectives. The PSO aims to build products based on the Secure Development Lifecycle methodology
and OWASP recommendations to ensure the creation of secure and reliable Schneider products and
services that our customers can rely on.
Before any major customer release, Schneider Electric tests and validates EcoStruxure Machine
Advisor offerings thanks to a dedicated world class cyber security testing in the form of penetration
tests. As a final step, a complete final security review is performed by Schneider Electric PSO to
confirm GO for deployment.
In case of Cyber security incident, Schneider Electric has a CERT team to manage vulnerabilities.
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Secured data collection
EcoStruxure Machine Advisor does everything to keep customers’ data secure and restrict the ability
of cyber attackers to intercept or tamper data exchanges.
Options for the collection of machine data are described below:
e Zero connectivity: No connection at all between the machine and the cloud. User is manually
uploading a csv file containing the machine’s historical data into the machine’s page in
EcoStruxure Machine Advisor.

e Schneider Electric or third-party gateway used to send live data from a machine to EcoStruxure
Machine Advisor (how to documents explaining how to connect your gateway are available
directly in Machine Advisor). Common factors over gateway connections are:

o Transmission flow between onsite gateways and Schneider Electric’s services is
encrypted using TLS 1.2 (HTTPS or MQTTS).

o Connectivity doesn’t require inbound connection into the Customer Network
Infrastructure.

o The flows are only meant and designed to send Assets measurement data to cloud.

o Each gateway is provided a time limited security token that can be revoked anytime
Schneider Electric focuses on securing data flows, and on aligning to the latest data integrity and
privacy regulatory requirements such as the European General Data Protection Regulation, GDPR.
We run dedicated compliance controls to align to these regulations.
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References
(i) Cybersecurity at Schneider Electric Whitepaper https://www.schneider-
electric.com/en/download/document/998-20244304/

See also:
https://www.schneider-electric.com/en/work/support/cybersecurity/overview.jsp

(ii) Microsoft Azure Cybersecurity https://www.microsoft.com/en-us/cybersecurity/content-hub/cloud-
security

See also:
https://docs.microsoft.com/en-us/azure/security/ https://docs.microsoft.com/en-
us/azure/security/azure-security
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